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Abstract

In today’s digital era, the rapid growth of deep learning technologies has made it possible to
create highly realistic fake media, commonly known as deepfakes. These manipulated images,
videos, and audio clips are becoming increasingly difficult to distinguish from genuine content,
raising serious concerns about misinformation, privacy, and cybersecurity. While deepfakes
have useful applications in areas such as entertainment and content creation, their misuse poses
significant risks to individuals and society.

The rapid advancement of generative artificial intelligence has enabled the creation of highly
realistic synthetic media, commonly known as deepfakes, which pose significant threats to
digital trust, security, and personal identity. Detecting these sophisticated forgeries requires
robust machine learning models capable of identifying subtle manipulation artifacts across
diverse, real-world data distributions. This paper explores the critical challenges in deepfake
detection, particularly focusing on the limitations of existing single-stage and globally-
averaged detection methods. We propose a comprehensive, hypothetical detection framework
that integrates a local-global spatial ensemble approach with multimodal next-frame feature
prediction. Furthermore, we outline a multi-faceted evaluation plan incorporating advanced
metrics such as Shannon entropy and rough set theory to assess both predictive performance
and model robustness. Ultimately, this paper provides a structured analysis of the practical,
ethical, and technical dimensions of deploying deepfake detection systems in the wild.

This research paper focuses on the use of machine learning techniques to detect deepfake
content effectively. It explores different approaches, including Convolutional Neural Networks
(CNNs), Recurrent Neural Networks (RNNs), and hybrid models that combine spatial and
temporal analysis. The study also examines widely used datasets, preprocessing methods, and
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evaluation metrics to assess model performance. In addition, the paper highlights key
challenges such as the continuous improvement of deepfake generation techniques, limited
availability of diverse datasets, and difficulties in real-time detection. Finally, it discusses
future directions, including the development of lightweight models and the integration of
explainable artificial intelligence for better transparency.

Overall, this research aims to provide a clear understanding of current deepfake detection
methods and emphasize the need for more robust and adaptive solutions to address this growing
threat.

Introduction

The production of hyper-realistic artificially generated media has fundamentally disrupted the
landscape of digital information verification. Driven by advancements in generative adversarial
networks and diffusion models, modern face manipulation methods produce deepfakes that are
increasingly capable of fooling both human observers and automated security systems (Wu et
al., 2026). These manipulations present severe societal risks, including identity fraud, political
disinformation, and financial scams, creating an urgent need for robust forensic technologies
(Wu et al., 2026). Consequently, deepfake detection has emerged as a paramount research area
within machine learning, requiring continuous innovation to keep pace with the evolving
generative arms race.

The primary problem in contemporary deepfake detection is achieving robust generalization in
uncontrolled, real-world environments, often referred to as "in the wild" settings. Forgery
artifacts manifest across different modalities and spatial resolutions, ranging from holistic
semantic inconsistencies to microscopic, patch-level blending errors. The scope of this
challenge is further complicated by the fact that manipulations can occur in isolated, non-
contiguous segments of a video rather than throughout its entirety (Anshul et al., 2025).
Therefore, an effective detection framework must accurately localize temporal anomalies while
simultaneously analysing spatial discrepancies at multiple levels of roughness.

Despite numerous advancements, existing machine learning approaches remain insufficient for
generalized deepfake detection for several critical reasons. First, multimodal detection methods
primarily focus on detecting audio-visual inconsistencies, which causes them to overlook intra-
modal artifacts and fail against manipulations that carefully preserve audio-visual alignment
(Anshul et al., 2025). Second, traditional spatial detection models often rely on single-scale
backbones where localized forgery traces are easily diluted by global averaging, masking the
crucial forensic evidence required to identify highly sophisticated fakes (Wu et al., 2026).
Finally, static detection systems struggle with the phenomenon of concept drift, as continuous
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changes in data sources and novel manipulation techniques degrade model reliability over time
(Boom & Reusens, 2023).

To address these determined gaps in the literature, this paper proposes a multi-layered approach
to deepfake detection. The primary contributions of this paper are defined as follows:

We propose a structured machine learning framework that combines local-global spatial
modelling with next-frame feature prediction to capture both localized spatial artifacts and
temporal inconsistencies in deepfake videos.

We outline a robust, hypothetical evaluation methodology integrating Shannon information and
rough set theory to move beyond simple accuracy metrics, thereby offering deeper insights into
data complexity and model generalization.

Related Work

Spatial Anomaly Detection and Global-Local Approaches

One of the main ways researchers detect deepfakes is by looking for visual inconsistencies
within individual images or video frames. Earlier methods mainly focused on analysing the
overall (global) structure of an image. However, this approach often fails when manipulations
are subtle and limited to small areas, such as specific facial features (Wu et al., 2026).

To overcome this limitation, more recent approaches like the LOGER framework combine both
global and local analysis. These methods focus on identifying suspicious regions within an
image by examining smaller patches and then combining this information to make a final
decision. This helps in detecting even minor traces of manipulation that might otherwise go
unnoticed.

Despite their effectiveness, these spatial-only methods have an important drawback—they do
not consider how frames change over time in a video. Since deepfakes often involve temporal
inconsistencies, ignoring this aspect can reduce detection accuracy. In this research, we build
upon these spatial techniques but integrate them with temporal analysis to ensure that both
frame-level details and changes across frames are properly captured.

Multimodal and Temporal Deepfake Detection

Another important direction in deepfake detection involves analyzing multiple types of data,
such as video, audio, and text, along with how they evolve over time. Traditional multimodal
systems often rely on supervised learning and focus on matching audio with video (for
example, lip-sync consistency). However, these approaches may not generalize well across
different datasets (Anshul et al., 2025).
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Recent research suggests that predicting features of the next video frame can be a more
effective strategy. This method helps capture both individual (uni-modal) inconsistencies and
relationships between different data types (cross-modal inconsistencies). Techniques like
attention mechanisms allow the model to focus on important regions in each frame, improving
detection performance (Anshul et al., 2025).

In addition, text-based approaches—such as those using models like BERT—have been used
to detect fake news. These studies highlight that dataset bias can significantly affect model
performance and generalization (Khan et al., 2019).

In our work, we adopt the idea of next-frame prediction to handle complex deepfake scenarios,
especially those involving non-continuous manipulations. This is combined with spatial patch-
based analysis to create a more comprehensive detection system.

Model Evaluation, Interpretability, and Data Drift

Beyond detection methods, it is equally important to evaluate how reliable and trustworthy
these models are. Traditional evaluation metrics like accuracy and precision provide useful
insights, but they may not fully capture the complexity of deepfake detection systems.

To address this, researchers have started using more advanced techniques, such as Shannon
entropy and rough set theory, to better understand model behaviour and uncertainty
(Cherednichenko et al., 2024). These methods offer a more detailed view of how models
perform under different conditions.

Another key aspect is interpretability—understanding why a model makes a particular
decision. This is especially important in sensitive areas like digital forensics. New approaches
inspired by physics, such as analysing loss landscapes, are being explored to improve model
transparency (Niroomand & Wales, 2023).

Finally, one of the biggest challenges in real-world applications is data drift. As data changes
over time, models trained on older datasets may become less effective. This makes it essential
to continuously monitor model performance and update datasets to maintain reliability (Boom
& Reusens, 2023).

In our research, we incorporate these advanced evaluation and monitoring strategies to ensure
that the proposed deepfake detection system remains accurate, interpretable, and adaptable over
time.
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Method/Approach

Proposed Framework and Methodology

To address the limitations of using only spatial or only temporal analysis, this research proposes
a combined machine learning framework that integrates both approaches. The main idea behind
this design is simple: deepfakes can sometimes look perfect at an overall level but still contain
small inconsistencies in tiny regions of the image. In other cases, the visuals may appear
consistent in each frame, but slight irregularities can be observed when the video is viewed
over time.

By combining spatial and temporal analysis, the model is able to capture both types of errors.
This also helps reduce the chances of missing manipulations, as mistakes made by one part of
the system can be corrected by the other. As a result, the overall prediction becomes more
reliable (Wu et al., 2026). In addition, by including a sequential prediction mechanism, the
system does not assume that the entire video is fake. Instead, it can identify and locate only the
manipulated segments within a video (Anshul et al., 2025).

Algorithmic Pipeline

The proposed system follows a structured pipeline, where each step contributes to the final
detection process:

1. Frame Extraction and Multi-Resolution Processing

The input video is first broken down into individual frames. These frames are then processed
through two parallel branches:

e Aglobal branch, which analyses the overall structure of the image at a lower resolution

e A local branch, which divides the high-resolution image into smaller patches for
detailed inspection

This dual approach ensures that both large-scale patterns and fine-grained details are captured.

2. Multiple Instance Learning (MIL) Aggregation

In the local branch, not all image patches are equally important. To focus on the most relevant
areas, a Multiple Instance Learning (MIL) strategy is used. This method selects only the top
suspicious patches based on their anomaly scores (Wu et al., 2026).

By doing this, the system avoids being distracted by normal background regions and
concentrates only on areas that are more likely to contain manipulation.
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3. Next-Frame Feature Prediction

The extracted spatial features are then passed into a temporal module. This module attempts to
predict what the next frame should look like based on the current sequence.

By comparing the predicted features with the actual next frame, the model can detect
inconsistencies over time. Attention mechanisms are used to focus on important regions within
each frame, improving the system’s ability to detect subtle temporal irregularities (Anshul et
al., 2025).

4. Logit-Space Fusion and Final Classification

Finally, the outputs from both spatial and temporal modules are combined. The spatial anomaly
scores and temporal prediction errors are merged to form a final decision.

The system then:
o Classifies the input as real or fake

e Generates a temporal localization map, showing which parts of the video are
manipulated

Evaluation Strategy

To test the effectiveness of the proposed framework, it can be evaluated using standard datasets
such as Face Forensics++ and the Deepfake Detection Challenge (DFDC).

Instead of relying only on common metrics like accuracy, this study also considers more
advanced evaluation techniques. Methods based on Shannon entropy and rough set theory are
used to better understand model uncertainty and performance under complex conditions
(Cherednichenko et al., 2024).

Additionally, out-of-distribution testing is included to simulate real-world scenarios where the
model encounters new types of deepfake techniques. This helps evaluate how well the system
can generalize beyond the data it was trained on.

Discussion

Practical Deployment Considerations

Implementing the proposed deepfake detection framework in real-world systems requires more
than just a strong model—it also depends heavily on how efficiently it can be deployed and
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managed. Since the framework processes high-resolution video data and combines spatial and
temporal analysis, it demands significant computational resources.

To handle this, optimized hardware such as GPUs or specialized accelerators may be required.
In addition, efficient data processing strategies—similar to continuous or streaming-based
models—can help manage large volumes of incoming data more effectively (Martin-Turrero et
al., 2024).

Another important aspect is maintaining the model’s reliability over time. Deepfake generation
techniques are constantly evolving, which means the data distribution can change. This
phenomenon, known as concept drift, can reduce model accuracy if not properly monitored.
Therefore, it is essential to implement continuous evaluation and updating mechanisms to
ensure that the system remains accurate and trustworthy (Boom & Reusens, 2023).

Limitations of the Proposed Framework

Although the proposed framework is designed to be robust and effective, it does have some
practical limitations:

1. High Computational Cost

The use of multiple models for global, local, and temporal analysis significantly increases
computational complexity. This makes it difficult to deploy the system in real-time
environments, especially on edge devices with limited resources.

2. Sensitivity to Image Quality

Since the model relies on detecting small, localized anomalies, its performance can be affected
by low-quality inputs. Heavy compression, low resolution, or poor network conditions can blur
important details, making it harder to detect manipulations accurately.

3. Dataset Bias and Fairness Issues

If the model is trained on limited or unbalanced datasets, it may unintentionally learn biased
patterns. This can lead to unequal performance across different demographic groups, lighting
conditions, or environments.

Ethical Considerations

The development and use of deepfake detection systems also raise important ethical concerns:

1. Privacy Concerns

These systems often require processing large amounts of facial and biometric data. This raises
serious privacy issues, especially if the data is stored or used without proper safeguards. To
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address this, privacy-preserving machine learning techniques should be applied during both
training and deployment (Guerra-Manzanares et al., 2023).

2. Dual-Use Risks

Deepfake detection technologies can also be misused. For example, detection models could
potentially be reverse-engineered and used to improve deepfake generation techniques. This
creates a continuous cycle where detection and generation systems compete with each other.

Future Directions

Looking ahead, there are several areas where this research can be improved:

1. Improving Model Interpretability

It is important for users, especially in forensic applications, to understand how the model makes
decisions. Future research can explore advanced techniques—such as physics-inspired
methods—to better explain model behaviour and increase transparency (Niroomand & Wales,
2023).

2. Enhancing Privacy and Security

Future versions of the system should incorporate stronger privacy-preserving techniques.
Approaches like federated learning and homomorphic encryption can allow models to learn
from data without directly accessing sensitive information (Guerra-Manzanares et al., 2023).

Conclusion

In today’s rapidly evolving digital world, deepfake technology has emerged as both a powerful
innovation and a serious challenge. While it offers creative possibilities in areas such as
entertainment and media, its misuse has raised major concerns related to misinformation,
identity theft, and digital security. As deepfake generation techniques continue to improve,
detecting such manipulations has become increasingly complex and critical.

This paper explored the key challenges involved in deepfake detection and highlighted the
limitations of existing approaches, particularly those that rely solely on spatial or temporal
analysis. In response to these challenges, a comprehensive framework was proposed that
combines local-global spatial feature extraction with next-frame temporal prediction. By
integrating these two perspectives, the system is able to capture both fine-grained visual
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inconsistencies and subtle temporal irregularities, resulting in more reliable and accurate
detection.

Another important contribution of this work lies in its evaluation strategy. Instead of depending
only on traditional performance metrics such as accuracy, the proposed approach incorporates
advanced techniques like entropy-based analysis and rough set theory. This allows for a deeper
understanding of model behaviour, uncertainty, and robustness, especially in complex and real-
world scenarios. Additionally, the inclusion of out-of-distribution testing addresses one of the
most critical issues in deepfake detection—generalization across unseen data.

At the same time, this study acknowledges the practical and ethical challenges involved in
deploying such systems. High computational requirements, sensitivity to data quality, and
potential biases in training data can limit real-world applicability. Moreover, the use of
biometric data raises important privacy concerns, while the dual-use nature of detection
technologies highlights the risk of misuse. Addressing these issues is essential for ensuring that
deepfake detection systems are not only effective but also fair and responsible.

Looking ahead, future research must focus on improving the efficiency, transparency, and
security of detection models. Techniques such as explainable Al, federated learning, and
privacy-preserving machine learning can play a crucial role in building trustworthy systems.
At the same time, continuous monitoring and adaptation will be necessary to keep pace with
the rapidly evolving nature of deepfake generation.

In conclusion, deepfake detection is not just a technical problem but a multidisciplinary
challenge that intersects with ethics, security, and society. The framework presented in this
paper provides a step toward more robust and adaptable solutions, but ongoing research and
collaboration will be essential to effectively combat the growing threat of synthetic media.
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