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Abstract - The evolution of online marketplaces has made
E-commerce an essential component of the world economy.
This thesis provides the design, implementation, and testing of
a modular E-commerce platform that is particularly suited for
small businesses. The suggested system utilizes cutting-edge
web development standards, scalable backend design, secure
payment processing, and a responsive frontend Ul In
addressing the digital divide, the project aims to provide
merchants with low-cost, flexible solutions and ease in
implementation, even with very limited technical ability. The
implemented business functionality included user sign up/sign
in authentication, product management, order processing as it
pertains to the shopping cart and allowing pay for those
orders, as well an administrative function. A series of security,
usability, and performance tests were conducted to validate
the system.

1L.INTRODUCTION (Size 11, Times New roman)

E-commerce has transformed how businesses operate by
enabling online transactions, yet many small and
medium-sized enterprises (SMEs) face challenges in
adopting digital platforms due to high costs, technical
complexity, and limited customization options. This
project aims to design and develop a modular, user-
friendly E-commerce system tailored for SMEs,
incorporating features like product management, secure
user authentication, order processing, and payment
integration. By leveraging modern web technologies, the
platform provides an affordable and scalable solution
that empowers small businesses to establish and manage
their online presence effectively. The study highlights the
significance of bridging the digital gap and demonstrates
a practical approach to E-commerce system design.

2. Body of Paper

. Introduction
1.1 Background

E-commerce is the purchase and sale of goods and services via
the internet. In the last decade, marketplaces such as Amazon,
eBay, and Shopify have transformed the way consumers
engage with markets. While big platforms have been

successful, small firms usually do not have the resources to
establish and sustain such systems.

1.2 Motivation

Small and medium enterprises (SMESs) are important to the
growth of economies but are lagging in digitalization for cost
and availability of technology reasons. This project aims to
help SMEs by producing an E-commerce platform that is
designed to be modular, customizable and easy to deploy.

1.3 Research Questions

. What are the important components in a robust E-commerce
system?
. What is the trade-off between usability and security on E-
commerce platforms?

How could these systems be made accessible and
customizable for SMES?

2. Literature Review
2.1 Progression of E-commerce

E-commerce has progressed through different stages beginning
with electronic data interchange (EDI) to mobile commerce
(M-commerce). Key developments include online banking,
digital wallets, and contemporary recommendation systems.
2.2 Related Work

Current platforms like Shopify and WooCommerce provide
low-code alternatives but suffer from platform lock-ins and
less flexibility. Research on open-source E-commerce

platforms points to trade-offs related to flexibility,
performance and security.

2.3 Technological Trends

- Cloud computing for hosting and scaling

- Progressive Web Apps (PWAs) for better mobile

performance

- Al and ML for recommendation engines and fraud detection

- Blockchain for secure transactions and clear visibility on
logistics
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3. Problem Statement

There are E-commerce tools available, but small business
owners too complex, too costly or too rigid. Most platforms do
not allow the user much customization unless they pay for
something other than free. We need a modular, user-friendly
E-commerce platform that allows businesses to open a shop
with nominal technical effort and cost.

4. Objectives

. Develop a full-featured modular E-commerce site

. Use new practices to introduce security and scalability

. Provide a simple-to-use UI/UX for users and admin users
. Include secure payment processing and order tracking

. Include product categories, user reviews, and wishlists

5. Methodology
5.1 Development Lifecycle

An Agile approach based on sprints as the key elements
containing the core functionality such as products listings, cart
support, and order management.

5.2 Tools and Technologies

. Frontend : React.js, Tailwind CSS

. Backend : Node.js with Express.js

. Database : MongoDB (NoSQL)

. Authentication : JWT (JSON Web Tokens)
. Payments : Stripe API

. Version Control : GitHub

. Deployment : Heroku and Netlify

5.3 Research Methods

. User-centered design techniques
. Manual and automated testing (Jest, Postman)
. Surveys and usability testing feedback

6. System Design
6.1 Functional Requirements

. User registration/login/logout

. Product searching and browsing

. Add to cart, increase quantity, remove item
. Order submission with confirmation

. Admin page to backend CRUD to products

6.2 Non-Functional Requirements

. Performance : Must work for 100+ concurrent users

. Security : Must provide secure sessions and encrypt data

. Scalability : Ensure addition of categories and vendors

6.3 Architecture Diagram

A modular MVC (Model-View-Controller) architecture with

RESTful APIs was done for the communications of frontend
and backend services.

6.4 Data Models (ERD Examples)

. User : { user_id, name, email, password_hash, is_admin }

. Product : { product_id, name, description, price, quantity,
image_url}

. Order : { order_id, user_id, items[], total, status}

7. Implementation
7.1 Frontend

We used React to create a seamless experience similar to an
SPA-like navigation. Pages included:

- Home (featured products)
- Product Details

- Cart and Checkout

- User Dashboard

- Admin Dashboard

7.2 Backend

Express APl handles data logic and has JWT-based
authentication individual to a user. Routes are:

[apilusers

/api/products

/api/orders
/api/payments/stripe

7.3 Payment Integration

Stripe API was used to enable secure payment. It integrates
credit/debit cards and features error reporting, fraud
prevention, and compliance.

8. Testing and Evaluation

8.1 Performance Testing

- Loaded with Apache JMeter
- Average response time was 180ms when 50 users were
present.

8.2 Usability Testing

- 10 test users were tried.
- Comments were Ul was intuitive, slight issue in mobile view
was corrected in Sprint 3.

8.3 Security Testing

- Penetration test with the help of OWASP ZAP tool.
- Test for XSS, SQLi, CSRF vulnerabilities was passed.

9. Results and Discussion

The system met all the functional requirements as well as
performance and security requirements. Admins would be able
to manage inventory with ease and customers would be able to
shop without issue. The only concern was scalability, the app
would require some optimization in order to support thousands
products.
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10. Conclusion Shri Ram group of colleges

This work demonstrated the feasibility of creating an
inexpensive, scalable E-commerce platform, designed
specifically for small businesses. This is enabled by the
modular architecture which allows for easy customization.
With open-source tools and simple design, the platform is
capable of providing small vendors and entrepreneurs a bridge
over the technical divide.

11. Future Work

. Mobile app developed with React Native

. Recommendation engine with Al

. Inventory and logistics real-time tracking

. Integration with marketing tools (email campaigns, analytics)
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