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Abstract— The integrity of democratic processes hinge on the
ability of citizens to participate in elections freely and securely.
However, millions of citizens, including migrants, students,
military personnel, and those living away from their registered
constituencies, are often unable to exercise their right to vote
due to logistical and administrative barriers. This paper
proposes and explores the development of a secure and
accessible electronic voting (e-voting) system that empowers
registered voters to cast their votes remotely using mobile
devices, without needing to be physically present in their home
constituency.

The system is designed to leverage modern web technologies
and security protocols to ensure authenticity, anonymity,
transparency, and integrity throughout the voting process.
Central to this system is the implementation of Password-based
authentication, a secure login interface to prevent fraud and
ensure vote immutability. The architecture ensures that only
eligible voters can vote once, from anywhere in the country,
without compromising the sanctity of the electoral process.

The research explores technical challenges including voter
verification, vote encryption, secure vote transmission, and
data integrity, while also considering legal, ethical, and
administrative implications. Additionally, the study includes a
comparative analysis of existing global e-voting systems and
highlights how the proposed model can be adapted to meet the
needs of a diverse and populous democracy like India.

I.  INTRODUCTION

In democratic nations, voting is not just a right but a vital
pillar that sustains the political framework. However, one of
the persistent challenges in electoral participation is voter
inaccessibility. A significant number of eligible voters—
especially students, migrant workers, military personnel, and
professionals—are unable to cast their votes because they
reside far from their registered constituencies. The
traditional paper-based, booth-centered voting method
requires physical presence, which effectively
disenfranchises these groups. With the increasing
penetration of smartphones and internet connectivity across
rural and urban landscapes alike, there is a growing need to
develop solutions that make the wvoting process more
inclusive, efficient, and accessible. This has paved the way

for the concept of electronic voting (e-voting), particularly
mobile-based remote voting systems that empower voters to
participate in elections from anywhere, securely.

Purpose of the Study

This research aims to design and develop a secure, mobile-
based e-voting platform that:

Enables remote voting using smartphones.

Ensures voter authentication and data integrity.
Maintains transparency and prevents fraud.
Encourages electoral participation, especially
among migrant populations.

Problem Statement

Despite technological advancements, India and many other
democracies continue to rely primarily on physical voting
systems. The current infrastructure does not support voting
outside of one's registered constituency, resulting in low
voter turnout and underrepresentation of transient
populations.

Obijectives

e To analyze existing voting systems and identify
their limitations.

e To design an e-voting system architecture that
allows secure remote voting.

e To implement a prototype and test it for
performance, security, and usability.

Scope

The system focuses on mobile-based voting, accessible via
Android or web browsers. It includes voter registration,
authentication via mobile Password, selection of candidates,
casting votes, and vote counting.

Relevance to Current Needs
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Given the growing demand for digital transformation in
government services, remote voting is a natural and
necessary evolution. The COVID-19 pandemic has further
highlighted the need for contactless governance
mechanisms, making this research especially timely and
relevant.

Il. LITERATURE REVIEW

Electronic voting (e-voting) has been a subject of research
and implementation in several countries as a means to
modernize electoral systems. This review explores existing
e-voting systems, their limitations, advancements, and
relevance to the development of a mobile-based remote
voting system.

1. Traditional Voting or E-Voting Systems

Conventional voting methods, such as paper ballots and
Electronic Voting Machines (EVMs), while secure and well-
established, are not without flaws. Long queues,
geographical constraints, and human errors are some of the
barriers to voter participation. On the other hand, e-voting
systems offer advantages such as:

e  Accessibility: Voters can cast votes from anywhere.
e Efficiency: Faster vote counting .
e Cost-effectiveness: Reduced logistical expenses .

Figl. Traditional voting and e-voting system Architecture.

2. Existing E-Voting Implementations

Several countries have experimented with or implemented e-
voting systems:

e Estonia: The first country to offer nationwide
Internet voting in 2005. Their system uses national
ID cards and secure servers.

e India: Uses EVMs extensively but has yet to
implement remote e-voting. The Election
Commission of India is exploring mobile-based
voting methods.

e Switzerland: Provides limited internet voting for
overseas citizens using end-to-end verifiable
cryptographic systems.

These implementations show promise but also highlight the
need for high-level cyber security, user identity verification,
and transparent audits.

3. Mobile-Based Voting Trends

The proliferation of smartphones and mobile internet
penetration opens new doors for voting technologies.
Mobile voting platforms, when designed securely, offer:

o Ease of use for the digital generation.

e Reach to remote, rural, or foreign-residing citizens.

e Real-time feedback and wupdates to electoral
commissions.

Recent studies, such as by the National Democratic Institute
(NDI) and International Foundation for Electoral Systems
(IFES), emphasize the potential of mobile voting but also
stress the need for:

e  Strong user authentication .
e  Offline support or low-data modes for rural areas.

4. Challenges in Remote E-Voting

Despite technological potential, remote e-voting poses
significant challenges:

e  Security: Vulnerability to hacking, malware, and
network attacks.

e Privacy: Ensuring ballot secrecy while validating
user identity.

e Scalability: Supporting millions of concurrent
users(user trust is critical in digital elections).

Research by [Cranor and Cytron (2003)] and [Rubin (2000)]
concludes that user trust is critical in digital elections.
Hence, secure design, transparency, and public awareness
campaigns are essential.

i METHODOLOGY
This section outlines the architecture, technologies, and
procedural steps involved in developing the e-voting system
that allows citizens to cast their votes securely from remote
locations using mobile devices.

4.1 System Architecture
The architecture of the system is divided into 3 components:

1. Frontend (Client-Side Application):

o  Built using HTML and CSS for a responsive
and user-friendly interface.

o Supports mobile and desktop views.

2. Backend (Server-Side Application):

o Developed using php ,Handles API requests,
authentication, vote submissions, and data
encryption.

3. Database Layer:
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o Utilizes MySQL for storing user data, vote
records, and authentication logs.

4.2 Voter Login and Authentication

e  Users enter their voter-id number and password.

e PHP checks these credentials against records in the
MySQL database.

e On successful login: Voter is redirected to the
dashboard where voting options are displayed.

4.3 Group (Party) Registration

e Groups can register similarly by: Uploading
logo/photo, Filling in group name and description.

e Stored in a groups table in the database with fields:
group-id, name, photo, votes

4.4 Voting Mechanism

e Voter dashboard shows all available groups with
their logos and vote count.
e  Each group has a Vote button.
e Onclick:
o JavaScript prompts for confirmation.
o A POST request is made to a PHP script .
o  PHP checks if the user has already voted .
o Ifnot:
= Increments votes in groups table.
= Updates status to "voted" in
voters card.
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Fig2. Proposed approach view in pictorial workflow.

4.5 Security Measures

e Input Validation — On both client (JavaScript) and
server (PHP) side.

e Session Handling — session_start() used to manage
secure login sessions.

e Password Hashing — Recommended to use
password_hash() for storing passwords.

o File Upload Safety — Allow only .jpg, .png.

e Voting Restriction — Status flag to prevent double
voting.

4.6 Admin Panel -Admin can:

o View all registered voters and groups.

© 2025, IJSREM | www.ijsrem.com

o Approve or reject new entries.
o Monitor live vote counts.

4.7 Testing

e Unit testing of: Registration, login, and voting
scripts.

e  Manual testing with dummy voter and group data.

e Security testing: SQL injection prevention and
Session hijacking check.

4.8 Deployment

o XAMPP or WAMP used for local testing.
e Apache Server used in live deployment.
e  MySQL database exported via phpMyAdmin.

Fig4. Registration Ul
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Fig5. Dashboard Ul

Fig6. Admin Panel

Fig. some user interfaces of the e-voting web application
along with the Admin panel.
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V. RESULT

The implementation of the e-voting system yielded
promising outcomes, proving the feasibility of conducting
secure and accessible remote voting through mobile devices.
The following results were observed during various phases
of the project:

5.1 Functional Validation
The application was tested with multiple test users to ensure

that all core functionalities worked as expected. The results
of the testing phase are summarized below:

Feature Test Case Result
Voter Filling form | Success
Registration with valid data
Invalid Leaving fields | Error
Registration empty /| displayed
uploading wrong
format
Voter Login Correct Redirects  to
credentials dashboard
Voting Click "Vote" | Vote recorded

button once

Double Voting | Second attempt | Vote denied
Prevention to vote

5.2 User Experience (UX) Testing

Test users were asked to interact with the application and
rate their experience. Key highlights:

e Interface Clarity: 90% of users reported the
interface was clean and intuitive.

e Mobile Usability: The application was fully
functional on Android and i0S devices.

e Speed: All actions (vote, login,
registration) responded within 1-2 seconds.

5.4 Vote Count Accuracy

A test was conducted using 10 dummy voters voting for 3
dummy parties. The results matched exactly with the
expected values stored in the MySQL database.

Party Expected Votes Actual Votes
Party A 4 4
Party B 3 3
Party C 3 3

V.  CONCLUSION
The project successfully delivered the following outcomes:

e A robust voter registration and login system with
session management.

e A mechanism to ensure one person, one Vvote,
effectively preventing duplicate voting.

e Real-time vote tracking and group (party)
management.

e Admin control for monitoring and managing users
and voting data.

e Mobile responsiveness for accessibility across all
devices and screen sizes.

While the current system has been tested in a simulated
environment with satisfactory results, it still has room for
improvement. Nonetheless, this project lays a strong
foundational framework for future exploration and large-
scale implementation of secure, mobile-based e-voting
systems in India and beyond. It offers a practical, affordable,
and efficient solution that could potentially revolutionize the
way democratic elections are conducted.
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