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Abstract

This paper presents the design, implementation, and testing of a secure voting machine system utilizing the DE-10
Nano FPGA and Verilog programming. The system integrates an LCD for displaying results, a fingerprint sensor
for voter authentication, and external push buttons for vote casting. The system was tested with 5 party
candidates and 4,000 participants, demonstrating its capability to accurately count votes, display individual
vote counts, and declare the winner. The voting process is controlled through an admin code, push buttons,
and slide switches for mode operations. Additionally, the system calculates the total poll percentage, adding
another layer of insight into voter turnout. Voter data, including fingerprints, were securely stored on an
Azure Cloud platform, with the total information including all 10 fingerprints of each voter and their detailed
voter information. The paper includes result images of the front-end website page and Azure cloud storage
page, as well as simulation results, RTL block diagrams, related tables, and FPGA prototyping images,
highlighting the system ’s efficacyand potential for real-world applications.

Index Terms— Voting Machine, FPGA Prototyping, Verilog, Fingerprint Authentication, UART
Protocol, Cloud Storage, Secure Voting

l Introduction

1.1 Background

In modern democracies, secure and reliable voting systems are essential. Traditional voting methods are prone
to various risks, including fraud and miscounting [1, 5]. To address these concerns, electronic voting systems have
been introduced. However, many existing electronic voting systems still lack the robust security measures
required to fully ensure the integrity of the voting process. This paper introduces a secure voting machine
designed using the DE-10 Nano FPGA, programmed with Verilog,which aims to mitigate these challenges.

1.2 Problem Statement

Existing electronic voting systems often lack robust security measures, making them vulnerable to tampering
[7, 13]. This research aims to develop a system that ensures secure, accurate, and efficient voting, with enhanced
security through biometric authentication [2, 8] and cloud storage [14, 20].
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1.3 Objectives

The primary objectives of this research are:
1. To design and implement a secure voting machine using the DE-10 Nano FPGA [5, 10].
2. To integrate biometric authentication for voter verification [2, 8].
3. To utilize cloud storage for secure data handling and real-time vote counting [14, 20].

4. To provide a scalable solution that accommodates multiple candidates [11, 17].

1.4  contribution

This paper presents a novel approach to secure voting by combining FPGA-based hardware with cloud- based data
storage and multi-factor voter authentication [6, 9]. The system integrates an LCD for real- time results display, a
fingerprint sensor for biometric verification [3, 4], and a robust cloud storage solution for data integrity [14, 20].
The use of the DE-10 Nano FPGA allows for a highly flexible and customizable voting machine design [5, 10],
while the cloud storage ensures secure and accessible data management [14, 20].

2 System Design

2.1  Hardware Architecture

The hardware design of the voting machine is based on the DE10-Nano FPGA development board, featuring a
Cyclone V SoC FPGA [5, 7]. Key components include an LCD module, fingerprint sensor, push buttons, and slide
switches. The block diagram of the system illustrates the interaction between these components and their
connection to the FPGA [5,6,17].
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Figure 1: Block Diagram of the System
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Figure 2: Overview of all peripherals connected to the DE10-Nano FPGA

2.2 Finite State Machine (FSM) Design

The voting machine’s operation is governed by a Finite State Machine (FSM) implemented in Verilog [10, 13].
The FSM transitions between the following states:

* Idle State: The system remains inactive until voting is initiated. The LCD is off to conservepower.

* Voting Open State: Once voting is activated, the LCD displays the number of votes as they are cast.
Each push button press increments the vote count for the respective candidate [11,17].

» Voting Close State: At the end of the voting period, the LCD shows the total number of votescast.

* Display State: The LCD displays each candidate’s total vote count and highlights the winner based
on the highest vote count [5,12].

2.3 LCD Integration
The LCD provides real-time feedback throughout the voting process and is integrated with the FSM:

* Idle State: LCD is off.
* Voting Open State: Displays the real-time vote count for each candidate [17].

* Voting Close State: Shows the total number of votes cast.
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Figure 3: FSM Diagram of the Voting Machine

» Display State: Outputs each candidate’s vote count and highlights the winning candidate [11,12].
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Figure 4: LCD Integration

2.4 communication Protocol

The UART protocol is used for communication between the fingerprint sensor and the DE10-Nano FPGA [3,

4]. Data transmission from the FPGA’s HPS to the cloud is handled via Ethernet, ensuring secure and reliable data
storage [14, 20].
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Figure 5: UART Communication Block Diagram
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3 Implementation

3.1 Hardware FPGA Prototype

The FPGA prototype of the voting machine is shown in Figure . This hardware setup includes the DE10-Nano
FPGA development board and the integrated peripherals such as the LCD module, finger- print sensor, push
buttons, and slide switches.

Figure 6: FPGA Prototype of the VVoting Machine

3.2 Implementation Details

» Serial Communication Efficiency: The system utilizes the UART protocol for communicationbetween
the fingerprint sensor and the DE10-Nano FPGA. This protocol ensures efficient and reliable serial data
transfer, essential for real-time biometric verification. Data transmission from the FPGA’s Hard
Processor System (HPS) to the cloud is accomplished via Ethernet, enabling secure and prompt data
storage.

* Fingerprint Data Storage: The system stores a complete set of fingerprint data (all 10 fingers) for each
voter on a secure cloud computing platform. This approach guarantees robust data integrity and
accessibility, crucial for accurate voter verification and record-keeping. The cloud storage solution
ensures that all biometric data is securely handled and easily retrievable as needed.

* Slide Switches:

— Mode Operations with Slide Switches:

* 001: Displays Candidate 1°s individual vote count.
* 010: Displays Candidate 2’s individual vote count.
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011: Displays Candidate 3’s individual vote count.
100: Displays Candidate 4’s individual vote count.
101: Displays Candidate 5’s individual vote count.
110: Displays the winner among the five candidates.

* % * %

3.3 RTL Design Overview

The RTL design for the voting machine is created using Verilog and synthesized on the DE-10 Nano FPGA.
Figure 7 shows the RTL block diagram, illustrating the main components and their interactions.
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Figure 7: RTL Block Diagram of the Voting Machine System

3.4 Simulation Results

To verify the correctness of the design, simulations were conducted using ModelSim. The simulation
waveforms in Figure 8 demonstrate that the voting machine accurately counts votes and displays results in real-
time.

120,000 ns (140,000 ns  (160.000 ns (180000 n

Figure 8: Simulation results showing the correct operation of vote counting and display
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4 Testing and Results

4.1 Testing Process Overview
4.1.1 Voter Verification

» Voter Arrives: The voter presents their voter ID card at the verification station.

Website Input: The voter enters their voter ID number into a front-end website designed for voter
verification.

Database Lookup: The website performs a lookup of the voter ID against a cloud-based database to verify
its authenticity.

» Voter Details Display: Upon successful verification, the website displays detailed voter infor- mation,
including the voter’s first name, last name, address, age, date of birth, father’s name, and other relevant
details.

4.1.2 Age Calculation
» Age Verification: The website calculates the voter’s age based on their provided date of birth.

* Eligibility Check: The system assesses whether the voter meets the age requirement (e.g., 18 years or
older) to ensure eligibility to vote.

4,1.3 Biometric Authentication

» Fingerprint Authentication: Voters authenticate using a fingerprint sensor connected to the FPGA via
UART. The system captures the digital fingerprint data through the UART receiver and stores it in the
RAM module of the FPGA.

* Cloud Matching and Verification: The system retrieves the stored fingerprint data for all 10 fingers
from the cloud. The digital fingerprint data obtained from the sensor is then compared with the stored
data in the FPGA. If a match is found within these 10 fingerprints, the system sends an enable signal
(Enable = 1) to the voting machine, allowing the voting process to start. If the data does not match, the
voting machine remains closed, preventing unauthorized access. This method effectively mitigates the
risk of fraud in the voting process.

4.1.4 Voting Process

* Admin Code Entry: The admin code is entered to turn on the voting machine. This step ensuresthat the
voting machine can only be accessed by authorized personnel, adding an additional layer of security to
prevent unauthorized use. The admin code sends an “enable 17 signal to the voting machine, allowing it
to open for voting. If the code is not satisfied or the fingerprint data does not match, the voting machine
remains closed, effectively preventing fraud in the voting process.

* Vote Casting: The voting process is initiated by pressing a push button to open voting. Voters cast
their votes using the corresponding push buttons. Upon completion, the vote counting is closed by
pressing another button.

* Mode Operation: The FPGA slide switches are used to select and display individual vote counts for each
candidate and to show the winner.
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Figure 9: Testing Process Flowchart

5 Webpage Overview

5.1  voter Information Webpage

The voter information webpage serves as the interface for verifying and displaying voter details. This webpage
is a crucial component of the voting process, providing real-time data to ensure only eligible voters are allowed
to cast their votes.

Webpage Functionality:

» Voter ID Input: Voters enter their ID into a form field on the webpage.
¢ Data Retrieval: The website communicates with a cloud-based database to retrieve the voter’sdetails.

* Display Details: Once the voter’s ID is verified, the webpage displays essential information,
including the voter’s name, father’s name, address, date of birth, gender, and age.

Verification Process:

* Age Calculation: The website calculates the voter’s age based on the date of birth provided and checks
eligibility criteria.

» Biometric Authentication: The system then prompts the voter to use a fingerprint sensor to confirm
their identity.
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Figure 10: Voter Information Webpage Interface

5.2 AzureCloud Storage

Azure Cloud Storage is utilized for securely storing all voter data, including biometric information and
personal details. This approach ensures that the data is protected against tampering and is readily accessible for
validation during the voting process.

Data Storage:

* Fingerprint Data: Each voter’s fingerprint data, including all 10 fingers, is securely stored in the
cloud. This allows for comprehensive biometric verification.

» Personal Voter Details: Detailed voter information is stored alongside the biometric data, en- suring
that all necessary information for verification is available.

Access and Security:

» Secure Access: Azure provides robust security measures to protect sensitive data, including
encryption and access controls.

» Data Integrity: The stored data is regularly backed up and monitored to maintain its integrity.

6 Conclusion

6.1 Summary

The proposed voting machine system effectively integrates FPGA technology, biometric authentica- tion, and
real-time vote counting to provide a secure and reliable voting solution. The system’s design ensures
transparency and accuracy, with real-time results displayed on an LCD.

6.2  Future Work

Future enhancements will include the integration of facial recognition technology to further strengthen security
and prevent voting fraud. Additionally, the system’s scalability will be improved to accom- modate more
candidates and larger voter bases.
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