27 N3y
"”g;JSREM%Q
{ﬁ International Journal of Scientific Research in Engineering and Management (IJSREM)
w Volume: 07 Issue: 08 | August - 2023 SJIF Rating: 8.176 ISSN: 2582-3930
Detecting DDoS Attack using Multi-Agent System
Dr. M. Purushotham
Woxsen University, Hyderabad
purushotham.muniganti@woxsen.edu.in
Abstract

Distributed denial of service attacks are the acts aiming at the prostration of the limited service coffers within a target
host and leading to the rejection of the valid stoner service request. During a DDoS attack, the target host is attacked
by multiple, coordinated attack programs, frequently with disastrous results. thus, the effective discovery, identification,
treatment, and forestallment of DDoS attacks are of great significance. Grounded on the exploration of DDoS attack
principles, features and styles, combined with the possible scripts of DDoS attacks, aMulti-Agent System- grounded
DDosS attack discovery system is proposed in this paper to apply DDoS attack discovery for high- cargo communication
scripts. In this paper, we take themulti-layer communication protocols into consideration to carry out categorizing and
assaying DDoS attacks. Especially given the high- cargo communication scripts, we make an trouble to exploring a
possible DDoS attack discovery system with employing a target- drivenmulti-agent modeling methodology to descry
DDosS attacks counting on considering the essential characteristics of DDoS attacks. According to the trials verification,
the proposed DDoS attack discovery system plays a better discovery performance and is less applicable with the data
unit granularity. Meanwhile, the system can effectively descry the target attacks after the sample training. The discovery
scheme grounded on the agent technology can nicely perform thepre-set actions and with good scalability to meet the

follow- farther conditions of designing and enforcing the prototype software.

Index Terms—Bayesian classifier; DDoS attack detec tion; Agent technology.

Introduction

Security problems have a severe negative impact on the Internet and its applicable development and operation, similar
as data tampering, information theft, and irruption of service sources, etc. The consequences would not only beget the
service failures but also lead to some unconceivable incidents. DDoS attacks are made to run out of the limited service
coffers within a target service host, thereby precluding them from responding to network attacks that are licit and stoner-
requested. DDoS attacks are designed to run out of the limited service coffers on a target service host, thereby
precluding them from responding to the valid stoner requests. From a practical point of view, the service resource
exhausted by DDoS attacks could be time or space related. For illustration, a considerable number of word operations
brought by a DDoS attack onto a target host that's in responsible for offering SSL service could not only consume up all
the service coffers but also enthrall the whole service time. also the valid druggies are also averted from penetrating the

services within the host. A lot of spurious service requests can also be transferred to the service host to take up the
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connection buffer space. When DDoS attacks are arriving, the target host is attacked by multiple coordinated
bushwhacker programs. So numerous forged packets are swamped from a large number of deputy hosts to the target
service host, thereby limiting the planned communication between the customer and the target service host. In the
meantime, with caching or tampering the source network addresses using technologically hiding the bushwhacker
identity, the source of the attack could hardly be traced, which could bring in the more severe consequences. Especially
for those hosts in the critical information structure that host crucial network services, the damage done by DDoS attacks
is indeed lesser. The most apparent difference between DDoS attacks and other cyber attacks is a large number of
requests for data arriving in the short term. thus, the feasibility of DDoS attack discovery scheme is to distinguish the
network so- called" good" and" bad" connections, packets and sessions. therefore, it's of great significance to descry,
identify, handle and help the implicit hazards of network security effectively. This paper is devoted to the exploration
of distributed attack denial of service( appertained to as DDoS), which substantially focuses on the study of DDoS attack

discovery system and paves the way for the exploration on precluding DDoS attacks.
Il. RELATED WORK

Overall, DDoS attacks can be executed at the network subcaste and the operation subcaste of the network protocol, and
their specific forms and corresponding discovery styles are different according to the essential characteristics of each
subcaste. Especially under the condition that the network has fleetly grown and related technologies have made
significant progress, DDoS attack discovery technologies continue to face new challenges. First, the correct rate of
findings needs to be bettered( 1). Some DDoS attack strategies will dodge their attack business intonon-malicious and
unforeseen licit stoner business, which will affect in the obstacles of attack recognition and put advanced demands on
the perceptivity of discovery styles. Second, in practice, DDoS attacks don't always maintain static and fixed attack
characteristics and styles. rather, DDoS attacks change and acclimate to the discovery and defense measures taken by
the target service host end, presenting dynamic and repetitious actions( 2). Third, the discovery of DDoS attacks occupies
and consumes coffers of the target service host, and its operation process also requires a corresponding time cost. thus,
it's necessary to synthesize the performance, complexity and time during constructing the DDoS attack discovery

system and seek a concession fitting the requirements of specific issues( 3).

DDoS attack discovery is one of the main exploration issues in the area of network security. At present, there are
numerous academic and marketable associations devoted to DDoS attack discovery. Among the discovery algorithms,
Lemon J etal. proposed the SYN Cache discovery strategy, which allocates a part of the coffers on the target service
host with a buffer- verification medium devoted to temporarily storing the SYN request. They also suggested employing
the SYN eyefuls algorithm in cooperation with the above- mentioned strategy to carry out the discovery onto the SYN
flooding attacks( 4). According to the below discovery strategy and algorithm, the buffer- verification medium delegates
the target service host and performs establishing and vindicating the connection. Only after the connection passes the
verification, the target service host would actually take over the commerce through the connection. Through the below

scheme, the target service host can be effectively averted from being in a semi-connected state that the bushwhacker
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performs a three- way handshake in order to establish a connection, thereby icing the optimized use of connection coffers
and reducing the security threat. Peng T etal. proposed an IP history- grounded system to filter the IP source address to
separate the IP source addresses where the licit druggies are located from the dangerous bone also, the addresses could
be filtered in the time dimension by employing a sliding time window medium. In this way, the target service host is
enabled to circumvents DDoS attacks( 5). According to the characteristic that the number of hops in the routing of the
data packet is constant, Wang etal. suggested to collude the IP source address to the routing hop count and established
a form tool to descry whether the sample data packet has falsification and realize the identification of the illegal data
packets( 6).

111. MULTI-AGENT-BASED DDOS ATTACK DETECTION METHOD

With the development of affiliated technologies, DDoS attack discovery technology needs to take full account of the
specialized conditions for real- time distributed  scripts under high cargo conditions to present the intertwined and
methodical DDoS attack discovery result within the target network( 7). Consequently, DDoS attack discovery
technology results are needed to be well acclimated and have fairly low system coffers and occupation when stationed.
Grounded on the below considerations, it's doable to construct amulti-agent system grounded result to negotiate DDoS

attack discovery( 8- 10).

Agent technology is a kind of intelligent computing technology which is suitable for distributed operation scripts. It
adopts the unit realities, i.e., the agents, constructed with the specific data content and the geste ('s) as the introductory
rudiments to make up the multi-agent system to resolve the problem. In this system, the problem modeling can help to
identify and decide multiple agent communities. The agents belonging to the same community have the same geste and
autonomy and play the corresponding places. Along the operations among agents, information exchange and data
processing are carried out among the communities and agents, and the problem is handled autonomously according to

preset rules and mechanisms till it's eventually answered

An agent can be regarded as a software program that pre-defines a specific geste mode and carries corresponding data.

It can be treated as an intention reality representing the stoner result to the problem in the target system.

One agent is equipped with:

(1) Independent capability to be suitable to perceive the scene and apply the corresponding response;

2) Autonomous decision- making capability, according to pre-set rules stoutly and in real time to elect the applicable

strategy to execute actions;

3) Survival target implies that the agents are designed to the same exposure within the system and make behavioral

opinions to the system conditions;
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4) Interaction system, which can maintain the real- time commerce with other communities and the same community

to insure the overall information thickness;

5) Flexible deployment result that enables the rapid-fire migration under distributed conditions and keeps sustained
running towards the targeted issues.This paper employs the distributed agent technology to make the DDoS attack
discovery system and specialized result. The main work includes( 1) Agent modeling, i.e., the identification of agent
types grounded on the proposed agent system modeling methodology, and the expression of agent geste and commerce
medium grounded on the methodology; 2)Multi-agent system deployment. On the base of agent modeling, the
cooperative configuration of agents is realized, and a DDoS attack discovery multi-agent system is constructed for the

problem scripts.

3.1. Bayesian Classifier Construction

The Bayesian bracket algorithm is used to construct a classifier to dissect and judge data samples in network business.
Grounded on this, a judgment rule is handed for the agentto descry DDoS attacks.

We could construct a DDoS attack geste bracket onto the matching attack actions according to their parcels. Through
the accumulation and quantification of DDoS attack behavioral samples, the probability distribution of the attack geste
attributes using normal distribution is presented according to the generally used statistical distributions of separate

events.

With calculating the average and standard divagation of the attributes of attack samples contained in the target class, we

can compose the estimation and bracket of samples of a given attack to achieve the DDoS attack geste identification.

In other words, we could enable the agents to judge whether there would be some unsafe geste also we will develop the

corresponding agents and configure the geste rules for DDoS attacks discovery.

In general, the samples used to identify valid stoner requests are read from lines, which are in our work defined
asnormal.files, and the affair is constructed as a two- dimensional( 2D) array, expressed as nf()(). The sample used to
identify abnormal stoner requests( i.e., containing implicit DDoS attacks) is read from a train defined asabnormal.file),

and the corresponding 2D array affair is pdos()().
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According to the Bayesian classifier constructed above, the training process to identify valid user requests can be
expressed as follows:

( 1) Parameter original configuration. Set the count parameter( denoted as es) of the data sample unit counter and
initialize it to 0. Set the packet count parameter( denoted as pc()) and initialize it to 0, and clear the class count( denoted
as cs) to 0. also enter the alternate step; 2) Determine whether the sample data train( i.e., normal.file) of the valid stoner
requests is completed toread.However, read one row of data in the If not yetdone.data train and also turn to step( 3), else
go to step( 6); 3) Determine whether the needed number( denoted as N) of the target packets has been achieved. If not

finished yet, also turn to step( 4). else, turn to step( 5). 4) Update the value of class count, i.e., cs, grounded on the value

of pc();

5) Increase the value of the packet count to determine the type of identification that the current data content belongs

to. Turn to step( 2) after completing.

6) Divide the count of each group by the number of data attained and modernize the original value consequently;

7) The end of the process.

After the below process, the tentative probability value generated by the valid stoner request sample in is stored in the
array nf()(). If the train is changed toabnormal.file, the two tentative probability values will concertedly constitute the
tentative probability of Bayesian bracket.

Before pacing with the analysis and discovery process, according to the discovery principle described over, we could
descry whether the arrived request belongs to a DDoS attack, during which the posterior probability is calculated as

follows

PmRkpkmRpmRpkR/*0,1

P k is a constant for the train, and only P mR k p mR/ * needs to be calculated if to calculate P mR k/ during which p m
0 and p m 1 is the preliminarily mentioned p ts and p fs p k mR/ is the product of multiplying the tentative chances of
the colorful attributes.

The discovery algorithm is described as follows

(1) Initialize parameters tr, fl, p( fs), p( ts) are initialized to the previous probability values in the original stage. Set ws

as 0 and also turn to step( 2).

2) Determine whether trainb.txt is completed to read. If not done yet, turn to step( 3). else, terminate the process.
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3) Determine whether the number of the was packages is achieved toN.However, If the packages areready.turn to step(
4). else, turn to step( 5).

4) According to the below equations, calculate the priori chances under the normal and the abnormal conditions, also
turn step( 5).

5) Set the package count as 0, and clear the counter as 0. Turn to step( 7).

6) Determine whether the data has been filled enough, and increase the package count. Turn to step( 2).

With the algorithm, step( 1) obtains the previous probability and initializes the parameters, and way( 2), ( 3) and( 6)
form the data unit. way( 4) and( 5) calculate the posterior probability of the data unit that has been formed and also
determine whether there's a DDoS attack.

3.2. Multi-agent System Modelling

The below Bayesian bracket algorithm provides a theoretical base for training to identify DDoS attacks. According to

the principle of DDoS attack, combining with the scene of DDoS attacks, the identification of agent system is designed
This paper proposes a target- driven agent- grounded system modeling system, the process includes

(1) Target analysis Taking the main targets of the multi-agent system as a starting point, carry out assaying the attack
discovery target needs under the DDoS attack scenes and classifying the main targets. The targets are distributed into

essential targets and voluntary bones

2) Conflict discovery Grounded on the order, dissect the essential targets to check whether there's some conflict( s)
among the target specifications and exclude some of the targets causing the conflict( s) to insure the farther modeling
trouble. Meanwhile, we employ the voluntary targets as complement to validate the conflict resolution and help revise

some of the necessary targets.

3) Plan design Given the target set through the conflict discovery, explain each of the targets with seeking the
corresponding plans as the results to apply the targets. During composing the plans, there are several modeling styles
can be employed. For illustration, IDEF- 0 functional modeling can help specify and upgrade the target specifications;
the UML sequence plates could support to model the procedures, the corresponding subjects and the collaboration among
the subjects; the UML exertion plates could upgrade the process and validate the erected- up procedures, and meanwhile
they could help estimate the granularity of the colorful process models and iteratively upgrade the bones of larger

granularity.
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4) Actor establishment counting on the attained plans, identify and specify the subjects executing theplans.We identify
and classify the partial order relation between the subject and the conduct within one plan as subject- predicate
relationship, verb- object relationship, collaborative relationship, and assembly relationship. With defining and modeling
the connections in the plans, we're enabled to validate the plans and make converting the plans into the agents as well

as their actions doable.

5) Agent grouping and geste configuration According to the actors and their responsibility specifications attained

during the former actor establishment, the agent realities could be design and the actions would also be configured.
6) Multi-agent system development and debug.

When modelingmulti-agent systems, we first dissect the system targets and find the necessary targets and voluntary
bones . Combined with the principle and characteristics of DDoS attacks, we originally design the original functional
modules and also dissect the plans generated with the targets. As follows, we putrefy the main functions into the bones
, each of which only is of one single functionality, according to the interrelations among the modules. With the
functionalities, were-organize the functionalities according to their characteristics. The re-organization is used to design
the plans. Through assaying the plans, we probe their details for composing the implicit agent actions. Eventually, we
design and develop themulti-agent system, in which the agents are connected and cooperate with each other to achieve

the system targets.

3.3. DDoS Attack Detection Methodology
3.3.1. System Target Analysis

Through the below analysis onto the DDoS attack behavioral characteristics, we start constructing the DDoS attack
discovery system with probing the overall conditions and relating the targets. We explore the following 10 essential and

2 voluntary targets.

Among them, the essential targets include to cover the network packages, to dissect data package information, to report
the DDoS attacks, to learn the samples with Bayesian classifier, to configure discovery rules manually, to present the
discovery result, to support further development of software, to record system log, to record the DDoS attack content
and information and to propose defense schemes. The two voluntary targets include to retain the independent literacy

capabilities and to report DDoS attack statistics. The targets are specified in Table- 1.
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Table 1. Target Category

Type Target Description Is
Monitor network traffic. determine DDoS attacks bas
monitor the network packages ed on network traffic changes, and provide real-time | Yes
traffic to determine whether attacks are triggered.
. | Analyze the packet parameters and content, provide t
analyze data package informati R Rt PRI Somens provice
2 - he visual data analysis to the administrator to deter | Yes
mine the attack situation.
According to the detection result, the attack is detect
prompt DDoS attacks ed and the test result is provided to the administrato | Yes
r for composing the strategy.
leam the samples with Bayesia | Based on Bayesian classifier. make the algorithm be Y
= z o es
n _classifier with self-learning ability.
. Allow to modify the relevant parameters to update d
) configure detection rules manu ' % : ,
Essential t ly etection strategy for the changing DDoS attack form | Yes
ally
arget * s during the attack detection process.
Present the DDoS attack detection results, provide n
present the detection result etwork data traffic. system logs, packages and other Yes
information for analysis.
support further development of | Support APl and support to develop software prototy Y
£ 22rg (:
software pe in future. %
Provide system log management. support for extensio o
record system log o 2 8 Ppo Yes
s n_applications.
Record the characteristic data generated during the
record the DDoS attack conten 3 = -
b = f S DDoS attack, such as network traffic information, da | Yes
t and information
ta_packets, and system logs.
. Provide data support for the follow-up custom defen | |,
propose defense schemes Yes
se_plan.
possess the autonomous leamin | Form automatic learning ability to detect the changin Y
S 5 es
Optional t | g capabilities g-form DDoS artacks
arget = B Save DDoS attack signature data and support statisti
= report DDoS attack statistics al :l“ 7 LE88 = HpRo e Yes
ca ery.

Possess the
autonomous learning

capabilitics

!

Configure detection rules

manually

Support further
development of software

t

Record system log

I .

-— ; !
Bayesian classifier

Proposc defense schemes <+———

Graphical represcntations

Essential target

Optional target

Present the detection
resull

i

«——  Prompt DDoS attacks

|

Record the DDoS attack
content and information

Fig.1. Relationships among Targets

The relationships among the targets are illustrated in Figure 1.

3.3.2. Target-oriented plan Analysis

The original conditions are the specifications of the overall functions of the system. Through putrefying each of the
demand modules, the particular functions can be linked. The attained targets can't be counterplotted to the development
conditions directly since there might live some redundancy among the targets. thus, the conditions should be perished
and meliorated into a set of functionalities. The analogous functionalities would be combined to exclude the redundancy
(1) Plan specifications of covering network business Along covering the network business, the network data business
variation could help identify network attacks. therefore DDoS attacks are generally detected grounded on the business
variation since one of the most egregious point of DDoS attacks is that the network business is increased drastically.
The main attack target of DDoS is the waiters or the cluster( s) within asub-network unit. thus,

network business in asub-network or a cluster doesn't only cover the computers within the unit area, but it could also

avoid the cost of planting the precious monitoring bias( seen in Figure 2).

Learn the samples with Analyze data package
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Monitor the network
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Hardware-based
network traffic
capturing solution

Monitor network | Capture and monitor
packages network traffic

Graphical representations
Esscntial target
Plan

Entity

Fig.2. Plan Specifications of Monitoring Network Traffic

2) Plan specifications of assaying data package information assaying data package information consists with three
phases catching the data packets, rooting the contents of the data packet and parsing the data packet attributes. Catching
the data packets data packets contain the source address, harborage number and other information. Since utmost of the
attack information are included in the packages, it's a proper way that to catch the data packets from the data packages.
Through assaying the caught packets, the characteristic information of DDoS attack could be linked. The catching result
could indeed be stationed at the source where DDoS attacks are launched. rooting the content of the data packet the
caught data packets are parsed according to the network protocols and also perished subcaste by subcaste. In this way,
the IP address, harborage, protocol type, data packet content,etc. could be collected. With precisely and deeply assaying
all the parsed information, the characteristics of attacks could be learned. Parsing the data packet attributes In agreement
with the demand of detecting attacks, the applicable parameters used in the discovery could be attained through parsing

the data packet attributes( seen in Figure 4).

Data package

Capture data package:
ipture Catd packages capturing tool

Extraction of data
according to

Analyze data package Extract package
information content

Parse data attributes Attributes of
in data packages obtained data

Fig.3. Plan Specification of Analyzing Data Package Information

3) Plan specifications of prompt DDoS attacks Persuading DDoS attacks is to report the attacks with some graphical
stoner interface. It can be enforced in different ways including transferring the report to the network operation center,
pushing the report to the involved druggies and encouraging the attack- related parameters to some other modules.
Transferring the report to the network operation center once some attack is detected, a advisement is invoked in form of
graphical stoner interface at the network operation center which would makeresponse.Pushing the report to the involved
druggies with the communication middleware stationed in the DDoS discovery system, the detected attack circumstance
and the applicable parameters would be pushed to the druggies or director who could prepare some defense and/ or
result. encouraging the attack- related parameters to some other modules because the transitivity of DDoS attacks, the
communication that one module is attacked by DDoS could be encouraged to other bones. The ultimate could prepare

themselves in advance.
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Provide visualized Invoke graphical alcrt Graphical user
notification at control center interface

Provide notification with

Prompt DDoS attacks >
data messages

Push a message Arrived message

Provide nalification with Passing paramelers (o Trigger 10 invoke
translerring paramelers other modules procedures

Fig.4. Plan Specification of Prompting DDoS Attacks

4) Plan specifications of learning the samples with Bayesian classifier Establishing the literacy capability of Bayesian
classifier consists with erecting up, training and vindicating the classifier. also, the discovery rules allow to be acclimated
to ameliorate the discovery delicacy Establishing the classifier is to model the conditions of detecting DDoS attacks and
to identify the characteristic parameters. Training the classifier is to cipher the appearance frequence of all the samples
and to estimate and record the tentative probability of each distributed characteristic class. In other words, the input of
the training is the characteristic attributes and the training samples while the affair is the classifier. Verifying and
remedying the classifier is to use the classifier to treat the classes and to determine whether the generated classifier could
classify the samples rightly( seen in Figure 5).

Model the behavioral Formatted
characteristics of 3 behavioral
DDoS attacks characteristics

Determine priori
Establish classifier | probability under > Priori probabilities
specific scenarios

Implement Bayesian

ccifi Bayesian classifier
classifier

Learn the samples with o .
2 T I Train classifier
Bayesian classifier
Utilize samples to Training model
train the classifier BIng
Verify and debug
classifier - -2 Compare the actual
classification with the
~ 2 priori probablities

Graphical user
interface

Configure detection rules | ] : Configure and adjust . Adjusted
manually classifier \ parameters

Fig.5. Plan Specifications of Learning the Samples with Bayesian Classifier

5) Plan specifications of presenting the discovery affect DDoS attacks-affiliated information will be displayed through
collecting the concerned data, similar as network business, packet information, system logs and other information. All
the information is transferred to the director with graphical stoner interface. The director is therefore enabled to dissect

the characteristic data effectively with the graphical stoner interface and also to make responses consequently.

Report the relevant
information data of
DDoS attacks

Present the detection
result

Graphical user
interface

Fig.6. Plan Specifications of Presenting the Detection Result

6) Plan specifications of recording system log The original system log/ state, the operation system logs, the operating

system logs are read and transferred to some module to support the analysis made by the director seen in Figure 7).
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7)

" System log and
operating system

log

Read local system

Record system log log/status

Fig.7. Plan Specifications of Recording System Log

8) Plan specifications of recording the DDoS attack content and information Recording attack information involves
collecting the data packet information, the log information. Its main function is to collect the information of each module
and store the information in the database or a train. carrying the attack sample parameters is to give support for assaying
the farther attacks. Creating a record object is to establish a record model according to the attributes, data quantum and
penetrating system of the recorded object. picking and enforcing the continuity scheme is to give different storehouse
results corresponding to the different forms of data. For illustration, the data packets- affiliated information could be

stored in database while the system log could be stored in lines( seen in Figure 8).

Extraction of data
according to
network protocols

Obtain the attack
samples

Obtained system
log and operating
system log

Read local system
log/status
Record the DDoS attack
content and information
Formatted
Create record object behavioral
characteristics

Select and execute
data persistence
solution

Storage of all the
information

Fig.8. Plan Specifications of Recording the DDoS Attack Content and Information
9) Plan specifications of proposing defense schemes A protective result would be established through assaying and

managing with the arrived DDoS attacks, because formerly DDoS attacks do, it'll snappily find the coming delegation
which leads to the attack propagations. It's necessary to learn and classify the groups of the protective strategies, attack

behavioral characteristics and attack conduct for constructing some proper defense schemes( seen in Figure 9).

Compose defense
Propose defense schemes solution to the DDoS Defense schemes
attacks

Fig.9. Plan Specifications of Proposing Defense Schemes

3.3.3. Functional Entity Analysis
In this section, through assaying the below plan specifications, the applicable specialized styles needed to achieve the
corresponding plan specifications are explored and employed to induce the functional realities. The functional realities

are linked for constructing the further agents.

( 1) landing data packages with network monitoring tools Command tcpdump could be used to cover the content

transferred in network.

2) rooting information according to the network protocol in the multiple layers When the operation subcaste data
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transferred from one computer to another one through the network, the data would be coupled with a data title along
each subcaste, i.e., the Ethernet frame encapsulation process. When the data arrives at the destination, a rear process of
the encapsulation needs to be performed, and each field in each protocol title is transferred to a corresponding
destination, i.e., the Ethernet frame parsing process. The concerned data related to the attack discovery could be uprooted
through the below mentioned Ethernet frame data parsing

3) Parsing the corresponding attributes With the uprooted Ethernet frame data, the learned information would bere-

organized according to the particular demand.

4) Displaying data with graphical stoner interface The concerned data would be displayed with data visualization result
in the program of graphical stoner interface. All the data is saved with either database or train system, which supports

to report the real- time information as well as to query history.

5) Pushing dispatches to director With the support from some third party API, the detected attack would be reported to
the director with pushing dispatches. 6) Invoking thepre-set tentative detector Once the attack is detected, some tentative

detector( s) would be invoked as the response to deal with the effect brought by the attack.

7) standardizing the behavioral characteristic data Given the collected attack circumstances, their linked behavioral
characteristic data would be homogenized through filtering the unused corridor, classifying the characteristics,etc. and

stored for farther operation.

8) Configuring priori probability of the behavioral characteristic data According to the specification of Bayesian

classifier, the applicable priori probability would be configured for support the classifier to learn the training.

9) conforming the model parameters Given the specific sample( s) leading to divagation, the adaptation would be
made, similar as adding the number of the samples bringing in the divagation. also the classifier would bere-trained and
might be acclimated in further in end of constructing a well- performed classifier 10) Getting the operation log and the
operating system log The log produced by the operations and the operating system is of large quantum and is store in

the specific log lines. With the graphical program, the log data could be read as needed and support to dissect attacks.

11) Storing the applicable information The attained data would be gutted and stored for further operation. The data that

could be homogenized could be stored with database result while the rest data would be saved with lines.

12) Proposing defense schemes The defense schemes would be proposed according to the passed attacks. The schemes
could be acclimated and managed with graphical stoner interface. . Constructing Agents Given the below reality analysis,

the realities are grouped according to the functional similarity. In this way, some of the realities would be intermingled
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as new bone .The affair is listed in Table- 2.

Table 2. Entity Integration

Initial entity description with similarity | d entity description
Investigating network No igating network traffic
Capturing data packages with network monitoring tools No Capturing data packages
Extracting information according to the network protocol in the - p . .
g Parsing package information and extracting
multiple layers Yes 2

= - = concerned parameters
Parsing the corresponding attributes cdp

Displaying data with graphical user interface

Adjusting the model parameters

= - — — - — Yes Offering the API of data visualization
Configuring priori probability of the behavioral characteristic .
data
Getting the application log and the operating system log No Parsing log files
Establishing the learning capability of Bayesian classifier No Establishing training data sample set
Training classifier No Training classifier
Pushing to admini Yes Identifying/reporting  attack  arrival  and
Invoking the pre-set conditional trigger supporting to compose further solution

Formalizing the behavioral characteristic data

Providing data persistence solution to treat the

Classifying the relevant information Yes 3 %

2 involved characteristic parameters
Storing the relevant information

Proposing defense schemes No ding to attacks

Through the above treatment onto the entities, a set of agents would be proposed. Referring to one agent, each of its

behaviors is composed with several simple actions.

Calculated

v

Modcler Agent

Data Extractor Data Package
Agent Parser Agent

Data Flow Agent

Fig.10. Communications among Agents

The linked agents cooperate with each other and compose themulti-agent system of detecting DDoS attacks. Each agent
is specified as follows( seen in Figure 10).

( 1) Modeler Agent The main function is to set up DDoS attack characteristic model, combined with the erected
probability distribution through learning the factual attacks, according to the sequence number, time, source MAC
address, source IP address, protocol type, source harborage number, system log and other information of DDoS attacks.
All the below mentioned distant information would be tagged and combined and used as the sample of training Bayesian
classifiers. The Modeler Agent is responsible for reading the DDoS attack characteristic data, setting the priori rate

conditions according to the affiliated attributes and composing a set of classifier training samples.

2) Modeling Parameter Agent During the constantly detecting and learning process, the attacks would continue to
produce new attacks, similar as the attack frequence, the contents of the packet, the harborage number and the geste

characteristics. By streamlining the parameters in the literacy process to deal with the new attacks, the discovery delicacy
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could be bettered. Along the nonstop discovery, the discovery result will be displayed by another agent that's responsible
for the visual control operation. The director could be supported to modify the applicable parameters of the training
model according to the temporary result and train the classifier with the corrected training model to ameliorate the

delicacy of the classifier.

3) Trainer Agent The classifier literacy process is the one of nonstop training according to the training model. In the
process of initialization, the classifier needs to train the discovery model and the knowledge base which can descry the
attacks according to the data model constructed manually by the classifier algorithm. Continuously using the attack
characteristic data to train the discovery model can ameliorate the discovery delicacy and the knowledge base

information.

4) Attack Discovery Agent It's the main agent to descry DDoS attacks, and it's also a product co- constructed by
Modeler Agent and Trainer Agent. Meanwhile, attacks detected by Attack Discovery Agent also act on modeling and
training procedures, and the delicacy of discovery could continue to increase during the relations between the below

mentioned agents.

5) Data Flow Monitor Agent It's used to cover network business changes in real time, and originally determine whether
there's a DDoS attack according to business changes. Only when it's linked that there may be an attack, the prisoner tool
is actuated to capture the packet, and the classifier is used to descry the DDoS attack. Real- time business monitoring
can also help directors determine whether a DDoS attack is arrived.

6) Data Extractor Agent Packet prisoner analysis is the entrance to descry attacks. Each attack discovery triggers the
attack discovery geste according to business changes. Packet prisoner network business analysis to see if there's network
conflicts and network traffic. The discovery result is transferred to System Administration Agent, and the data is imaged

and reused to cover business changes in real time.

7) Data Package Parser Agent In combination with Data Extractor Agent, the control and operation module will spark
Data Extractor Agent to capture the packet( s) when the network is abnormal, and also the packet will be anatomized by
Data Package Parser Agent. The parameters will be transferred to Attack Detection Agent. The ultimate will shoot the

discovery results to the concerned control and operation center.

8) System Administration Agent The agent is responsible for controlling the discovery system operation and data

visualization, and it could release operation law to the other modules and manage the cooperation among the agents.
9) System Logger Agent The agent is responsible for collecting system logs to identify the effect brought onto the
located system and encouraging the data to System Administration Agent for supporting to make applicable opinions

on managing with attacks.

10) Attack Information Storage Agent The data collected by Data Package Parser Agent and System Logger Agent are
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entered by Attack Information Storage Agent. The ultimate would execute data continuity onto the entered information.

11) Protective Strategy Maker Agent It's responsible for opting thepre-set strategy/ action after the detected attack

arrived.

Pertaining to design and develop themulti-agent system of detecting DDoS attacks, we suggest to borrow Java Agent
Development Framework( JADE), an open source development machine of erectingmulti-agent system originally
developed by the experimenters Telecom Italia Lab. Using Wanton development machine, we're enabled to design and
development the software prototype in Java Programming language and make full use of the introductory conditions for
the concurrence of multiple Java virtual machines. The JADE machine also provides internally configured

communication system to the agents, which support to make up the relations for the distributed deployment.
IV. RESULT VERIFICATION

The verification work in this paper is executed with the multi-agent system developed grounded on the JADE machine,
in which 11 types of agents are configured according to the discovery styles. Especially there are 6 Attack Discovery
Agents stationed in the agent vessel. Each of them coordinates with Trainer Agent to make up literacy commerce with
continuously entering the concerned parameters, and it's also configured with the Bayesian classifier- grounded
discovery actions. In the verification trial, the target discovery data was fitted with 6 DDoS attacks samples. A aggregate
of four simulation trials were carriedout, and data units of different sizes were espoused at each round to pretend the
types of data packets generated by multiple service requests in colorful business scripts. supported by Attack Information
Storage Agent, the results of each round of was estimated using the Confusion matrix( 11) and the ensuing results were
attained( see Table- 3).

Table 3. Simulation Experiment Result

Round Data unit granularity Number of detected attacks Number of false positive Detection _rate
1 5 128 118 70%
2 15 16 4 70%
3 25 6 0 70%
4 40 6 0 70%
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Through the simulation trials, we can see that the DDoS attack discovery system grounded onmulti- agent system
proposed in this paper has better discovery performance, lower coupling to the granularity of the data unit, and can

effectively descry the target form attacks according to the sample training.

In the process of simulation trial, the multi-agent system can rightly apply colorful preset actions and returns the
applicable operation data of the below simulation through System Logger Agent and Attack Information Storage Agent.

In the process of simulation trial, the multi-agent system can rightly apply colorful preset actions and returns the
applicable operation data of the below simulation through System Logger Agent and Attack Information Storage Agent.

V. CONCLUSION

In this paper, we handed aMulti-Agent System- grounded DDoS attack discovery system grounded on the proposed
target- drivenmulti-agent modeling methodology. With the modeling methodology, we're enabled to integrate the
conditions of detecting DDoS attacks into the design result to establish the corresponding agents and configure their
dispatches. Associated by the Bayesian classifier, the particular agent is therefore set with the specific geste to dissect
the samples and suitable to identify the implicit attacks. With the suggested system trained with the samples, a better

discovery performance was attained.
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