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---------------------------------------------------------------------***---------------------------------------------------------------------
Abstract - Phishing attacks are still a major threat to 

computer system defenders, as they are frequently the first step 

in a multi-stage attack. Although phishing detection has 

advanced significantly, some phishing emails appear to get past 

filters by making minor structural and semantic changes to the 

messages. We'll deal with it. Using a machine learning 

classifier trained on a large corpus of phishing and legitimate 

emails, researchers were able to solve the problem. We create 

SAFEPC (Semi-Automated Feature Generation for Phish 

Classification) is a system that extracts features, some of which 

are elevated to higher level features, in order to defeat common 

phishing email detection. Strategies. To test SAFE-PC, we 

gathered a large number of phishing emails from a tier-1 

university's central IT department. SAFE-implementation PC's. 

Phishing attacks continue to pose a major threat for computer 

system defenders, often forming the first step in a multi-stage 

attack. There have been great strides made in phishing 

detection; however, some phishing emails appear to pass 

through filters by making simple structural and semantic 

changes to the messages. We tackle this problem through the 

use of a machine learning classifier operating on a large corpus 

of phishing and legitimate emails. We design SAFEPC (Semi-

Automated Feature generation for Phishing Classification), a 

system to extract features, elevating some to higher level 

features, that are meant to defeat common phishing email 

detection strategies. To evaluate SAFE-PC, we collect a large 

corpus of phishing emails from the central IT organization at a 

tier-1 university. The execution of SAFE-PC on the dataset 

exposes hitherto unknown insights on phishing campaigns 

directed at university users. SAFEPC detects more than 70a 

state-of-the-art email filtering tool. It also outperforms Spam 

Assassin, a commonly used email filtering tool. We also 

developed an online version of SAFE-PC that can be 

incrementally retrained with new samples. Its detection 

performance improves with   time as   new  samples are 

collected, while the time to retrain the classifier stays constant 
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I INTRODUCTION  

 

 
 Phishing is defined as impersonating a legitimate website in 

order to deceive users by stealing personal information such as 

usernames, passwords, account numbers, and social security 

numbers. Phishing scams are the most common type of 
cybercrime today. Phishing attacks can happen in a variety of 

places, including online. File hosting or cloud storage, payment 

sector, webmail, and financial institution numerous others 

Phishing attacks plagued the webmail and online payment 

sectors.  

More than any other sector of the economy Phishing can take 

the form of email phishing scams or spear phishing, so users 

should be aware of the risk should not place their complete trust 

in common security software. Machine Learning is one of the 

most effective methods for detecting phishing because it 

eliminates drawbacks. 

 
 II PROBLEM STATEMENT  
 
Phishing is a new type of network attack in which an attacker 

creates a replica of an existing web page in order to trick users 

(for example, through specially designed e-mails or instant 

messages) into submitting personal, financial, or password data 

to what they believe is a legitimate website.  

They believe it is the website of the service provider.URL 

phishing detection and prevention attacks.  

 

 

III MOTIVATION  
 

Phishing is a new type of network attack in which an attacker 

creates a replica of an existing web page in order to trick users 

into submitting personal, financial, or password data to what 

they believe is a legitimate website (for example, through 

specially designed e-mails or instant messages).They believe it 

is the service provider's website. Detection and prevention of 

URL phishing attacks 

 

 
 IV OBJECTIVES  

 

Phishing website URLs are designed to steal personal 

information such as user names, passwords, and online banking 

transactions. Phishers use websites that are visually and 

semantically similar to the legitimate ones. 

 

http://www.ijsrem.com/


          International Journal of Scientific Research in Engineering and Management (IJSREM) 

                    Volume: 06 Issue: 05 | May - 2022                         Impact Factor: 7.185                                  ISSN: 2582-3930                                                                                                                                               

 

© 2022, IJSREM      | www.ijsrem.com                DOI: 10.55041/IJSREM13584                                           |        Page 2 

 

V LITERATURE REVIEW  
 

Muhammet Baykara, Zahit Ziya Gurel,” - Detection of 

phishing attacks” [1]: Phishing is a form of cybercrime where 

an attacker imitates a real person / institution by promoting 

them as an official person or entity through e-mail or other 

communication mediums. In this type of cyber-attack, the 

attacker sends malicious links or attachments through phishing 

e-mails that can perform various functions, including capturing 

the login credentials or account information of the victim. 

These e-mails harm victims because of money loss and identity 

theft. In this study, a software called” Anti Phishing Simulator” 
was developed, giving information about the detection problem 

of phishing and how to detect phishing emails. With this 

software, phishing and spam mails are detected by examining 

mail contents. Classification of spam words added to the 

database by Bayesian algorithm is provided. 

Vyacheslav Lyashenko, Oleg Kobylin, Mykyta Minenko 

“Tools for Investigating the Phishing Attacks Dynamics” [2], 

We are exploring new ways to analyse phishing attacks. To do 

this, we investigate the change in the dynamics of the power of 

phishing attacks. We also analyse the effectiveness of detection 

of phishing attacks. We are considering the possibility of using 
new tools for analysing phishing attacks. As such tools, the 

methods of chaos theory and the ideology of wavelet coherence 

are used. The use of such analysis tools makes it possible to 

investigate the peculiarities of the phishing attacks occurrence, 

as well as methods for their identification effectiveness. This 

allows you to expand the scope of the analysis of phishing 

attacks. For analysis, we use real data about phishing attacks.  

Narayana Darapaneni; Aruna Kumari Evoori; Vijaya Babu 

Vemuri; Thangaselvi Arichandrapandian; G Karthikeyan,” 

Automatic Face Detection and Recognition for Attendance 

Maintenance”,[3This study is interested in creating an 
attendance tracking system based on deep learning. Every 

second advances a fresh perspective in the modern world, 

which is focused on artificial intelligence. Artificial 

Intelligence is one of the most rapidly developing fields when 

it comes to face recognition (AI). Instead of employing the 

established methods for keeping track of attendance, we 

recommend implementing a facial recognition program that 

classifies human faces based on their distinguishing facial 

features. In order to find and locate all faces, independent of 

their size, scale, orientation, illumination, expression, or other 

characteristics, the technique of face detection is necessary. To 

solve the problem of producing an improved attendance system 
with less maintenance, cheaper hardware costs, and increased 

performance and accuracy, we utilized YOLO, MTCNN, and 

Face Net embedding’s, as well as numerous augmentations, 

picture quality checks, and de-noise approaches 

Nathezhtha.T1, Sangeetha.D2, Vaidehi.V3 “WC-PAD: Web 

Crawling based Phishing Attack Detection”, [4] Phishing is a 

criminal offense which involves theft of user’s sensitive data. 

The phishing websites target individuals, organizations, the 

cloud storage hosting sites and government websites. 

Currently, hardware based approaches for anˇtiphishing is 

widely used but due to the cost and operational factors software 
based approaches are preferred. The existing phishing detection 

approaches fails to provide solution to problem like zero-day 

phishing website attacks. To overcome these issues and 

precisely detect phishing occurrence a three phase attack 

detection named as Web Crawler based Phishing Attack 

Detector (WC-PAD) has been proposed. It takes the web 
traffics, web content and Uniform Resource Locator (URL) as 

input features, based on these features classification of phishing 

and non-phishing websites are done. The experimental analysis 

of the proposed WC-PAD is done with datasets collected from 

real phishing cases. From the experimental results, it is found 

that the proposed WC-PAD gives 98.9phishing and zero-day 

phishing attack detection  

Ivan Ortiz-Garc ´es´, Roberto O. Andrade†, and Mar´ıa 

Cazares‡” Detection of Phishing Attacks with Machine 

Learning Techniques in Cognitive Security Architecture” [5] 

Ivan Ortiz-Garc ´es´, Roberto O. Andrade†, and Mar´ıa 

Cazares‡ Abstract: The number of phishing attacks has 
increased in Latin America, exceeding the operational skills of 

cyber security analysts. The cognitive security application 

proposes the use of big data, machine learning, and data 

analytics to improve response times in attack detection. This 

paper presents an investigation about the analysis of anomalous 

behaviour related with phishing web attacks and how machine 

learning techniques can be an option to face the problem. This 

analysis is made with the use of an contaminated data sets, and 

python tools for developing machine learning for detect 

phishing attacks through of the analysis of URLs to determinate 

if are good or bad URLs in base of specific characteristics of 
the URLs, with the goal of provide real-time information for 

take proactive decisions that minimize the impact of an attack. 

 

 

VI SYSTEM ANALYSIS SYSTEM ARCHITECTIRE 
 

 

 
 

 

VII ALGORITHM 

 

  

SVM: - SVM is a supervised machine learning algorithm that 

can be used for both classification and regression. Though we 

could also say regression problems, classification is the best fit. 

The goal of the SVM algorithm is to find a hyper plane in an 

N-dimensional space that categorizes data points clearly. SVM 

stands for Support Vector Machine and is one of the most 

widely used Supervised Learning algorithms for Classification 

and Regression problems. However, it is primarily used in 

Machine Learning for classification problems. The objective of 

applying SVMs is to find the best line in two dimensions or the 

best hyper plane in more than two dimensions in order to help 
us separate our space into classes. The hyper plane (line) is 

found through the maximum margin, i.e., the maximum 

distance between data points of both classes 
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VIII RESULTS: 

 

 

 

 

 

 
 

 

 

 

 
 

 

 

 
 

 

 

CONCLUSION 

 
Phishing has evolved into a serious network security issue that 

has   resulted in   financial   losses   for both   consumers   and 

 E-commerce businesses. We discussed the implemented 

system in this paper using the link guard algorithm  
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