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Abstract  

E-commerce platforms have revolutionized online 

shopping by enabling customers to share opinions and 

experiences through product reviews. These reviews play a 

critical role in influencing purchasing decisions and shaping 

product reputation. However, the growing presence of fake 

or spam reviews has become a serious challenge, as 

deceptive feedback can mislead consumers, damage brand 

credibility, and distort market competition. Spam reviews 

are often generated to artificially promote or demote 

products, thereby affecting customer trust and sales 

performance. This study proposes an effective system for 

detecting and classifying spam reviews and identifying 

spammer communities in e-commerce platforms. The 

proposed approach utilizes feature extraction techniques and 

a Naïve Bayes classifier to distinguish between genuine and 

deceptive reviews. Text preprocessing, tokenization, and 

word-frequency analysis are applied to extract meaningful 

features from review datasets. The classifier calculates 

probability scores to categorize reviews as spam or non-

spam. By filtering misleading reviews and detecting 

suspicious reviewer behavior, the proposed system enhances 

the reliability, transparency, and trustworthiness of e-

commerce platforms while improving decision-making for 

consumers and vendors. 
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1. Introduction 

The rapid growth of the internet and digital technologies 

has transformed the way consumers interact with businesses 

and make purchasing decisions. E-commerce platforms such 

as Amazon, Flipkart, and eBay allow customers to share 

their experiences and opinions through online reviews, 

which have become a vital source of information for 

potential buyers. Studies indicate that a significant 

percentage of consumers rely on online reviews before 

purchasing products, making them a powerful factor 

influencing market trends and consumer trust [1]. 

Online reviews help customers evaluate product 

quality, usability, and reliability. Positive reviews can 

enhance product reputation and increase sales, while 

negative reviews may discourage potential buyers. 

However, the reliability of these reviews has become 

questionable due to the increasing presence of spam or fake 

reviews. Spam reviews are intentionally misleading 

opinions posted to promote or demote products unfairly. 

These deceptive practices distort consumer perception and 

undermine trust in online marketplaces [2]. 

Spam reviews generally fall into multiple categories. 

The first category includes fake positive or negative reviews, 

where spammers artificially boost ratings or damage 

competitors’ reputations. The second category includes non-

opinion spam, such as advertisements or irrelevant 

promotional content that does not provide meaningful 

product feedback [3]. Additionally, coordinated spam 

campaigns may involve groups of reviewers posting similar 

opinions within short time intervals to manipulate ratings 

and rankings. 

The proliferation of fake reviews has become a serious 

concern. Research suggests that a notable portion of online 

reviews may be deceptive, which affects customer 

confidence and decision-making [4]. Businesses may 

employ unethical promotional strategies by posting 

favorable reviews, while competitors may post negative 

reviews to damage brand reputation. As a result, identifying 

trustworthy reviews has become a major challenge for both 

consumers and e-commerce platforms. 

Traditional spam detection methods rely on manual 

moderation or simple filtering rules, which are inefficient for 

large-scale datasets. Machine learning techniques have 

emerged as effective tools for detecting spam reviews by 

analyzing textual patterns, sentiment polarity, reviewer 

behavior, and rating deviations [5]. Algorithms such as 

Support Vector Machines, Decision Trees, Neural 

Networks, and Naïve Bayes classifiers have been widely 

used for classification tasks in opinion mining and spam 

detection [6]. 

Among these methods, the Naïve Bayes classifier is 

particularly effective for text classification due to its 

simplicity, low computational cost, and high performance 

with large datasets. It calculates the probability of a review 

belonging to spam or non-spam categories based on word 

frequency and feature distribution [7]. Feature extraction 

techniques such as tokenization, stop-word removal, and 

word-frequency analysis further enhance classification 

accuracy by reducing redundancy and highlighting relevant 

textual patterns [8]. 

In addition to textual analysis, detecting spammer 

communities has become increasingly important. Spammers 

often operate in coordinated groups, posting reviews from 

multiple accounts to manipulate product ratings. Behavioral 

indicators such as posting frequency, rating patterns, and IP 

address similarities can help identify suspicious reviewer 

activity [9]. Integrating behavioral analysis with textual 

classification improves detection accuracy and helps 

identify organized spam campaigns. 

This research focuses on detecting and classifying spam 

reviews using feature extraction and Naïve Bayes 

classification techniques. The proposed system aims to 

https://ijsrem.com/


        
           International Journal of Scientific Research in Engineering and Management (IJSREM) 

                         Volume: 10 Issue: 07 | Jul - 2026                             SJIF Rating: 8.659                                       ISSN: 2582-3930                                                                                                                                               

 

© 2026, IJSREM      | https://ijsrem.com                                 DOI: 10.55041/IJSREM65875                                     |        Page 2 
 

improve the reliability of online reviews, enhance consumer 

trust, and support fair competition in e-commerce 

environments. By identifying deceptive reviews and 

spammer communities, the system contributes to building 

transparent and trustworthy digital marketplaces [10]. 

 

2. Problem Identification  

• The rapid growth of e-commerce platforms has led to a 

significant increase in online product reviews, making it 

difficult to ensure the authenticity and reliability of user 

feedback [1]. 

• Fake or spam reviews are deliberately posted to promote 

or demote products, misleading consumers and negatively 

impacting purchasing decisions and market fairness [2]. 

• Consumers heavily rely on ratings and reviews before 

buying products; deceptive reviews distort product 

reputation and reduce customer trust in online 

marketplaces [3]. 

• Traditional moderation methods and rule-based filtering 

systems are ineffective in handling large volumes of 

review data and evolving spam tactics [4]. 

• Spammers often mimic genuine writing styles, making it 

challenging to distinguish fake reviews using simple 

textual analysis techniques [5]. 

• Coordinated spammer communities manipulate ratings 

through multiple accounts and synchronized review 

postings, making detection more complex [6]. 

• Lack of efficient automated systems to detect deceptive 

reviews affects business credibility, sales performance, 

and customer satisfaction [7]. 

• There is a need for intelligent machine learning-based 

solutions capable of identifying spam reviews and 

suspicious reviewer behavior accurately and efficiently 

[8]. 

 

3. Research Methodology 

A) Proposed System  

 
Figure 1. Proposed methodology  

 

 
Figure 2. Flow Diagram of system 

 

Main Features:  

• Automated Spam Detection: Identifies fake and 

misleading reviews without manual intervention, 

improving efficiency and reliability. 

• Naïve Bayes Classification: Uses a probabilistic machine 

learning algorithm for fast and accurate classification of 

spam and genuine reviews. 

• Feature Extraction Mechanism: Applies text 

preprocessing, tokenization, and word-frequency analysis 

to extract meaningful patterns from reviews. 

• Stop-word Removal & Text Cleaning: Eliminates 

irrelevant words and symbols to enhance classification 

accuracy. 

• Spammer Group Identification: Detects coordinated 

spammer communities based on behavioral patterns and 

review similarities. 

• Supervised Learning Approach: Uses labeled datasets to 

train and improve the detection model. 

• Scalable Architecture: Efficiently handles large volumes 

of review data from e-commerce platforms. 

• Error Detection & Model Improvement: Continuously 

evaluates misclassified reviews to enhance system 

performance. 

• Real-time Processing Capability: Enables quick detection 

of spam reviews as they are posted. 

• Improved Consumer Trust: Ensures reliable reviews, 

supporting informed purchasing decisions and fair 

marketplace practices. 

 

B) Analysis of data  

• Data Collection: Review datasets are gathered from e-

commerce platforms containing review text, ratings, 

timestamps, and reviewer details. 

• Data Cleaning: Irrelevant characters, stop words, 

duplicates, and noise are removed to improve data quality. 

• Text Preprocessing: Reviews are tokenized and 

normalized through lowercasing and stemming to 

standardize textual content. 

• Feature Extraction: Word frequency, keyword 

occurrence, review length, and sentiment polarity are 

extracted as key features. 

https://ijsrem.com/
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• Behavioral Analysis: Reviewer activity patterns such as 

posting frequency, rating deviations, and repeated 

submissions are examined. 

• Labeling Process: A portion of the dataset is labeled as 

spam or non-spam to support supervised learning. 

• Training Data Analysis: Patterns and probabilities of word 

usage in spam and genuine reviews are computed. 

• Model Testing: The trained classifier evaluates unseen 

reviews to determine classification accuracy. 

• Error Evaluation: Misclassified reviews are analyzed to 

identify weaknesses and improve model performance. 

• Performance Metrics: Accuracy, precision, recall, and 

error rate are calculated to assess system effectiveness. 

 

4. Results Analysis 

 
1. Review Classification Analysis 

The proposed spam review detection system was tested 

using a dataset containing both spam and genuine product 

reviews collected from e-commerce platforms. The Naïve 

Bayes classifier successfully classified reviews into spam 

and non-spam categories using textual feature extraction and 

probabilistic analysis. Experimental results indicate that the 

system effectively identifies fake reviews containing 

repetitive promotional phrases, excessive emotional content, 

and suspicious rating patterns. Genuine reviews generally 

include balanced opinions, detailed explanations, and 

realistic product experiences. 

The classification process showed that most spam reviews 

were detected correctly after preprocessing and feature 

extraction. Misclassification mainly occurred when spam 

reviews closely resembled genuine customer feedback. The 

use of word-frequency analysis and tokenization improved 

the system’s ability to identify important spam indicators. 

Overall, the classifier demonstrated high reliability and low 

computational complexity. 

 

Table 6.1 Review Classification Results 

Classification Type Number of Reviews 

Spam Reviews Correctly 

Classified 

2,780 

Genuine Reviews 

Correctly Classified 

6,620 

Spam Reviews 

Misclassified 

220 

Genuine Reviews 

Misclassified 

380 

Total Reviews Tested 10,000 

 

 
Figure 6.1 Review Classification Results 

 

The bar graph illustrates the performance of the proposed 

spam review detection system in classifying product reviews 

into spam and genuine categories. The X-axis represents 

different classification types, while the Y-axis indicates the 

number of reviews. The graph shows that 6,620 genuine 

reviews were correctly classified, which is the highest 

among all categories, indicating strong system performance 

in identifying authentic reviews. Additionally, 2,780 spam 

reviews were correctly detected, demonstrating effective 

spam filtering capability. The number of misclassified 

reviews is comparatively low, with only 220 spam reviews 

and 380 genuine reviews incorrectly classified. The total 

number of reviews tested is 10,000, represented by the tallest 

bar. Overall, the graph highlights the high accuracy and 

reliability of the Naïve Bayes classifier in detecting 

deceptive reviews within e-commerce platforms. 

The results confirm that the Naïve Bayes classifier provides 

efficient review classification performance for large-scale e-

commerce datasets. 

 

2. Accuracy and Performance Evaluation 

Performance evaluation was carried out using standard 

machine learning metrics including accuracy, precision, 

recall, F1-score, and error rate. These metrics help measure 

the effectiveness of the proposed spam detection framework. 

Accuracy represents the percentage of correctly classified 

reviews, while precision measures how accurately the 

system identifies spam reviews. Recall evaluates the 

system’s ability to detect all spam reviews present in the 

dataset. 

The experimental results indicate that the proposed model 

achieved high classification accuracy due to efficient 

preprocessing and feature extraction techniques. Precision 

and recall values demonstrate balanced spam detection 

performance with minimal false classifications. The low 

error rate indicates the reliability of the Naïve Bayes 

algorithm in handling large textual datasets. 

Table 6.2 Performance Metrics 

Metric Value 

Accuracy 94% 

Precision 92% 

Recall 91% 

F1-Score 91.5% 

Error Rate 6% 

 

The performance analysis shows that the proposed system 

successfully minimizes classification errors while 

maintaining strong detection capability. These results 

confirm that machine learning-based spam detection 

improves the reliability and trustworthiness of online review 

systems. 

 
Figure 6.2 Performance Metrics 
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The bar graph represents the performance evaluation metrics 

of the proposed Spam Review Detection System. The X-axis 

shows different evaluation metrics, while the Y-axis 

represents percentage values. The graph indicates that the 

system achieved an accuracy of 94%, showing that most 

reviews were classified correctly. Precision is 92%, which 

demonstrates the system’s ability to accurately identify 

spam reviews with minimal false positives. Recall is 91%, 

indicating that the classifier successfully detected the 

majority of spam reviews present in the dataset. The F1-

score of 91.5% reflects a balanced relationship between 

precision and recall, confirming stable classification 

performance. The error rate is only 6%, represented by the 

smallest bar, indicating very few misclassifications. Overall, 

the graph demonstrates that the Naïve Bayes-based spam 

detection system provides reliable, efficient, and high-

performance review classification for e-commerce 

platforms. 

 

3. Feature Extraction and Word Frequency Analysis 

Feature extraction analysis was conducted to evaluate the 

effectiveness of textual features in distinguishing spam and 

genuine reviews. The Word Count algorithm identified 

frequently occurring words and suspicious phrases 

commonly associated with spam reviews. Spam reviews 

generally contain exaggerated terms such as “excellent,” 

“best product,” and “highly recommended,” whereas 

genuine reviews include balanced opinions and practical 

descriptions. 

The TF-IDF and word-frequency methods effectively 

converted textual reviews into numerical feature vectors for 

machine learning analysis. Tokenization and stop-word 

removal improved feature quality by eliminating irrelevant 

content. Feature analysis also showed that spam reviews 

often contain repeated keywords and emotional language 

patterns. 

Table 6.3 Frequently Occurring Words 

Word/Phrase Frequency in 

Spam Reviews 

Frequency in 

Genuine 

Reviews 

Excellent 950 420 

Best Product 780 210 

Highly 

Recommended 

870 330 

Waste Product 95 520 

Fake 110 650 

 

The results indicate that feature extraction significantly 

improves classification performance by highlighting 

meaningful textual patterns. Effective feature selection 

reduces redundancy and enhances classifier efficiency. 

 
Figure 6.3 Frequently Occurring Words in Reviews 

 

The bar graph illustrates the frequency distribution of 

commonly occurring words and phrases in spam reviews 

and genuine reviews. The X-axis represents different words 

or phrases extracted from review datasets, while the Y-axis 

indicates their frequency of occurrence. Blue bars represent 

frequencies in spam reviews, whereas green bars represent 

frequencies in genuine reviews. 

The graph shows that words such as “Excellent,” “Best 

Product,” and “Highly Recommended” appear more 

frequently in spam reviews, with frequencies of 950, 780, 

and 870 respectively. These exaggerated promotional 

phrases are commonly used by spammers to influence 

customer opinions and artificially improve product ratings. 

In contrast, words like “Waste Product” and “Fake” appear 

more frequently in genuine reviews, with frequencies of 520 

and 650 respectively, indicating authentic customer 

dissatisfaction or honest feedback. 

The comparison clearly highlights differences in language 

patterns between spam and genuine reviews. The graph 

demonstrates that feature extraction and word-frequency 

analysis are effective techniques for identifying suspicious 

textual behavior and improving spam review classification 

accuracy in e-commerce platforms. 

 

4. Preprocessing Analysis 

Preprocessing analysis was performed to evaluate the impact 

of text cleaning operations on classification performance. 

Raw review datasets often contain noise, punctuation marks, 

duplicate entries, URLs, and stop words that reduce machine 

learning efficiency. Preprocessing techniques such as 

tokenization, stemming, lemmatization, and stop-word 

removal improved dataset quality and reduced 

computational complexity. 

The analysis showed that tokenization effectively converted 

review text into structured words suitable for feature 

extraction. Stop-word removal reduced unnecessary data 

size and improved feature relevance. Stemming and 

lemmatization normalized word variations into root forms, 

enabling better probability calculations during 

classification. 

Table 6.4 Preprocessing Impact Analysis 

Preprocessing Operation Improvement Observed 

Tokenization Better text segmentation 

Stop-word Removal Reduced irrelevant words 

Stemming Improved word 

consistency 

Lemmatization Enhanced text 

normalization 

Noise Removal Reduced redundancy 

 

The preprocessing stage significantly enhanced spam review 

detection accuracy by improving feature quality and 

reducing irrelevant information. Clean and structured textual 

data improved the efficiency of the Naïve Bayes classifier. 

https://ijsrem.com/
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Figure 6.4 Preprocessing Impact Analysis 

 

The bar graph illustrates the impact of different 

preprocessing operations used in the Spam Review 

Detection System. The X-axis represents preprocessing 

techniques, while the Y-axis shows the improvement score 

percentage achieved after applying each method. The graph 

highlights the importance of preprocessing in enhancing text 

quality and improving classification performance. 

Tokenization achieved an improvement score of 88%, 

indicating effective text segmentation and conversion of 

reviews into manageable tokens. Stop-word removal 

recorded 82% improvement by eliminating unnecessary 

words that do not contribute significantly to spam 

classification. Stemming provided an 85% improvement by 

reducing words to their root forms, which improved 

consistency in textual analysis. Lemmatization achieved the 

highest improvement score of 90% because it normalized 

words into meaningful base forms and enhanced text 

understanding. Noise removal showed an 80% improvement 

by eliminating redundant symbols, duplicate entries, and 

irrelevant characters from the dataset. 

Overall, the graph demonstrates that preprocessing 

techniques significantly improve feature extraction quality, 

reduce redundancy, and enhance the efficiency and accuracy 

of the Naïve Bayes-based spam review classification 

system. 

 

5. Behavioral Analysis of Reviewers 

Behavioral analysis was conducted to identify suspicious 

reviewer activities and spammer behavior patterns. In many 

e-commerce platforms, fake reviews are generated by 

coordinated reviewer groups using multiple accounts. 

Therefore, behavioral indicators such as review posting 

frequency, review timing, rating distribution, and repeated 

review patterns were analyzed. 

The results showed that spam reviewers often post multiple 

reviews within short time intervals and provide extreme 

ratings such as 1-star or 5-star ratings repeatedly. Suspicious 

reviewers also tend to review several products rapidly using 

similar language structures. Genuine reviewers generally 

display more balanced rating patterns and irregular posting 

behavior. 

Table 6.5 Behavioral Analysis Results 

Behavioral 

Parameter 

Genuine 

Reviewer 

Behavior 

Spam Reviewer 

Behavior 

Posting 

Frequency 

Occasional Very Frequent 

Rating 

Distribution 

Balanced Extreme Ratings 

Review Timing Random Continuous 

Review 

Similarity 

Unique Reviews Repetitive 

Content 

Product 

Coverage 

Limited Products Multiple 

Products 

Rapidly 

 

Behavioral analysis complements textual classification by 

identifying suspicious reviewer activities. This improves 

spam detection reliability and helps uncover organized 

deceptive campaigns in online marketplaces. 

 
Figure 6.5 Behavioral Analysis Results 

 

The bar graph illustrates the comparison between genuine 

reviewer behavior and spam reviewer behavior based on 

various behavioral parameters. The X-axis represents 

different behavioral parameters, while the Y-axis shows the 

behavioral score ranging from low to high intensity. Green 

bars represent genuine reviewer behavior, whereas red bars 

represent spam reviewer behavior. 

The graph shows that spam reviewers exhibit very high 

posting frequency, extreme rating distribution, continuous 

review timing, repetitive review content, and rapid 

reviewing of multiple products. All spam reviewer 

parameters are assigned the highest behavioral score of 5, 

indicating highly suspicious activity patterns. In contrast, 

genuine reviewers display occasional posting behavior, 

balanced ratings, random review timing, unique review 

content, and limited product coverage, resulting in lower 

behavioral scores between 2 and 4. 

The comparison clearly demonstrates that spam reviewers 

follow repetitive and abnormal behavioral patterns that 

differ significantly from authentic users. These behavioral 

indicators help identify suspicious reviewer activities and 

coordinated spam campaigns. Overall, the graph highlights 

the importance of behavioral analysis in improving spam 

review detection accuracy and strengthening trust in e-

commerce review systems. 

 

6. Spammer Community Detection Analysis 

Spammer community detection analysis was performed to 

identify groups of reviewers collaboratively posting fake 

reviews. Graph-based analysis techniques were used to 

examine reviewer-product relationships and identify 

suspicious reviewer clusters. The proposed system analyzed 

interaction patterns among reviewers, products, and ratings 

to uncover coordinated spam activities. 

Experimental analysis revealed that spammer communities 

often exhibit synchronized review behavior, including 

similar review timing, repeated textual patterns, and 

abnormal rating distributions. These communities 

frequently target specific products to manipulate product 

reputation and ratings. Graph construction and community 
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detection algorithms successfully identified suspicious 

reviewer networks. 

Table 6.6 Spammer Community Detection Results 

Community Parameter Observation 

Number of Suspicious 

Groups 

18 

Average Members per 

Group 

12 

Common Review Timing Within Few Hours 

Rating Pattern Mostly 5-Star Ratings 

Review Similarity Highly Repetitive 

 

The results demonstrate that community detection 

significantly improves spam review identification by 

uncovering organized spam campaigns. Integrating 

behavioral and network analysis with textual classification 

enhances overall system effectiveness and supports 

transparency in e-commerce review platforms. 

 
Figure 6.6 Spammer Community Detection Results 

 

The bar graph illustrates the results of spammer community 

detection based on various community behavior parameters. 

The X-axis represents different community parameters, 

while the Y-axis indicates the observation values associated 

with suspicious reviewer activities. The graph provides 

insights into coordinated spam behavior within the e-

commerce review system. 

The graph shows that the system identified 18 suspicious 

spammer groups, indicating the presence of organized fake 

review activities. The average number of members per group 

is 12, suggesting that multiple reviewers work together to 

manipulate product ratings and customer opinions. The 

common review timing parameter indicates that most spam 

reviews were posted within a few hours, reflecting 

coordinated review campaigns. The rating pattern analysis 

reveals that spammer groups mostly assigned 5-star ratings 

to products to artificially increase product popularity. 

Additionally, the review similarity parameter is marked as 

highly repetitive, indicating repeated review content among 

group members. 

Overall, the graph demonstrates that behavioral and 

community analysis effectively identifies coordinated spam 

activities, helping improve spam review detection accuracy 

and maintaining trustworthiness in e-commerce platforms. 

 

5. Conclusion 
The rapid expansion of e-commerce platforms has made 

online reviews a crucial factor influencing consumer 

purchasing decisions. However, the increasing presence of 

spam and deceptive reviews poses significant challenges to 

trust, transparency, and fair market competition. Fake 

reviews mislead customers, damage brand reputation, and 

distort product rankings, highlighting the urgent need for 

reliable detection mechanisms. 

This review examined various approaches for detecting 

spam reviews, including linguistic analysis, behavioral 

modeling, machine learning classifiers, and deep learning 

techniques. Traditional methods such as Naïve Bayes, 

Support Vector Machines, and Decision Trees provide 

efficient and interpretable solutions, while advanced deep 

learning and network-based approaches enhance detection 

accuracy by capturing contextual patterns and coordinated 

spam behavior. Feature extraction techniques and reviewer 

behavior analysis further improve classification 

performance. 

Despite significant progress, challenges remain due to 

evolving spam strategies, limited labeled datasets, and 

computational complexity. Future research should focus on 

hybrid, scalable, and explainable models capable of real-

time detection and spammer community identification. 

Implementing such intelligent systems will improve 

consumer trust, support fair competition, and strengthen the 

reliability of e-commerce platforms. 
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