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ABSTRACT :

Phishing poses a significant threat to cybersecurity as
attackers can easily replicate legitimate websites, tricking
users into providing sensitive information. Despite
security measures, many users fall victim to these attacks,
which result in billions of dollars in losses annually.
Traditionally, phishing detection relies on the blacklist
method, where known malicious URLs and IPs are stored
in databases. However, attackers circumvent these
blacklists using techniques like URL obfuscation, fast-
flux hosting, and generating new URLs algorithmically.
Recent advancements in machine learning offer a
promising alternative for detecting phishing websites. By
analyzing website content and detecting suspicious
patterns, machine learning models trained on large
datasets of both legitimate and phishing sites can enhance
detection accuracy. Complementary strategies include
educating users about recognizing phishing attempts, such
as checking URLs for irregularities and avoiding

suspicious emails.
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1. INTRODUCTION

Phishing attacks are a rapidly expanding threat in the
cyber world, costing internet users billions of dollars each

year. It is a criminal crime that involves the use of a
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variety of social engineering tactics to obtain sensitive
information from users. Phishing techniques can be
detected using a variety of types of communication,
including email, instant chats, pop-up messages, and web
pages. This study develops and creates a model that can

predict whether a URL link is legitimate or phishing.

The data set used for the classification was sourced from
an open source service called ‘Phish Tank’ which contain
phishing URLs in multiple formats such as CSV, JSON,
etc. and also from the University of New Brunswick
dataset bank which has a collection of benign, spam,
phishing, malware & defacement URLs. Over six (6)
machine learning models and deep neural network
algorithms all together are used to detect phishing URLSs.
This study aims to develop a web application software
that detects phishing URLs from the collection of over
5,000 URLs which are randomly picked respectively and
are fragmented into 80,000 training samples & 20,000
testing samples, which are equally divided between
phishing and legitimate URLSs.

The URL dataset is trained and tested base on some
feature selection such as address bar-based features,
domain-based features, and HTML & JavaScript-
based features to identify legitimate and phishing
URLSs.

2. NEED:

Phishing site detection is essential in today's digital world

due to the growing number of cyber threats targeting
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individuals and organizations. Phishing websites are
designed to mimic legitimate sites in order to deceive
users and steal sensitive information such as usernames,
passwords, credit card details, and other personal data.
Detecting these malicious sites helps protect users from
identity theft and financial loss, which can occur through
unauthorized transactions or fraudulent activities. For
businesses, phishing attacks can damage their reputation,
erode customer trust, and lead to legal consequences due
to the mishandling of user data. Additionally, phishing
sites often serve as platforms for distributing malware,
which can compromise systems and lead to broader
security breaches. By identifying and blocking phishing
sites, organizations can improve their overall
cybersecurity posture, ensure compliance with data
protection regulations, and contribute to a safer online

environment for everyone.

SCOPE OF THE SYSTEM:

The proposed system called —Detection of phishing sites
using Machine Learningl enables user to identify
particular website is phished website or nonphished
website and print the message website is phished or
legitimate. We might add the feature of alerting the user
about a phished URL via email messages. Text based
similarity approaches are relatively fast, but they are
unable to detect phishing attack if the text is replaced with
some image. Then we might add the feature of detection
of the phished images. In the later stage we can

implement this approach for android systems..
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ALGORITHM:

1. Logistic Regression:

Logistic regression is a machine learning algorithm used
for binary classification tasks. It estimates the probability
that a given input belongs to one of two categories (e.g.,
yes/no, true/false). The algorithm uses a logistic function
to map predicted values to a range between 0 and 1,

helping to classify the data.

2.Random forest algorithm:

A set learning regression and category approach called
random forest (RF) may be used to solve issues with data
classification. Decision trees are used in RF to make
predictions. A few decision trees are constructed during
the training phase (specified by the programmer) and then
utilized for class prediction; this is done by taking into
account the graded classes of all individual trees, with the

class with the highest grade being the output.

3.SVM (Support Vector Machine):

This method is used in the medical industry for illness
detection, text content recognition, picture classification,
and other purposes. With the use of a fixed rule, a
quadratic equation, and statistics, the data will be divided

into classes in this way. For the binary classification of
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the data, a separating hyperplane is utilized, which
reduces the space of the margin based on kernel
characteristics. This method is employed to identify the
ideal response to the issue. This method does not analyze

large amounts of data.

IMPLEMENTATION:

e Gathers URLs, website content, and network traffic
data.

e Sources: Public datasets (e.g.,, PhishTank,

OpenPhish), web scraping, and user reports.
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e Develop a browser extension for Chrome,

Firefox, or Edge.

PhishAlert
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Warning Popup: The output of the plugin while visiting
a phishing site taken from Phish Tank. This site has a

dialogue box shows warning that you are being phished.

Green Signal: The output of the plugin while visiting a
phishing site taken from Phish Tank. This site has a high
trust value and also the light red circle indicates phishing

or not.
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Red Signal: The output of the plugin while visiting a
phishing site taken from Phish Tank. This site has a low

trust value and also the light red circle indicates phishing
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METHODOLOGY:
Data Collection: Phishing and legitimate website data

are collected from various sources, such as phishing

databases or user reports.

Preprocessing: The collected data undergoes
preprocessing, which may include cleaning, filtering, and
transforming the data into a suitable format for further

analysis. Feature

Extraction: Relevant features are extracted from the
website data, such as URL properties, HTML content,

metadata, or behavioral patterns.

Training Data Preparation: The extracted features are
combined with labels indicating phishing or legitimate
status to create a labelled training dataset. Machine
Learning Model

Training: The training dataset is used to train a machine
learning model, such as SVM, random forest, or decision
trees. The model learns the patterns and characteristics

associated with phishing and legitimate websites. Model

Reporting and Analysis: The system can generate
reports and provide insights on detected phishing
attempts, false positives, and other relevant statistics for

further analysis and improvement.

DEPLOYMENT

In the deployment phase, the application is made
available to users. Many companies prefer to automate
the deployment phase. This can be as simple as a payment
portal and download link on the company website. It
could also be downloading an application on a
smartphone. NBNSTIC, Computer Science Engineering
2022-23 30 Deployment can also be complex. Upgrading
database

a companywide to a newly-developed

application is one example. Because there are several
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other systems used by the database, integrating the

upgrade can take more time and effort.

BACKEND PROGRAM:

PREPROCESSING

TRAINING

The project underwent peer review to ensure that the

design and implementation were sound. Feedback was
gathered from several peers and experts in the field,

embedded systems, and safety systems

FUTURE SCOPE:

The future of phishing site detection lies in the use of
advanced technologies like Al and machine learning for
faster and more accurate real-time detection. These tools
will help identify phishing websites by analyzing
patterns, behavior, and design. Integration with browsers
and email platforms will provide users with instant
warnings. Technologies like blockchain may also be used
to verify website authenticity, while global threat sharing
and increased user awareness will play an important role

in improving overall cybersecurity.
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CONCLUSIONS

In conclusion, phishing continues to evolve as
cybercriminals adopt more sophisticated techniques to
deceive individuals and organizations. The integration of
Al, deepfakes, and automation into phishing attacks
presents significant challenges, while the increasing
reliance on cloud services, loT devices, and
cryptocurrency platforms expands the potential attack
surface. As technology progresses, phishing will likely
target new areas such as mobile devices, blockchain
systems, and 5G networks. However, advancements in
Al-based detection, biometric authentication, and
guantum-resistant encryption offer promising avenues for
defense. Addressing both the technological and human
essential  for effective

factors is developing

countermeasures against the future of phishing.
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