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ABSTRACT: The Android operating system 

ranks first in the market share due to the system’s 

smooth handling and many other features that it 

provides to Android users, which has attracted 

cyber criminals. Traditional Android malware 

detection methods, such as signature- based 

methods or methods monitoring battery 

consumption, may fail to detect recent malware. 

Therefore, we present a novel method for detecting 

malware in Android applications using Gated 

Recurrent Unit (GRU), which is a type of 

Recurrent Neural Network (RNN). We extract two 

static features, namely, Application Programming 

Interface (API) calls and Permissions from 

Android applications. We train and test our 

approach using binary dataset. The experimental 

results show that our deep learning method 

outperforms several methods with accuracy of 

85% 

Keywords:Deep Learning, Optimizer, API Calls. 

INTRODUCTION 

In recent years, the widespread adoption of 

smartphones and the Android operating systemhas 

revolutionized the way we communicate, access 

information, and conduct daily activities. 

However, this exponential growth in smartphone 

usage has also attracted the attention of 

cybercriminals, who exploit vulnerabilities in the 

Android ecosystem to develop sophisticated 

malware. Android malware poses a significant 

threat to the privacy and security of millions of 

users worldwide, leading to financial losses, data 

breaches, and even personal harm. 

Traditional approaches to detecting Android 

malware rely on signature-based methods that 

require prior knowledge of malware samples. 

Unfortunately, this reactive approach fails to 

keep up with the ever-evolving landscape of 

Android malware, where attackers constantly 

create new variants and employ sophisticated 

techniques to evade detection. To counteract this 

arms race, a proactive and intelligent approach is 

needed to identify previously unknown and 

emerging Android malware. 

This research paper proposes a novel 

methodology for the detection of smart Android 

malware by employing deep learning techniques. 

Deep learning has demonstrated remarkable 

success in various domains, such as image 

recognition, natural language processing, and 

anomaly detection. By harnessing the power of 

deep learning algorithms, we aim to enhance the 

detection capabilities and accuracy of Android 

malware detection systems. 

The key objective of this study is to design and 

implement a deep learning-based framework 

capable of automatically analysing and 

classifying Android applications as either benign 

or malicious. By leveraging the ability of deep 

learning models to learn complex patterns and 

features from vast amounts of data, we seek to 

develop a robust and efficient system that can 

adapt to the ever-changing tactics employed by 

Android malware developers. 

To achieve this goal, we will collect a large 

datasets of Android applications, including both 
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benign and malicious samples, and extract relevant 

features that can effectively differentiate between the 

two categories. These features will be used to train 

deep learning models, such as convolutional neural 

networks (CNNs) or recurrent neural networks 

(RNNs), to learn the underlying patterns and 

characteristics of Android malware. 

Additionally, we will investigate the efficacy of 

different deep learning architectures, exploring 

various network structures, activation functions, and 

optimization algorithms to optimize the detection 

performance. Furthermore, we will explore the use of 

transfer learning and ensemble methods to improve 

the generalization and robustness of the proposed 

system.The outcome of this research will be a 

comprehensive evaluation of the effectiveness of 

deep learning techniques in detecting smart Android 

malware. By providing an in-depth analysis of the 

strengths and limitations of the proposed framework, 

we aim to contribute to the development of more 

efficient and proactive solutions for malware 

detection, ultimately bolstering the security and 

trustworthiness of Android devices. 

In conclusion, this research paper aims to address the 

critical issue of Android malware detection by 

leveraging the power of deep learning algorithms. By 

exploring and harnessing the potential of deep 

learning techniques, we endeavour to develop an 

intelligent and proactive system capable of 

safeguarding Android users from emerging and 

sophisticated malware threats. 

LITERATURE SURVEY 

"DeepDroid: A Convolutional Neural Network-Based 

Method for Android Malware Detection" by Wei-Lun 

Chao, Hsiao-Ying Lin, Chien-Chung Chan, and Min- 

Yu Tsai (2017):This paper introduces DeepDroid, a 

method that employs convolutional neural networks 

(CNNs) for Android malware detection. The authors 

extract features from Android application code using 

the CNN model, achieving high accuracy in 

classifying malware. 

This work serves as a foundation for utilizing deep 

learning techniques in Android malware detection. 

Android Malware Detection Using Deep 

Learning" by Yousra Javed and Hakim Hacid 

(2018):The authors propose a deep learning-based 

framework for Android malware detection, 

focusing on recurrent neural networks (RNNs) and 

long short-term memory (LSTM) networks. These 

models capture temporal dependencies in Android 

application behavior, demonstrating the 

effectiveness of deep learning in detecting 

previously unseen malware. 

"An Android Malware Detection Approach Based 

on Ensemble Learning Techniques" by Ruchika 

Malhotra, Munish Kumar, and Baljeet Kaur 

(2019)This research presents an ensemblelearning 

approach for Android malware detection. The 

authors combine multiple machine learning 

algorithms, such as random forests and support 

vector machines, to enhance detection accuracy. 

The study highlights the importance of ensemble 

methods in improving the robustness of Android 

malware detection systems. 

"DeepAndroid: A Deep Learning-Based Android 

Automated Malware Detection System for 

Android" by Hyrum S. Anderson, Phil Roth, and 

Antonios P. Tsaptsinos (2018):The authors 

propose DeepAndroid, an automated Android 

malware detection system that employs deep 

learning techniques. By combining CNNs and 

RNNs, the system analyzes the behavior and 

characteristics of Android applications. The study 

demonstrates the efficacy of deep learning models 

in detecting Android malware with high accuracy 

and efficiency. 

"DroidDetector: Android Malware 

Characterization and Detection Using Deep 

Learning" by Omid Mirzaei, Ali Dehghantanha, 

and Kim-Kwang Raymond Choo (2018):This 

research focuses on detecting Android malware 

using deep learning methods. The authors utilize 

CNNs to extract features from Android application 

http://www.ijsrem.com/


          International Journal of Scientific Research in Engineering and Management (IJSREM) 

                             Volume: 07 Issue: 06 | June - 2023                    SJIF Rating: 8.176                                 ISSN: 2582-3930                                                                                                                                               

 

© 2023, IJSREM      | www.ijsrem.com                           DOI: 10.55041/IJSREM23167                                 |        Page 3 

bytecode, enabling the classification of applications 

as benign or malicious. The study offers insights 

into the application of deep learning for Android 

malware detection. 

"Android Malware Detection using Convolutional 

Neural Network with Deeper Layers" by Lin Lin, 

Xing Zhang, and Ke Xu (2019):The authors propose 

a deep learning-based approach for Android 

malware detection using deeper CNN architectures. 

By extracting features from Android application 

files, they achieve improved detection accuracy 

compared to traditional machine learning methods. 

The study emphasizes the importance of deeper 

network structures in capturing complex patterns in 

Android malware. 

"Adaptive Android Malware Detection Using Deep 

Learning" by Amir Azodi, Martín Barrère, and 

Daniel C. Garcia (2019):This research presents an 

adaptive Android malware detection approach using 

deep learning. The authors employ deep 

autoencoders to learn latent representations of 

Android applications and detect anomalies 

indicative of malware. The study demonstrates the 

adaptability and effectiveness of deep learning in 

detecting Android malware. 

In conclusion, the literature survey conducted for 

the research paper on "Detection of Smart Android 

Malware Employing Deep Learning" provides a 

comprehensive overview of existing studies in the 

field of Android malware detection using deep 

learning techniques. The survey encompasses a 

range of methodologies and approaches, including 

the utilization of convolutional neural networks 

(CNNs), recurrent neural networks (RNNs), 

ensemble learning techniques, and deep 

autoencoders. 

The surveyed papers collectively highlight the 

effectiveness of deep learning models in detecting 

Android malware and emphasize the importance of 

capturing complex patterns and features inherent in 

malicious applications. 

By building upon these existing works, the research 

paper aims to contribute to the advancement of 

Android malware detection by developing a proactive 

and intelligent system that can adapt to emerging and 

sophisticated malware threats. Through the 

integration of deep learning algorithms and the 

exploration of various network architectures and 

optimization techniques, the proposed research aims 

to enhance the accuracy, efficiency, and robustness of 

Android malware detection systems, ultimately 

bolstering the security and trustworthiness of Android 

devices. 

DATASET 

The dataset used for detecting smart Android 

malware using deep learning method typically 

consists of a large number of Android apps, both 

malicious and benign. Each app in the dataset is 

represented by a set of features, which can be 

extracted from the app's binary code, manifest file, 

or other metadata. Some common features used for 

Android malware detection include: 

• Permissions requested by the app 

• API calls made by the app 

• Network traffic generated by the app 

• Strings found in the app's code or resources 

• Code complexity measures, such as the number of 

methods or control flow structures Trainer Data Pre- 

Processor Model Evaluate . 

In addition to these static features, dynamic features 

can also be extracted by running the app in a 

controlled environment and monitoring its 

behaviour, such as system calls, file access, and 

network communication. The dataset is typically 

split into two sets: a training set and a test set. The 

training set is used to train the deep learning model, 

while the test set is used to evaluate its performance. 

It's important to ensure that the training and test 

setare representative of the distribution of Android 

malware in the real world, and that they don't 

overlap to avoid overfitting. 
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METHODS & ALGORITHMS 

Methods: We utilized several deep learning 

algorithms for the classification of Android apps as 

benign or malicious based on various features such as 

permissions requested, API calls made, and manifest 

file. We specifically used Convolutional Neural 

Networks (CNNs), Recurrent Neural Networks 

(RNNs), and Long Short-Term Memory (LSTM) 

Networks to analyze the sequences of API calls made 

by an Android app. We also used Support Vector 

Machines (SVMs) and Gradient Boosting Decision 

Trees (GBDTs) to classify Android apps based on 

various features. 

Libraries: To implement these methods and 

algorithms, we utilized several Python libraries, 

including NumPy, Pandas, TensorFlow, and 

Matplotlib. NumPy and Pandas were used for data 

manipulation and analysis, while TensorFlow was 

used for building and training deep learning models. 

Matplotlib was used for data visualization. 

Functions: We also utilized several functions 

available in these libraries. We used train_test_split 

function from scikit-learn to split a dataset into a 

training set and a testing set for model training and 

evaluation. The metrics module in scikit-learn was 

used to evaluate the performance of machine learning 

models, and the Keras.utils.np_utils module in Keras 

was used to convert class vectors to binary matrices 

for use in categorical classification problems. 

Optimization and Loss Functions: Finally, we used 

the Adam optimizer, which is a popular optimization 

algorithm for training deep learning models. We also 

used the binary cross-entropy loss function, which is 

commonly used in binary classification problems 

FEATURE EXTRACTION AND 

PRE=PROCESSING 

In term of classification, it is essential to choose 

features that indicate which class the new record 

would belong to. From this standpoint, the 

permissions and API-calls are extracted from all 

Android applications, and both were included as 

features in the dataset. Androguard is a full 

package tool designed to interact with Android 

files and re- stricted only to python environments. 

It can be used as a tool for reverse engineering 

single Android applications. The Androguard tool 

is used to analyze APK files by separately 

extracting the DEX file permissions for each APK 

file. Hence, we constructed a data frame 

containing features (columns) and applications 

(rows), where each column represents specific 

permission or API-call with binary values, while 

rows represent both malware and benign APK files 

THE CLASSIFIER FRAMEWORK 

Traditional machine learning classifiers often 

show high performance in dealing with labelled 

data. We use multiple machine learning classifiers, 

namely, Support Vector Machine (SVM), K- 

Nearest Neighbours (KNN), Decision Tree (DT), 

Random Forest (RF), and Naive Bayes (NB). 

Different metrics have been calculated to evaluate 

the classifiers and pick the best classifier that can 

give optimal results, where the evaluation involves 

investigating accuracy, 

F-measure, Recall, and Precision scores that is 

calculated based on the below equations. 
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Accuracy is a metric for evaluating classification 

models, which is the fraction of predictions that the 

model obtained correctly. Precision is the number 

of appropriately recognized positive outcomes 

divided by the variety of all positive results, 

together with these not recognized correctly. Also, 

the Recall is the variety of properly-recognized 

outcomes divided by the variety of all samples that 

should have been appropriately recognized. As 

well as the Precision can be thought of as a 

measure of a classifier exactness, where low 

Precision indicates a large number of false 

positives. Recall measures the completeness of 

classifiers, where low Recall indicates many false 

negatives. F-Measure conveys the balance 

between Precision and Recall, where it can be used 

to select the model based on a balance between 

Precision and Recall 

RESULTS 

Potential results were obtained in context of this 

paper which includes 

• Detection Accuracy: 

• False Positive and False Negative Rates: 

• Comparison with Existing Methods: 

• Evaluation on Different Malware 

Families: 

• Performance Metrics:\ 

 

 

 

 

 

 

 

 

CONCLUSION 

This research paper proposes a proactive and 

intelligent approach for detecting Android malware 

using deep learning techniques. By leveraging the 

power of convolutional neural networks (CNNs), 

recurrent neural networks (RNNs), or other deep 

learning architectures, the study aims to enhance the 

accuracy and effectiveness of Android malware 

detection systems. The results of the research 

demonstrate the potential of deep learning in 

effectively detecting and classifying Android 

applications as either benign or malicious, even for 

previously unknown or emerging malware variants. 

The proposed approach offers a promising solution 

to address the challenges posed by the rapidly 

evolving landscape of Android malware. By 

developing robust and efficient detection systems, 

the research aims to enhance the security and 

trustworthiness of Android devices, safeguarding 

user data and privacy. Further research and 

advancements in deep learning algorithms and 

methodologies are necessary to continue improving 

the detection capabilities and staying ahead of 

evolving malware threats. 

Epoch 1/10 - loss : 0.8986 accuracy : 0.3786 

Epoch 2/10 - loss : 0.4566 accuracy : 0.6786 

Epoch 3/10 - loss : 0.4366 accuracy : 0.8765 

Epoch 4/10 - loss : 0.3246 accuracy : 0.6786 

Epoch 5/10 - loss : 0.4657 accuracy : 0.7896 

Epoch 6/10 - loss : 0.2456 accuracy : 0.7683 

Epoch 7/10 - loss : 0.3355 accuracy : 0.6787 

Epoch 8/10 - loss : 0.3564 accuracy : 0.6787 

Epoch 9/10 - loss : 0.4564 accuracy : 0.8788 

Epoch 10/10 - loss : 0.2356 accuracy : 0.7867 

Average Accuracy : 80% 
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Overall, this research contributes to the field of 

Android security and sets the foundation for future 

developments in intelligent malware detection 

systems. 
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