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Abstract: The proliferation of the Internet of Things (IoT) has catalyzed a paradigm shift in automotive telematics, 

moving beyond fleet management to empower individual owners of conventional internal combustion engine (ICE) 

vehicles. This paper reviews the 

developmental trajectory, architectural frameworks, key enabling technologies, applications, and challenges associated 

with IoT-integrated real-time performance monitoring systems for conventional cars. We analyze the evolution from 

basic On-Board Diagnostics (OBD-II) 

loggers to sophisticated cloud-based analytics platforms that leverage Machine Learning (ML) and edge computing. 

The core architecture is deconstructed into sensing (via OBD-II and additional sensors), connectivity (4G/5G, 

Bluetooth, CAN Bus), cloud processing, and user-facing applications. Key applications reviewed include predictive 

maintenance, real- 

time diagnostics, eco-driving assistance, security enhancement, and usage-based insurance (UBI). Despite significant 

advancements, challenges such as data security, privacy, system interoperability, and network latency remain critical 

hurdles. This review concludes that the continued integration of IoT in conventional vehicles is not only bridging the 

data gap with connected and electric vehicles but also creating a new ecosystem for automotive 

aftermarket services, enhanced safety, and sustainable vehicle ownership. 
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1. Introduction 

The automotive industry is undergoing a profound transformation driven by connectivity, electrification, and 

automation. While significant attention is focused on Electric Vehicles (EVs) and autonomous driving, the vast 

majority of the global vehicle parc still consists of conventional Internal Combustion Engine (ICE) vehicles. 

Extending the benefits of 

digitalization to these existing assets is a critical challenge and a substantial market opportunity. 

The integration of the Internet of Things (IoT) provides a powerful solution. An IoT- 

integrated real-time performance monitoring system transforms a conventional car into a data-generating node on the 

internet. This system continuously collects, transmits, and analyzes vehicular data, providing unprecedented insights 

into the vehicle's health, 

performance, and usage patterns. The development of these systems has evolved from simple code readers to 
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intelligent platforms that can predict failures, optimize performance, and enhance the overall ownership experience. 

This paper aims to comprehensively review the development of these systems, detailing their technological 

underpinnings, architectural components, and the expanding landscape of their applications, while also addressing the 

persistent challenges and future directions. 

 

 

2. Historical Development and Evolution 

The development of these systems is intrinsically linked to the standardization of vehicle diagnostics. 

• Pre-OBD-II Era: Early diagnostics were manufacturer-specific and required proprietary tools, limiting the 

potential for universal aftermarket solutions. 

• Advent of OBD-II (1996 onwards): The mandatory implementation of the On-Board Diagnostics II 

(OBD-II) port in the US and later in other regions was a watershed 

moment. It provided a standardized interface for accessing a wealth of real-time data (e.g., engine RPM, vehicle speed, 

coolant temperature, diagnostic trouble codes - DTCs) and standardized emission-related diagnostics. 

• First-Generation Loggers: The first IoT devices were simple OBD-II dongles that could log data to an SD 

card or, later, stream it via Bluetooth to a smartphone. Analysis was primarily post-processing. 

• Rise of Cloud Connectivity: The integration of cellular modems (e.g., 4G LTE) into OBD-II dongles 

enabled direct-to-cloud data transmission, facilitating real-time monitoring and over-the-air (OTA) updates. 

• The Smartphone Ecosystem: The ubiquity of smartphones turned them into a 

powerful hub for these systems, using Bluetooth to connect to the dongle, providing GPS data, and serving as the 

primary user interface. 

• Current Era: Intelligence and Edge Computing: Modern systems incorporate edge computing, where the 

dongle itself performs preliminary data filtering and anomaly detection to reduce cloud data load and latency. 

Furthermore, cloud platforms now 

employ sophisticated Machine Learning (ML) models for predictive analytics, moving from descriptive ("what 

happened") to prescriptive ("what will happen and what to do") insights. 

3. System Architecture 

A typical IoT-based vehicle monitoring system comprises four distinct layers, as illustrated in the architecture below, 

which works in a continuous cycle of data acquisition, transmission, analysis, and user feedback. 

3.1. Sensing and Edge Layer 

This is the physical data acquisition layer installed in the vehicle. 

• OBD-II Dongle: The primary gateway. It interfaces with the vehicle's Controller Area Network (CAN Bus) 

to poll data from various Electronic Control Units (ECUs). 

• Data Sourced: The system collects a wide array of parameters, including: 

o Engine Parameters: RPM, load, coolant temperature, intake air temperature, fuel trim, throttle 

position. 

o Vehicle Dynamics: Vehicle speed, odometer reading. 

o Fault Codes: Active and pending Diagnostic Trouble Codes (DTCs). 

o Emission Data: Oxygen sensor readings, catalyst temperature. 

• Supplementary Sensors: Modern dongles often include integrated GPS for location tracking, an Inertial 

Measurement Unit (IMU) for detecting harsh 

braking/acceleration/cornering, and can interface with external cameras or sensors. 
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3.2. Connectivity Layer 

This layer is responsible for transmitting the collected data to the cloud platform. 

• Short-Range Communication: Bluetooth Low Energy (BLE) is common for 

smartphone-centric systems, where the phone acts as a relay and provides internet connectivity. 

• Long-Range Communication: Embedded 4G/LTE and increasingly 5G modems in dongles enable direct, 

independent cloud connectivity. This is essential for real-time tracking and applications that require constant 

connectivity without a smartphone. 

• In-Vehicle Network: The CAN Bus remains the critical internal network that allows the OBD-II dongle to 

communicate with the various ECUs. 

3.3. Application Layer 

This is the user-facing component that delivers insights. 

• Mobile/Web Applications: Provide dashboards for vehicle health scores, trip history, fuel efficiency, and 

maintenance schedules. They push personalized notifications and alerts to the user. 

• Third-Party Integrations: APIs allow data to be shared with other systems, such as: 

o Fleet Management Portals: For managing entire vehicle fleets. 

o Insurance Companies: For Usage-Based Insurance (UBI) programs. 

o Service Centers: Allowing workshops to pre-diagnose issues before a vehicle arrives. 

4. Key Applications and Benefits 

• Predictive and Proactive Maintenance: The most significant application. By analyzing trends in engine 

parameters, the system can alert the user to deteriorating 

components (e.g., oxygen sensors, spark plugs, battery) before they fail, reducing downtime and repair costs. 

• Real-Time Diagnostics and Alerts: Immediate notification of check engine lights and DTCs, with plain-

English explanations and severity assessment. 

• Eco-Driving and Fuel Efficiency: Monitoring driving behaviors (harsh acceleration, idling, speeding) and 

providing feedback to promote fuel-efficient driving habits, reducing costs and emissions. 

• Enhanced Security and Theft Recovery: Real-time location tracking, geofencing alerts, and engine 

disable features can deter theft and aid in vehicle recovery. 

• Usage-Based Insurance (UBI): Insurance premiums are calculated based on actual driving behavior 

(mileage, time of day, smoothness of driving) rather than 

demographic proxies. 

• Fleet Management Optimization: For commercial fleets, these systems are indispensable for route 

optimization, driver safety monitoring, and managing maintenance schedules across hundreds of vehicles. 

5. Challenges and Limitations 

Despite the rapid advancement, several challenges persist: 

• Data Security and Privacy: The OBD-II port and connected dongles represent a 

potential attack vector for cyber-attacks. Furthermore, the collection of location and driving behavior data raises 

significant privacy concerns. Robust encryption and clear data governance policies are non-negotiable. 

• Interoperability and Standardization: While OBD-II standardizes basic parameters, many valuable data 

points (e.g., transmission temperature, specific sensor readings) are manufacturer-specific and require reverse 

engineering, limiting universal 

compatibility. 
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• Data Accuracy and Reliability: The accuracy of derived insights (e.g., fuel consumption calculated 

from MAF sensor readings) can vary between vehicle models and depends on the quality of the sensors and the dongle 

itself. 

• Network Latency and Connectivity: Real-time decision-making can be hampered by cellular network 

latency or dead zones. Edge processing is crucial to mitigate this. 

• Power Management: For devices plugged into the OBD-II port, preventing battery drain when the vehicle 

is off is a critical design consideration. 

6. Future Directions 

The future development of these systems will be shaped by several key trends: 

• Deep Integration with Vehicle ECUs: Moving beyond the OBD-II port to a more deeply integrated, 

OEM-supported telematics unit for richer, more reliable data. 

• Advanced AI/ML Models: Incorporating more sophisticated deep learning and digital twin technology to 

create high-fidelity virtual models of the vehicle for ultra-accurate predictive maintenance. 

 

• V2X (Vehicle-to-Everything) Integration: Enabling conventional vehicles to 

communicate with infrastructure (V2I), other vehicles (V2V), and networks (V2N), enhancing situational awareness 

and traffic efficiency. 

• Blockchain for Data Security and Monetization: Using blockchain to create secure, transparent logs of 

maintenance history and allowing users to own and potentially monetize their vehicle data. 

• Augmented Reality (AR) for Repairs: Integrating with AR glasses to overlay real-time sensor data and 

repair instructions for mechanics. 

7. Conclusion 

The development of IoT-integrated real-time performance monitoring systems has 

fundamentally changed the relationship between owners and their conventional vehicles. By leveraging a stack of 

technologies from the standardized OBD-II port to powerful cloud- based AI, these systems have democratized 

advanced telematics, making it accessible for the entire fleet of existing ICE vehicles. They deliver tangible benefits in 

cost savings, safety, 

security, and environmental impact. While challenges related to security, privacy, and 

interoperability must be continuously addressed, the trajectory is clear: the conventional car is becoming a deeply 

connected, intelligent, and data-rich component of the broader IoT 

ecosystem, paving the way for a smarter and more sustainable automotive future. 
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