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ABSTRACT :There is an immense need of a Proof of
Delivery (PoD) of todays digital media and content,
especially those that are subject to payment. Current
PoD systems are mostly centralized and heavily
dependent on a Trusted Third Party (TTP) especially
for payment. Such existing PoD systems often lack
security, transparency and visibility, and are not highly
credible, as the TTP can be subject to failure,
manipulation, corruption, compromise and hacking.
Blockchain is used to create a decentralized solution.
Utilizing blockchain’s immutable and tamper-proof
logs, accountability and auditability can be easily
achieved. Ethereum which makes blockchain a
programmable distributed ledger is used in our
implemented solution to create a PoD solution for the
digital media. The solution uses a smart contract to
allow customers to request the content and be uniquely
identified using Cryptographic Hash derived by Sha3
in Ethereum Blockchain. Our solution includes off-
chain secure download activity involving the file
server and the customers.

KEYWORDS: blockchain, etherum, digital
content,smart contract, proof of delivery ,ethereum
explorer

INTRODUCTION : A blockchain is a public database
that is updated and shared across many computers in a
network. Block refers to data and state being stored in
consecutive groups known as blocks. If you send ETH
to someone else, the transaction data needs to be added
to a block to be successful. Chain refers to the fact that
each block cryptographically references its parent.

In other words, blocks get chained together. The data
in a block cannot change without changing all
subsequent blocks, which would require the consensus
of the entire network. In the Ethereum universe, there
is a single, canonical computer called the Ethereum
Virtual Machine, or EVM whose state everyone on the

Ethereum network agrees on. Everyone who
participates in the Ethereum network (every Ethereum
node) keeps a copy of the state of this computer.
Additionally, any participant can broadcast a request
for this computer to perform arbitrary computation.
Whenever such a request is broadcast, other
participants on the network verify, validate, and carry
out the computation. This execution causes a state
change in the EVM, which is committed and
propagated throughout the entire network. Requests for
computation are called transaction requests; the record
of all transactions and the EVM's present state gets
stored on the blockchain, which in turn is stored and
agreed upon by all nodes. Cryptographic mechanisms
ensure that once transactions are verified as valid and
added to the blockchain, they can't be tampered with
later. The same mechanisms also ensure that all
transactions are signed and executed with appropriate
permissions.

With the ease and the advancement of communication
nowadays, anyone can be a creator. In today’s digital
ecosystem, any digital content can be copied and
distributed without loss of quality. The existing digital
rights management system has not substantially
reduced copyright infringements.

To track the content uniqueness and ownership we
implementing a new decentralized system for
registration, licensing and distribution of digital
content using a blockchain solution. The execution of
the system is taking place without the involvement of
intermediaries. The solution utilizes the key features of
the blockchain technology, Ethereum smart contracts,
as well as the distributed ledger to achieve a
decentralized, trusted, traceable, secure delivery of the
digital content, with automatic payment and dispute
handling.
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BLOCKCHAIN: Blockchain is a system of recording
information in a way that makes it difficult or
impossible to change, hack, or cheat the system. A
blockchain is essentially a digital ledger of transactions
that is duplicated and distributed across the entire
network of computer systems on the blockchain. Each
block in the chain contains several transactions, and
every time a new transaction occurs on the blockchain,
a record of that transaction is added to every
participant’s ledger. The decentralized database
managed by multiple participants is known as
Distributed Ledger Technology (DLT). Blockchain is a
type of DLT in which transactions are recorded with an
immutable cryptographic signature called a hash.
Blockchain seems complicated, and it definitely can
be, but its core concept is quite simple. A blockchain is
a type of database. To be able to understand
blockchain, it helps to first understand what a database
is. A database is a collection of information that is
stored electronically on a computer system. In
databases, information or data is typically structured in
table format to allow for easier searching and filtering
for specific information.

Block explorers enable you to search for information
on a particular blockchain. Block explorers are one of
the most important tools in a crypto enthusiast’s
arsenal. They provide an online interface for searching
a blockchain, and enable you to retrieve data about
transactions, addresses, blocks, fees, and more. Each
block explorer provides data about a particular
blockchain, and the type of information included will
vary depending on the architecture of the blockchain it
serves.

ETHEREUM: Ethereum is a blockchain platform
with its cryptocurrency, called Ether (ETH) or
Ethereum, and its programming language, called
Solidity. As a blockchain network, Ethereum is a
decentralized public ledger for verifying and recording
transactions. The network's users can create, publish,
monetize, and use applications on the platform, and
use its Ether cryptocurrency as payment. Insiders call
the decentralized applications on the network "dapps."
Ethereum is an open-source blockchain-based platform
used to create and share business, financial services,
and entertainment applications. Ethereum users pay
fees to use dapps. The fees are called "gas" because
they vary depending on the amount of computational

power required. Ethereum has its associated
cryptocurrency, Ether or ETH.

Ethereum is a permissionless, non-hierarchical
network of computers (nodes) that build and come to a
consensus on an ever-growing series of "blocks", or
batches of transactions, known as the blockchain. Each
block contains an identifier of the block that it must
immediately follow in the chain if it is to be considered
valid. Whenever a node adds a block to its chain, it
executes the transactions therein in their order, thereby
altering the ETH balances and other storage values of
Ethereum accounts. These balances and  values,
collectively ~ known as the state, are
maintained  on the node's computer separately
from the blockchain, in a Merkle tree.Each node
communicates with a relatively small subset of the
network, known as its peers. Whenever a node wishes
to include a new transaction in the blockchain, it sends
the transaction to its peers, who then send it to their
peers, and so on. In this way, it propagates throughout
the network. Certain nodes, called miners, maintain a
list of all of these new transactions and use them to
create new blocks, which they then send to the rest of
the network.Whenever a node receives a block, it
checks the validity of the block and all of the
transactions therein and, if valid, adds it to its
blockchain and executes all of the said transactions. As
the network is non-hierarchical, a node may receive
competing blocks, which may form competing chains.
The network comes to a consensus on the blockchain
by following the "longest-chain rule", which states that
the chain with the most blocks at any given time is the
canonical chain.

This rule achieves consensus because miners do not
want to expend their computational work trying to add
blocks to a chain that will be abandoned by the
network.

ETHER :Ether (ETH) is the cryptocurrency generated
by the Ethereum protocol as a reward to miners in a
proof-of-work system for adding blocks to the
blockchain. It is the only currency accepted in the
payment of transaction fees, which also go to miners.
The block reward together with the transaction fees
provides the incentive to miners to keep the blockchain
growing (i.e. to keep processing new transactions).
Therefore, ETH is fundamental to the operation of the
network. Each Ethereum account has an ETH balance
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and may send ETH to any other account. The smallest
subunit of ETH is known as a Wei and is equal to
10—18 ETH. Ether is often erroneously referred to as
"Ethereum".Ether is listed on exchanges under the
ticker symbol ETH.

SMARTCONTRACT: Self-executing,automate
applications containing terms and conditions that
execute on a blockchain Traditionally, when two
parties enter into a contract, they utilize the services of
a trusted third party to execute the agreement Smart
Contracts are simple programs, running on a
blockchain under predefined conditions without any
third party A smart contract is a computer program or a
transaction protocol that is intended to automatically
execute, control, or document legally relevant events
and actions according to the terms of a contract or an
agreement. The objectives of smart contracts are the
reduction of need in trusted intermediates, arbitrations,
and enforcement costs, fraud losses, as well as the
reduction of malicious and accidental exceptions.
Vending machines are mentioned as the oldest piece of
technology  equivalent  to smart contract
implementation. 2014's white paper about the
cryptocurrency Ethereum describes the Bitcoin
protocol as a weak version of the smart contract
concept as defined by computer scientist, lawyer, and
cryptographer Nick Szabo. Since Ethereum, various
cryptocurrencies support scripting languages which
allow for more advanced smart contracts between
untrusted parties. Smart contracts should be
distinguished from smart legal contracts.

The latter refers to a traditional natural language
legally-binding agreement which has certain terms
expressed and implemented in machine-readable code
Smart contracts were first proposed in the early 1990s
by Nick Szabo, who coined the term, using it to refer
to "a set of promises, specified in digital form,
including protocols within which the parties perform
on these promises”. In 1998, the term was used to
describe objects in the rights management service
layer of the system The Stanford Infobus, which was
a part of the Stanford Digital Library Project.

EXISTING SYSTEM: In the Existing Asset
Management system search user request the content
access to the data owner. The user will get the digital
content once the data owner approves the access. A
centralized system that lacks transparency and no

automation profit distribution for the content
download. The Existing system did not check for the
content uniques for content creators while uploading.

ISSUES IN EXISTING SYSTEM : No
Micropayment based pricing model . Lack of sales
transparency with the current service providers.Piracy
and copy rights infringements Issues. Profit
distribution with the intermediaries

PROPOSED SYSTEM :This project platform allows
the user (content creator) to add the content which in
turn verifies the ownership of the content and adds it to
the blockchain. The content ownership verification is
automatically takes place whenever the user adds the
content ledger using Smart Contract.This project uses
the benefits of blockchain which allows any registered
user can check the details of the content such as owner,
data created, price, etc. When the user requests access
to the content by paying the required amount, the smart
contract fetches the data from the blockchain and is
shared with the user. The owner gets paid for every
download of its content.

BENEFITS OF PROPOSED SYSTEM :
e Micropayments for content
e Transparency
e High security
e Royalty distribution

e Elimination of Middleman

SYSTEM REQUIREMENTS
HARDWARE REQUIREMENTS :
e  Processor Type : Pentium IV
e Speed :2.4GHZ
e RAM :256 MB

e Harddisk :20GB
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SOFTWARE REQUIREMENTS :

BLOCKCHAIN : ETHEREUM
LANGUAGE : SOLIDITY
FRONT END : BOOTSTRAP
BACKEND : JAVA

SYSTEM DESIGN :

Automatically Content Creator

Adds
content

‘ Recieves Payment > -

Smartcontract Smartcontract
/\ Stored in
blockchain
Blockchain

View content
details

> o

Content User

Pays and Access
the content

MODULE DESCRIPTION

USER MODULE :The user module allows users to
register, log in, and log out. Users benefit from being
able to sign on because this associates content they
create with their account and allows various
permissions to be set for their roles. The user module
supports user roles, which can be set up with fine-

grained permissions allowing each role to do only what
the administrator permits. Each user is assigned one or
more roles. By default there are three roles:
anonymous (a user who has not logged in) and
authenticated (a user who is registered), and
administrator (a signed-in user who will be assigned
site administrator permissions).

Users can use their own name or handle and can fine-
tune some personal configuration settings through their
individual account page. Registered users need to
authenticate by supplying their username and
password, or alternately an OpenID login.

A visitor accessing your website is assigned a unique
ID, the so-called session ID stored in a cookie. For
security's sake, the cookie does not contain personal
information but acts as a key to retrieving the
information stored on your server.

FILE MODULE : File module is used to deal with the
files, directories, and symlinks. You can create or get
the file details form Blockchain Ledger through file
module. The File module enables you to upload and
attach files to content and to manage these uploads if
you have the appropriate permissions.

This module is responsible for validating file content
and managing uploaded files. It also provides options
for displaying file content.As a site administrator, you
will be able to control what type of files can be
uploaded and their maximum size. The File module
provides its functionality by defining a File field type
for the field module.

CUSTOMER EXPLORER The public ledger
stores data such as Ethereum transactions, Ethereum
wallet addresses and balances. By using a Ethereum
block explorer, you can search through this data and
find the relevant information you might need. There
are multiple ways in which the Ethereum block
explorer is vital during your cryptocurrency adventure.

eTransaction details

eEvent websocket for smart contract
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CONTENT CREATOR :The content creator is used metamask
to register and login process and Connect to the T
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the smart contract and the smart contract verify the _ loginhegiter
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transaction REGISTRATION FORM :

CONTENT CUSTOMER : The content customer
used to register and login process and Connect to the
metamask and the content customer search for the
content they need and they download the smart
contract verify the document details and Create
transaction and gives the payment details and smart
contract retrieve document from the blockchain.
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The decentralization, auto-enforcing ability, and
verifiability characteristics of smart contracts enable
their encoded business rules to be executed in a peer-
to-peer network, where each node is “equal” and none
has any special authority without the involvement of a
trusted authority or a central server. Thus, smart
contracts are expected to revolutionize many
traditional industries, such as financial, healthcare,
energy, etc. Next version of this project will be
developed in the future to improve the Digital Asset
Management system.
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