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Abstract— Digital watermarking has become an essential
method for encrypting multimedia files by adding
undetectable data. In this work, we present a novel approach
to digital watermarking that makes use of the Singular
Value Decomposition (SVD) and Discrete Wavelet
Transform (DWT) methods. By combining these methods,
robustness against different types of attacks can be achieved
while preserving excellent perceptual quality. Our approach
ensures resilience and invisibility by embedding the
watermark in the singular values that are obtained from the
decomposition of DWT subbands. The outcomes of the
experiments show that the suggested strategy is more
efficient and effective than the current techniques when it
comes to maintaining image quality and being resistant to
common image processing threats.

I INTRODUCTION

Nowadays, the majority of people utilize the Internet to post
pictures and videos of their daily activities on sharing websites
and social media. Since they are dispersed throughout the
Internet, data are open to unwanted access. The ease of access to
the Internet exacerbates intellectual property violations, which
are made possible by such unlawful access. With recent
technical improvements, there has been an increase in the
unlawful use, misappropriation, and misrepresentation [1] of
digital data. Copyright violations and misappropriations are seen
as the main dangers. Owing to the massive volume of material
that is exchanged, copyright infringement of this kind are
frequently difficult to trace on the Internet. Moreover, thousands
of lawsuits seeking ownership verification are being brought in
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courts as a result of these infringements. The key to pursuing a
copyright violation lawsuit is having the capacity to demonstrate
who owns an image or other digital media.
However, if digital data is not registered in an intellectual property
registry—which is expensive for those who create digital
content—there is no recognized standard to demonstrate
ownership of such data. Currently, digital watermarking is a
widely accepted technique for demonstrating ownership.
A collection of factors control the quality of watermark embedding
into digital data. These factors include the following. These
include the embedded watermark's adequate capacity, robustness
against potential attacks, and inability to corrupt the original data.
With an informed (hon-blind) detector based on Discrete Wavelet
Transformation (DWT) and Singular Value Decomposition (SVD)
for color images, the technique described in the study constitutes
an undetectable watermarking scheme for color images. It is
demonstrated empirically that the watermarks implanted by the
algorithm meet the aforementioned quality requirements.

The remainder of the paper is structured as follows. Section Il
provides the related work and followed by the proposed method in
Section 1ll. Section 1V consists of the Performance Metrices, In
Section V we have Experimental Evaluation and this paper
concludes in Section V1.

Il REVIEW OF RELATED WORKS

Review of literature survey has been conducted on discrete
wavelet transformation (DWT), discrete cosine transform
(DCT) combined with singular value decomposition (SVD)
techniques for hiding information in digital color images.

In [1] Paper proposes a novel watermarking technique for color
images to protect digital multimedia data from unauthorized
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access. It uses a unique combination of HL sub-band of Discrete
Wavelet Transform (DWT) and Singular Value Decomposition
(SVD). The technique adds singular matrices obtained from
SVD to the DWT applied watermark image, enhancing its
quality. Experimental results show promising performance on
benchmark test images.In [2] The digital information revolution
has brought both advantages and challenges in protecting
ownership and preventing unauthorized manipulation of digital
media. Watermarking is a key method for copyright protection,
hiding proprietary information in digital media. This paper
presents a robust image watermarking algorithm using DWT and
SVD to embed two watermarks in the HL and LH bands of the
host image. Simulation evaluation demonstrates the technique's
ability to withstand various attacks.

In [3] Paper proposes a watermarking algorithm for color images
using Discrete Wavelet Transform, Discrete Cosine Transform,
and Singular Value Decomposition (DWT-DCT-SVD). The
algorithm converts the host color image from RGB to YUV,
applies a layer of DWT to the luminance component, divides the
low frequency into blocks, and conducts SVD with each block.
The algorithm effectively resists common watermark attacks.
The image is converted to K level in [4] using the DWT
approach.

The watermark is hidden and the middle frequency band LH and
HL are SVD converted. A similar distributed discrete wavelet
transform approach is used to incorporate the watermark in the
high and low frequency bands (DDWT).
Both algorithms have undergone attack testing and have
demonstrated their resilience to cropping attempts. The
suggested strategy is strong against attacks like rotation,
Sharpness, Histogram Equalization, Contrast Adjustment, and
Gaussian Noise since it takes advantage of the SVD
watermarking technique.

In [5], an image is subjected to a three-level DWT
decomposition in order to obtain ten bands of frequencies. To
embed the watermark, the ten bands of frequency coefficients
are SVD converted. It is discussed a new watermarking strategy
for images that uses the wavelet domain's Singular Value
Decomposition (SVD) and Human Visual System (HVS). Its
improved performance for scaling attacks, cropping, and
compression is demonstrated by experimental findings. In [6], a
picture is transformed into bands of varying frequencies using
the two-level decomposition of DWT. A certain band is then
chosen and divided into blocks of a certain size.4x4 for data
embedding. Every block has undergone SVD transformation,
and a watermark is concealed within each block's diagonal
matrix. The correlation factor NC is used to calculate how
similar the extracted watermark from the attacked image is to
the original watermark. The algorithm demonstrates that the
watermarking approach works better than the traditional DWT
algorithm in terms of robustness against Gaussian noise,
compression, and cropping assaults when DWT is paired with
SVD technique.

In [7] Paper proposes a hybrid image watermarking technique
that combines various transforms like RDWT, DCT, SVD, and
trigonometric functions to create a non-blind, robust, and
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reversible scheme. The algorithm is tested on various formats and
intensity watermarks, showing robustness against various attacks
and maintaining indistinguishable visual quality even when
distorted. This technique can be used for copyright protection,
ownership problems, content verification, and authentication. In
[8] The proposed watermarking technique combines DWT and
DCT, offering low frequency watermarking with weighted
correction. DWT has excellent spatial localization, frequency
spread, and multi-resolution characteristics, similar to the human
visual system. DCT provides compression and DWT offers
scalability. Watermark bits are embedded in the low frequency
band of each DCT block of selected DWT sub-band. Weighted
correction improves imperceptibility. The algorithm preserves
superior image quality and robustness under various attacks, unlike
other approaches.

In [9] Digital image watermarking is widely used due to its
accessibility and protection against illegal use. This paper
compares two digital image watermarking techniques based on
DCT, DWT, and SVD. Scheme-A uses a conventional DCT-
DWT-SVD hybrid watermarking technique, while scheme-B uses
an image scrambling method. The quality of the extracted
watermark is measured using normalized correlation (NC) between
the original and distorted watermarked image. The preferred
technique achieves higher NC values than the conventional
scheme. In [10] Internet technology has revolutionized our lives,
but duplication and unauthorized use of information pose
significant threats. Techniques like digital watermarking,
steganography, and cryptography have been introduced to combat
these issues. Digital watermarking embeds secret data into digital
signals, using techniques like Least Significant Bit and Patch Work
Algorithm. A new method combining DCT and DWT techniques
for digital watermarking is proposed, enhancing image quality and
reducing the Mean Square Error.

11l PROPOSED METHOD

In this research, we offer a new approach to watermark digital
images utilizing Singular Value Decomposition (SVD) and
Discrete Wavelet Transform (DWT). The goal of this technique is
to add undetectable watermarks to photos while maintaining
security against frequent assaults. Our solution balances security
and invisibility by using SVD for feature extraction and DWT for
frequency analysis. We show that our approach effectively
prevents illegal use or modification of digital photos through
experimental validation.

1. DWT
The Discrete Wavelet Transform (DWT) is a signal processing
technique that decomposes a signal into approximation and detail
coefficients across multiple scales. This procedure involves
downsampling an image, first for the rows and then for the
columns, after it has been through both high pass and low pass
filtering. The original image is first broken down by the filter into
four multi-resolution, non-overlapping subband images using
DWT. These four images consist of one low-frequency component
(LL) termed an approximate sub-image that converges of strength
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original image and three high-frequency parts (HL, LH, and HH)
called detail sub-images. The stability of the approximation sub-
image is superior to the detail sub-images, and it receives the
majority of the image's energy. In a 2D application, do DWT in
both the vertical and horizontal directions in order to break
down an image into its component levels. The level numbers in
the multi-level decomposition procedure into the DWT domain
are provided as the secret key.

2. SVD

Because of its stability, Singular Value Decomposition (SVD)
provides a stable domain for watermark embedding in digital
image watermarking. Consider the image's subband as a matrix.
SVD of an image is given by A = USVT in which U (which
represents row information), S (which contains diagonal singular
values), and VAT (which represents column information). The
essential energy distribution of the image is captured by the
solitary values in S. During watermark embedding, the
watermark information is invisibly absorbed by gently altering
these values. This is useful because, in contrast to directly
changing pixel values, SVD manipulations are less obvious and,
at the same time, they remain resistant to attacks that could
change the structure of the image.

A) Embedding Process

T
LH
H2 | HH2 [ ot fue)
Cover Image
HL  HH

J

Watermark Logo

' enbeddng

LH

HH

I% Applying inverse DWT

Watermark Image

Fig 1

1. Input
e The original image that the watermark will be inserted
in is the input, or Cover Image (CI).
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e  The picture or pattern to be used as a watermark is called
the Watermark Logo (WL).

o Key (K): A secret key that's embedded during the process.

2.Wavelet Transformation

e To divide the Cover Image (ClI) into the LL (Low-Low),
HL (High-Low), LH (Low-High), and HH (High-High)
bands, apply the Haar Wavelet Transform.

3.Additional LL Band Decomposition:

e  Apply the Haar Wavelet Transform to further break down
the LL band that was acquired in the preceding step up to
the fourth level. The LL4, HL4, LH4, and HH4 bands are
the outcome of this.

4.Singular Value Decomposition (SVD):

e  The HH4 band should be subjected to SVD.

o Likewise, use SVD to break down the Watermark Logo
(WL) and get the matrices Uw, Sw, and Vw.

5.Swapping Singular Values:

e Swap the Watermark Logo's singular values for the HH4
band's singular values (diagonal components of Sw). By
doing this, it is ensured that the image's high-frequency
components contain the watermark information.

6. Signature Generation:

e Utilizing the matrices Uw and Vw from the Watermark
Logo's SVD, generate a signature. The secret key (K) is
used to generate the signature.

7.Embedding the signature:

e Insert the created signature into the LL4 band. This can
be accomplished in a number of ways, including by
performing transformations or changing particular
coefficients.

8.Inverse Wavelet Transformation:

e To create the watermarked image, apply the Inverse Haar
Wavelet Transform to the modified LL4, the original
HL4, LH4, and modified HH4 bands.

9.Output:

e The produced signature and the watermarked image are
the results of the embedding operation.

B) Extraction Process

i LH2 |
; HL2 | HH2 ‘
|
I _( HH SVD Decomposes the HH
band mulliply 3 malrices
Watermark Image HL HH
Extract the signature from LL4 sub band
I extraction
l % ULV,
Watermark Logo
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1. Input

e  Watermarked Image (WI): The watermarked image that
is integrated in the image.

e Watermark Logo (WL): The watermark design from
the beginning.

o Key (K): The embedding process's secret key

e Signature Authentication (SA): A flag that designates
whether the signature has to be verified at the time of
extraction.

2.Wavelet Transformation:

e Wavelet Transformation: To divide the Watermarked
Image (WI) into the four sub-bands of LLw, HLw,
LHw, and HHw, apply the Haar Wavelet Transform.

3. Additional LLw Band Decomposition:

e Apply the Haar Wavelet Transform to further break
down the LLw band that was acquired in the preceding
phase up to the fourth level. LLw_4, HLw_4, LHw_4,
and HHw_4 bands are the outcome of this.

4.Singular Value Decomposition (SVD):

e The Watermark Logo (WL) may be broken down using
Singular Value Decomposition (SVD) to produce the
matrices Uw_x, Sw_x, and Vw_x.

5.Signature Generation:

e Using the secret key (K) and the matrices Uw_x and
Vw_x from the Watermark Logo's SVD, generate a
signature.

6. Signature Authentication:

e To confirm authenticity, compare the extracted
signature with the generated signature if Signature
Authentication (SA) is enabled.

6. Singular Value Extraction:

e Take the singular values out of the Watermarked
Image's HHw_4 band.

7.Watermark Reconstruction:

e  Utilizing the recovered singular values and the matrices
Uw_x and Vw_x from the Watermark Logo's SVD,
reconstruct the watermark.

8.0utput:The extracted watermark logo and, if desired, the
created and rebuilt signatures are the results of the extraction
procedure.

IV PERFORMANCE MATRICES

1. MSE

For calculating the Mean Squared Error (MSE), we
have to concentrate on original value and values
received after the experiment. With the help of the
following formula, it can be calculated
MSE=_1 3" SV (£ ) - FG 1))
MN FU=t
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Here M and N are the height and width of the image
respectively. And f(i,j) is the pixel value of original image
and f(i,j) is the pixel value of embeded image.

2. PSNR

This proportion is generally utilized as value capacity between

the original image and the image retrieved after the

watermark. Here the value capacity is the amount of

information which are inserted to cover image. More capacity

means more information can be hidden. PSNR is used to

calculate the loss in quality of the image received after

watermark I*concerning the original image I. It is given as
MAX?

P1

MSE )

10lOg10

Here Imax is the higher pixel value of the image I. For an 8-bit
image, it is 255.

3. Correlation Coefficient

Zfl_l(Xi -0 -¥»

= e e e
r=vx AT—A ) a7 — 1)
i=1 i=1

In digital watermarking, the correlation coefficient (p) represents
the strength of linear connection between two variables. In the
context of watermarking, it gauges how similar the recovered
watermark signal (W') is to the original watermark signal (W).
This correlation coefficient, which provides a numerical indication
of how successfully the watermarking process retained and
recovered the embedded data, can be used to assess the similarity
between the original and returned watermarks. association
coefficients close to 1 show a strong positive association and imply
accurate watermark extraction, whilst values closer to 0 indicate a
weaker connection and potential decline in watermark detection
accuracy.

V EXPERIMENTAL EVALUATION

The proposed method's experimental results will be shown in this
section. In MATLAB, the algorithm is implemented. The typical
RGB color is utilized as the cover picture in the algorithm.Image

size of Lena is 512*512. The watermark image is binary
watermark image of size 64*64.
Fig3(a) Cover Image Fig3(b) Watermark logo
l
4
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After water marking:
|

4. ROTATION
The watermarked image in Fig. 4(a) is transformed into Fig. 8(a)
after adding Rotation attack, Fig.8(b) is the watermark image
extracted from Fig. 8(a). Where correlation is 0.45290

Fig4(a) Watermarked Image Fig4(b) Extracted logo

3 :
y-

ATTACKS
1. MEAN Fig 8 (a) Fig 8 (b)
The watermarked image in Fig. 4(a) is transformed into Fig. 5(a)
after adding Mean attack, Fig. 5(b) is the watermark image 5. SHEAR
extracted from Fig. 5(a). Where correlation is 0.59708 The watermarked image in Fig. 4(a) is transformed into Fig. 9(a)

after adding Shear attack, Fig. 9(b) is the watermark image
extracted from Fig. 9(a). Where correlation is 0.54721

Fig5 (a) Fig 5 (b) ‘
Fig 9 (a) Fig 9 (b)
2. MEDIAN
The watermarked image in Fig. 4(a) is transformed into Fig. 6(a) 6. CROP
after adding Median attack, Fig. 6(b) is the watermark image The watermarked image in Fig. 4(a) is transformed into Fig.10(a)
extracted from Fig. 6(a). Where correlation is 0.58071 after adding Crop attack, Fig. 10(b) is the watermark image

extracted from Fig. 10(a). Where correlation is 0.53778

Fig 6 (a) Fig 6 (b)

3. NOISE
The watermarked image in Fig. 4(a) is transformed into Fig. 7(a)
after adding Noise attack, Fig. 7(b) is the watermark image
extracted from Fig. 7(a). Where correlation is 0.44993

VI CONCLUSION

This research proposed a robust approach for image watermarking
utilizing DWT and SVD. In this case, the watermarking image is
created by combining the singular values discovered through the
application of SVD to the sub-band that is left behind after
applying DWT to the original image with the unique values

k. discovered from the application of SVD to the HH sub-band of
Fig 7 (a) Fig 7 (b) DWT applied to the watermark image.The correlation coefficient,

5
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PSNR, and MSE were used to assess the performance. The
results of the simulation demonstrate how resilient this strategy
is to different kinds of attacks.
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