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Abstract—Higher education institutions globally are confronting a mental health crisis of unprecedented scale and severity. The 

transition to university life coincides with the peak age of onset for a majority of mental health disorders. Longitudinal data reveal 

that, in the last decade alone, the number of college students reporting clinically significant symptoms has doubled; recent surveys 

indicate that as many as 70% of students have experienced mental health challenges since commencing their studies. In response, 

Digital Mental Health Interventions (DMHIs) have emerged as a critical and scalable solution. This comprehensive review 

synthesises the current evidence base on DMHIs for students in higher education, examining their effectiveness in reducing 

clinical symptoms and enhancing psychological well-being, analysing the critical challenge of user engagement and adherence, 

exploring implementation strategies and ethical considerations, and investigating emerging technologies including conversational 

AI, virtual reality, and passive sensing. The review concludes with strategic recommendations for university administrators, 

developers, and researchers to maximise the real-world impact of these interventions while navigating the complex ethical 

landscape of digital mental health care. 
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1. INTRODUCTION 

1.1 The Unprecedented Challenge 

Higher education institutions globally are confronting a mental 

health crisis of unprecedented scale and severity. The transition 

to university life—a period marked by newfound 

independence, academic rigour, and social reconfiguration—

coincides with the peak age of onset for a majority of mental 

health disorders [1]. Longitudinal data reveal a troubling 

trajectory: in the last decade alone, the number of college 

students reporting clinically significant mental health 

symptoms has doubled [3]. Recent surveys indicate that as 

many as 70% of students have experienced mental health 

challenges since commencing their studies [5]. 

International research, including the WHO World Mental 

Health Surveys, corroborates this trend, finding that 

approximately 31% of students worldwide meet the criteria for 

at least one mental disorder within a 12-month period, with 

major depressive episodes and generalised anxiety disorder 

being the most prevalent conditions [1]. These symptoms are 

known to persist throughout at least the first year of study, 

impacting academic performance and overall well-being [1], 

and students experiencing mental health disorders are 

significantly more likely to drop out of their academic 

programmes [2]. The COVID-19 pandemic has further 

exacerbated these pre-existing challenges by introducing new 

stressors related to social isolation, remote learning, and 

pervasive uncertainty [2]. 

1.2 Barriers to Traditional Care 

Despite the escalating need, traditional student mental health 

infrastructure struggles to cope. University counselling centres 

are frequently under-resourced and operate at full capacity, 

resulting in long waitlists [1]. Individual barriers compound 

this systemic strain: persistent stigma, low mental health 

literacy, cost of treatment, time constraints, logistical 

challenges, and scepticism about the efficacy of available care 

[1]. Data indicate that only a fraction of students with 

diagnosable mental disorders receive minimally adequate 

treatment—as low as 16% in some studies [1]. 

1.3 The Rationale for a Digital Shift 

Digital Mental Health Interventions (DMHIs)—encompassing 

web-based platforms, mobile applications, and AI-powered 

chatbots—have emerged as a critical and scalable solution. 

They offer unparalleled 24/7 accessibility, significantly lower 

cost than traditional therapy, and a degree of anonymity that 

can mitigate stigma [1]. The student population is particularly 

amenable to this modality; as digital natives, they possess high 

rates of smartphone ownership and a deep familiarity with 

technology-mediated communication [1]. DMHIs are 

consequently no longer viewed as a supplement to traditional 

care but as an essential, integrated component of any modern, 

comprehensive mental health strategy for higher education. 

2. THE DIGITAL LANDSCAPE 

The digital ecosystem for student mental health is diverse and 

rapidly evolving. Understanding this landscape is crucial for 

stakeholders seeking to implement effective and appropriate 

solutions. 

2.1 Typology of Interventions 

2.1.1 By Platform 

The majority of evaluated interventions are web-based 

platforms (≈80% of studies), delivering structured, module-

based content accessible via desktop or laptop [1]. A growing 

category is mobile applications, which leverage smartphone 

ubiquity for on-the-go support and push notifications [1]. 

Emerging platforms include Virtual Reality (VR) systems used 

for therapeutic purposes [1]. 

2.1.2 By Modality and Support Level 

• Self-Guided (Unguided): Fully automated programmes 

offering maximum scalability but often the highest attrition 

[1]. 
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• Guided with Human Support: Approximately 37% of 

interventions feature coaching via messaging, email, or brief 

phone calls [1]. 

• Peer-Supported: Integrates peer networks in moderated 

forums to foster community and reduce isolation [3]. 

• Blended Models: Integrates DMHIs as adjunct to face-to 

face therapy [1]. 

2.2 Core Therapeutic Foundations 

• Cognitive Behavioural Therapy (CBT): The most prevalent 

foundation; internet-based CBT (iCBT) translates structured 

online modules into the principles of identifying unhelpful 

thought patterns [1]. 

• Acceptance and Commitment Therapy (ACT): Focuses on 

mindfulness, acceptance of difficult emotions, and clarifying 

personal values [1]. 

• Mindfulness-Based Interventions: Dedicated to teaching 

mindfulness and meditation for stress management and 

emotional regulation [1]. 

2.3 The Commercial vs. Research-Developed Divide 

A critical challenge for university administrators is the 

significant disconnect between rigorously validated research 

DMHIs and the thousands of commercial apps available in 

public app stores [3]. The majority of widely used 

commercially marketed DMHIs have limited or no direct 

evidence of effectiveness specifically within student 

populations [3], creating a difficult landscape for institutional 

procurement decisions. 

3. EVALUATING EFFICACY 

3.1 Effectiveness in Reducing Clinical Symptoms 

Multiple large-scale reviews confirm that DMHIs are effective 

or partially effective for depression, anxiety, and stress [1]. A 

2024 meta-analysis reported a medium effect size for both 

depression (Cohen’s d) and anxiety (Cohen’s d) compared with 

control conditions [9]. A 2025 systematic review found 

Hedges’ g values ranging from moderate to large across 

depression, anxiety, and overall psychological well-being [1]. 

3.2 Enhancing Psychological Well-being 

Beyond symptom reduction, DMHIs can foster positive mental 

health. Meta-analyses focusing specifically on psychological 

well-being (PWB) found small but statistically significant 

improvements (Hedges’ g) [1]. ACT-based interventions 

demonstrated slightly larger effect sizes, suggesting they not 

only treat illness but also actively foster resilience and 

flourishing in student populations [1]. 

3.3 Comparative Effectiveness 

Web-based, mobile, and CBT-based interventions have 

demonstrated consistent effectiveness. Evidence for VR and 

standalone relaxation-based therapies remains limited and has 

been described as inconclusive [7]. On the role of human 

support: one meta-analysis on anxiety found that fully 

automated interventions were more effective (Cohen’s d) than 

guided interventions (Cohen’s d) [9], suggesting anonymity 

may be a more powerful therapeutic component than coaching 

for certain conditions. 

 

3.4 The Efficacy–Effectiveness Paradox 

A central paradox defines the field: while high-quality 

evidence confirms that DMHIs are efficacious under controlled 

conditions [1], they are simultaneously plagued in real-world 

settings by low engagement, poor adherence, and high attrition 

[1]. This discrepancy arises because randomised controlled 

trials recruit motivated participants, may offer incentives, and 

operate within structured protocols that do not reflect voluntary 

real-world use [1]. The primary task is therefore less about 

creating new therapeutic content and more about solving the 

human-computer interaction, design, and implementation 

science problems that drive sustained engagement. 

Table 1: Summary of Key Systematic Reviews and Meta-Analyses 

on 
DMHI Effectiveness for Students 

Source 
(Year) 

Focus Key Conclusion Effect 
Size 

Rashid et al. 
(2025) [1] 

Depression, 
Anxiety, 
PWB 

Significant positive impact; provides 

therapeutic and preventive benefits. 
Hedges’ g 

Ferrari et al. 
(2022) [1] 

PWB Small but significant improvements in 

PWB; ACT approaches show particular 

promise. 

Hedges’ g 

Lattie et al. 
(2019) [1] 

Depression, 
Anxiety, 
PWB 

47% effective, 34% partially effective; 

usability outcomes often not reported. 
N/A 

Harith et al. 
(2022) [7] 

Depression, 
Anxiety, 
Stress 

Web, mobile, CBT effective; evidence for 

VR inconclusive. 
N/A 

Broglia et al. 
(2024) [9] 

Depression, 
Anxiety 

Medium effect for both outcomes; 

automated interventions more effective for 

anxiety. 

Cohen’s d 

4. THE ENGAGEMENT CONUNDRUM 

4.1 Understanding Attrition 

High attrition is a defining feature of the DMHI landscape. 

The median 15-day retention rate for mental health apps is a 

mere 3.9% [10]. Fewer than a quarter of college students who 
start using a mental health app continue after four weeks [10], 

and module-completion rates within research trials often fall 

below 50% [11]. 

4.2 The Centrality of User-Centred Design 

User-Centred Design (UCD) places the needs and limitations 

of the end user at the centre of every design stage [1]. Rather 

than building technology and expecting users to adapt, UCD 

ensures the technology adapts to its users—the most direct 

strategy for improving adherence and real-world effectiveness 

[1]. Iterative stakeholder engagement (students, clinicians, 

staff) through focus groups, usability testing, and co-design 

workshops is integral to this process [1]. 

4.3 Key Drivers of Engagement 

• Personalisation: Students strongly prefer interventions 

tailored to their specific needs, goals, and context [1]. 

• Human Support (Coaching): Provides accountability, 

motivation, and personalised feedback, significantly 

increasing adherence [1]. 

• Peer Support: Fosters community, normalises experiences, 

reduces stigma, and provides mutual accountability. One 

pilot study combining a DMHI with weekly peer support 
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achieved 87% adherence to digital modules and 83% group 

meeting attendance [8]. 

• Usability & UX: Students are sophisticated digital 

consumers who report experiencing “digital overload” and 

are hesitant to add yet another app to their routine [10]. 

• Gamification: Points, badges, leaderboards, and progress-

based rewards can enhance motivation and continued use 

[13]. 

4.4 The Complexity of Engagement 

Engagement is not driven by a single feature but is a complex 

function of the fit between user, intervention characteristics, 

and context of use. Anonymity is one of the most highly valued 

DMHI features for students concerned about stigma [14], 

creating a design tension: how to provide accountability 

without sacrificing safety. A portfolio of digital tools with 

varying types of support would better serve diverse student 

needs than a single one-size-fits-all solution. 

Table 2: Framework for User Engagement: Key Strategies and 
Evidence 

Strategy Mechanism / Evidence Key Challenge 

UCD Aligns intervention with user 

needs, enhancing usability [1]. 
Resource intensive; 

conflicting 

stakeholder feedback. 

Personalisation Increases relevance; tailors content 

to individual state [1]. 
Raises privacy 

concerns; risk of 

feeling generic. 

Human 
Coaching 

Provides accountability, 

motivation, empathy [1]. 
Reduces scalability; 

may trigger social 

anxiety. 

Peer Support Fosters community, reduces stigma 

[3]. 
Requires moderation; 

privacy vs. 

community tension. 

Usability & 
UX 

Reduces friction; makes use 

pleasant [1]. 
High student 

expectations; digital 

overload. 

Gamification Rewards and challenges increase 

motivation [13]. 
Can feel patronising; 

may not suit all 

content types. 

5. BRIDGING THE IMPLEMENTATION GAP 

5.1 Challenges in Real-World Deployment 

The vast majority of published DMHI studies are pilot or 

prototype evaluations conducted with small, selected samples 

[1]. Few have examined campus-wide implementation, 
leaving a critical gap in understanding how tools function in 

real-world settings [3]. Crucially, implementation metrics 
such as uptake and reach are rarely reported in academic 

literature [4], making it nearly impossible for institutions to 

forecast impact, calculate cost-effectiveness, or compare 

products. 

5.2 Models for Integration 

Stepped-Care Models: Students are matched to the level of 
care most appropriate for their need [16]. DMHIs fit naturally 

as a Step 1 (low-intensity) resource for all students or for 

those with mild symptoms; non-responders are stepped up to 

higher intensity services. 

Centralised Mental Health Hub: Some universities are 

developing integrated digital platforms—a single app or web 

portal—that serve as a single point of entry for self-guided 

DMHIs, psychoeducational content, counselling scheduling, 

peer-support links, and crisis contacts [5]. 

5.3 Case Studies and Institutional Strategies 

Many institutions partner with third-party vendors for 24/7 

teletherapy (e.g., Timely Care) or subscription wellness apps 

[17]. Others develop bespoke apps (e.g., “UABwell” at 

University of Alabama at Birmingham) designed without login 

requirements to maximise anonymity [5]. A key best practice 

is conducting thorough needs assessments including student 

focus groups before selecting or developing any digital tool 

[3]. 

6. NAVIGATING ETHICAL CHALLENGES 

6.1 Data Privacy and Security 

Students are highly concerned about who can access their 

mental health data and the potential for security breaches [1]. 

US institutions must navigate FERPA and potentially HIPAA, 

while institutions serving European students must comply with 

GDPR [18]. Key challenges include ensuring truly informed 

consent and preventing data misuse that could lead to academic 

or social stigmatisation [18]. 

6.2 Ensuring Equity and Access 

The “digital divide” remains a significant barrier; students 

from low-income backgrounds may lack reliable devices or 

highspeed internet [19]. Moreover, most DMHI research has 

been conducted with predominantly White, female 

participants, and findings may not generalise across diverse 

populations [3]. 

• International Students: Face acculturation, language 

barriers, financial pressure, and unfamiliar healthcare 

systems; require culturally and linguistically appropriate 
DMHIs codeveloped with the international student 

community [20]. 

• LGBTQ+ Students: Experience higher mental health 

burden due to minority stress; prefer online support but 

require e-therapies specifically tailored to their experiences 

[21]. 

• Racial and Ethnic Minority Students: May distrust 

healthcare systems; require culturally responsive design 

with and for these communities [22]. 

6.3 Algorithmic Accountability 

If training data reflect existing societal biases, AI algorithms 

can perpetuate or amplify them, leading to inequitable 

outcomes for marginalised groups [12]. The opaque nature of 

advanced algorithms raises critical issues of transparency [6]. 

Mitigating these risks requires diverse training data, regular 

bias audits, and human-in-the-loop oversight. 

7. EMERGING TECHNOLOGIES 

7.1 Conversational AI and Chatbots 

Chatbots such as Woebot, Wysa, and Tess have demonstrated 

effectiveness in reducing symptoms of depression and anxiety 

[15], typically delivering CBT techniques in interactive text-

based formats. Their primary student-perceived advantages are 

24/7 availability and complete anonymity [15]. Concerns 

include the absence of genuine empathy, risk of overreliance, 

and potential for inaccurate or harmful advice in crisis 

situations [23]. 

https://ijsrem.com/
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7.2 Immersive Technologies: VR/AR 

Virtual Reality Exposure Therapy (VRET) immerses users in 

computer-generated environments to safely confront feared 

stimuli—particularly for anxiety disorders and public-

speaking phobia [25]. A growing body of research 

demonstrates significant stress and anxiety reduction in student 

populations, with some evidence that greater immersion yields 

larger effects than desktop-based alternatives [26]. 

7.3 Passive Sensing and Digital Phenotyping 

This approach uses smartphone sensors (GPS, accelerometer, 

microphone, keyboard usage) and wearables (heart rate, sleep 

trackers) to collect continuous real-world data, analysed by 

machine learning to identify mental health state patterns [27]. 

Its promise—objective, continuous, unobtrusive monitoring 

enabling early detection and just-in-time interventions—is 

tempered by profound privacy concerns; students express 

strong reservations about tracking such intimate data [28]. 

7.4 The Personalisation–Privacy Tension 

Students consistently demand more personalised interventions 

[1], yet this level of personalisation requires collecting vast 

quantities of deeply sensitive personal data—directly 

conflicting with equally strong demands for privacy and data 

control [18]. The success of next-generation DMHIs will 

therefore depend on their ability to build systems that are 

radically transparent and that empower users with meaningful 

control over their own information. 

 

Table 3: Comparative Analysis of Emerging Technologies in Student 

Mental Health 

Technology Application & Evidence Key Concerns 

AI Chatbots 24/7 on-demand 

CBT/ACT support; 

effective for depression 

and anxiety in multiple 

trials [15]. 

Lack of empathy; crisis 

safety risk; algorithmic bias; 

privacy of conversation logs. 

VR/AR Immersive exposure 

therapy (VRET) for 

anxiety, phobias, PTSD; 

strong anxiety-reduction 

evidence [25]. 

Hardware cost; 

cybersickness; need for 

clinical supervision during 

exposure. 

Passive 
Sensing / Digital 

Phenotyping 

Continuous objective 

monitoring; early 

detection; just in-time 

interventions (largely 

research phase) [27]. 

Extreme privacy concerns; 
data security; false positives; 

lack of regulatory 

framework. 

8. CONCLUSION AND RECOMMENDATIONS 

8.1 Synthesising Key Findings 

The evidence is clear: DMHIs grounded in CBT and ACT are 

efficacious tools for reducing depression and anxiety and for 

enhancing psychological well-being [1]. They offer a scalable, 

accessible, and often anonymous alternative that can bridge the 

growing gap between student need and traditional campus 

service capacity. 

However, a central paradox persists: proven efficacy in 

controlled trials does not consistently translate into effective 

real-world impact. The primary barrier is the engagement 

conundrum—high attrition and low long-term adherence mean 

many students never receive a sufficient dose to benefit [1]. 

Successfully deploying DMHIs requires embracing UCD, 

personalising experiences, integrating human and peer support, 

adopting campus-wide stepped-care models [16], and 

proactively navigating the ethical challenges of privacy, equity, 

and algorithmic bias [18]. 

8.2 Recommendations for University 

Administrators 

1. Adopt a Stepped-Care Framework. Position self-guided 

DMHIs as foundational, population-level resources (Step 1) 

and step up to guided or face-to-face services for higher 

need students. 

2. Prioritise Evidence; Demand Real-World Data. Insist that 

vendors provide peer-reviewed evidence from university 

populations and data on uptake, engagement, and 

satisfaction from comparable institutions. 

3. Invest in Implementation, Not Just the Product. Allocate 

resources for awareness campaigns, onboarding processes, 

and integration into student touchpoints; ensure clear 

referral pathways to the counselling centre. 

4. Establish Robust Governance and Ethical Oversight. 

Develop clear policies on data privacy, security, informed 

consent, and regulatory compliance (FERPA, 

HIPAA/GDPR) before deployment. 

8.3 Roadmap for Developers and Researchers 

1. Embrace Co-Design and UCD. Involve diverse student 

groups as genuine partners throughout the entire design 

lifecycle. 

2. Advance the Science of Engagement. Systematically test 

the impact of personalisation algorithms, coaching types, 

peer-support models, and gamification; develop adaptive 

engagement strategies. 

3. Design for Equity from the Outset. Conduct formative 

research with and co-design interventions for marginalised 

and underserved populations; ensure diverse research 

samples. 

4. Focus on Implementation Science. Shift from efficacy (Can 

it work?) to effectiveness (Does it work in the real world?); 

report reach, adoption, fidelity, and cost-effectiveness. 
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