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Abstract— The increasing demand for affordable and flexible 

storage solutions has highlighted limitations in traditional 

cloud services, such as high costs and centralized control.  

DiskSpace  introduces a peer-to-peer (P2P) disk space rental 

system that enables users to lease unused storage securely. By 

integrating blockchain for transparency, encryption for data 

security, and dynamic pricing for fairness, the platform aims 

to decentralize storage allocation. Key innovations include 

smart contract-based transactions, file redundancy through 

erasure coding, and real-time monitoring. This paper outlines 

the system’s architecture, technical implementation, and 

potential applications, positioning it as a viable alternative to 

conventional cloud storage models. 
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I.  INTRODUCTION 

In today’s data-driven world, digital storage has become as 

essential as electricity—powering businesses, preserving 

memories, and enabling innovation. Yet, traditional storage 

solutions remain rigid, centralized, and costly, forcing 

users to overpay for underutilized capacity or compromise 

privacy with third-party providers. DiskSpace reimagines 

storage as a shared resource, transforming idle disk space 

into a decentralized marketplace where anyone can rent or 

lease storage securely and affordably. 

 

One of the system’s pioneering features is its blockchain-

backed accountability. Hosts who share their unused 

storage are incentivized through smart contracts, while 

renters enjoy encrypted, fault-tolerant storage at a fraction 

of cloud providers’ costs. Beyond financial benefits, the 

platform fosters a community-driven economy, where 

users collectively contribute to a more sustainable and 

resilient storage infrastructure. 

 

By integrating peer-to-peer (P2P) networking with 

enterprise-grade encryption, DiskSpace ensures 

compatibility across devices—from laptops to data 

centers—while offering offline synchronization for 

uninterrupted access. This makes it indispensable for 

remote teams, privacy-conscious users, and businesses 

seeking alternatives to monopolized cloud services. 

 

II. METHODOLOGY USED IN OUR SYSTEM 

The development of  DiskSpace  follows a structured, 

modular approach to ensure scalability and security: 

 

 

1. Frontend Development  :   

   - Built using React.js with Material-UI for a responsive 

dashboard.   

   - Features real-time storage analytics and user-friendly 

contract management.   

2.   Backend Integration  :   

   - Node.js with Express.js handles user authentication, 

file metadata, and blockchain interactions.   

   - Implements RESTful APIs for seamless 

communication between components.   

3.   Blockchain Integration  :   

   - Ethereum smart contracts (written in Solidity) 

automate storage agreements and payments.   

   - Hosts and renters interact directly through wallet-

authenticated transactions.   

4.   Storage Protocol  :   

   - Files are split into encrypted chunks using Reed-

Solomon erasure coding for redundancy.   

   - Distributed across multiple hosts to ensure 

availability.   

5.   Security Features  :   

   - AES-256 encryption for files at rest and in transit.   

   - Zero-knowledge proofs verify storage integrity 

without exposing data.   

6.   Offline Functionality  :   

   - Local caching of critical metadata ensures basic 

operations without internet.   

http://www.ijsrem.com/
mailto:kapilsao54@gmail.com
mailto:dhomnetanmay2002@gmail.com
mailto:sunanda.khandait@kdkce.edu.in


    INTERNATIONAL JOURNAL OF SCIENTIFIC RESEARCH IN ENGINEERING AND MANAGEMENT (IJSREM) 

      VOLUME: 09 ISSUE: 05 | MAY - 2025                      SJIF RATING: 8.586                      ISSN: 2582-3930                                                                                 

 

©2025,IJSREM|www.ijsrem.com                DOI:10.55041/IJSREM47743                       |Page 2 
 

   - Synchronizes with the blockchain when connectivity 

is restored.  

 

III. WORKING OF SYSTEM 

The  DiskSpace  platform operates through an efficient 

workflow that bridges storage providers with users needing 

space. When a user first accesses the system, they choose 

to register either as a host (offering storage space) or a 

renter (seeking storage). Hosts configure their available 

storage capacity, set pricing tiers, and establish reliability 

parameters which are then listed in the decentralized 

marketplace. 

 

For renters, the process begins by browsing available hosts 

through an intuitive interface that displays key metrics like 

location, price per gigabyte, and host performance ratings. 

The system employs intelligent matching algorithms to pair 

renters with optimal hosts, prioritizing factors like 

geographical proximity for faster data transfer speeds and 

historically reliable providers for consistent uptime. 

 

When a renter selects storage space and initiates a file 

upload, the system automatically processes the data 

through multiple security layers. Files are first encrypted 

using military-grade AES-256 encryption, then divided 

into redundant chunks using erasure coding techniques. 

This fragmentation ensures that even if some hosts become 

unavailable, the complete file can still be reconstructed 

from remaining fragments. These encrypted chunks are 

then distributed across multiple hosts in the network to 

maximize data durability. 

 

All financial transactions and service agreements are 

managed through Ethereum smart contracts, which serve 

as tamper-proof digital agreements. Payments are held in 

escrow until the storage period concludes satisfactorily, 

with automatic refunds triggered if hosts fail to meet their 

service commitments. The system continuously monitors 

host performance, conducting regular integrity checks to 

verify that stored data remains uncorrupted and available. 

 

For data retrieval, renters simply request their files through 

the platform interface. The system locates all fragments, 

verifies their authenticity through cryptographic 

checksums, reassembles them, and finally decrypts the 

complete file for the user. Throughout this process, the 

platform maintains detailed activity logs and performance 

metrics, which contribute to the reputation scoring system 

for both hosts and renters. 

 

This decentralized approach creates a self-regulating 

ecosystem where reliable hosts are rewarded with more 

business and higher ratings, while underperforming 

providers are automatically penalized through the smart 

contract system. The result is a robust, transparent, and 

efficient marketplace for disk space that eliminates single 

points of failure while maintaining rigorous data security 

standards. 

 

IV. USES CASE SCENARIOS 

• On-Demand Storage for Seasonal Businesses:  

A small photography studio experiences 

fluctuating storage needs throughout the year. 

During wedding season, they use  DiskSpace  

to temporarily expand their storage capacity by 

renting space from verified hosts. The platform's 

flexible contracts allow them to scale up or down 

without long-term commitments, while end-to-

end encryption protects client photos. 

• Secure Data Archiving for Researchers: An 

anthropology research team needs to store 

sensitive field recordings with geographic 

redundancy. They distribute encrypted copies 

across  DiskSpace  hosts in different regions, 

ensuring preservation even if local backups fail. 

The blockchain-based audit trail provides 

verifiable proof of data integrity for their funding 

institution. 

• Community-Driven Storage Networks: A 

neighborhood makerspace pools members' 

unused hard drives to create a shared  DiskSpace  

storage collective. Members earn credits for 

contributed space they can redeem later for 

additional storage. The system's reputation 

scoring helps maintain quality service within the 

trusted community network. 

 

V. RESULT ANALYSIS 

1. Decentralized Storage for Small Businesses     

The system demonstrates its value for seasonal enterprises 

through flexible storage solutions. Businesses can 

dynamically adjust their storage capacity to match 

fluctuating demands, paying only for what they use. The 

encryption protocols ensure commercial data remains 

protected throughout rental periods, while the blockchain-

based contracts provide transparent transaction records. 

 

2. Secure Data Preservation     

Academic and research users benefit from the platform's 

distributed storage approach. By spreading encrypted data 

fragments across multiple independent hosts, the system 

shows resilience against localized hardware failures. The 

built-in integrity verification mechanisms give researchers 

confidence in their long-term data preservation strategies. 

 

3. Community Storage Networks     

The platform facilitates new economic models for shared 

resource utilization. Local communities and organizations 

can create self-sustaining storage ecosystems where 

participants both contribute and benefit from pooled 

resources. The reputation system effectively maintains 

service quality within these peer networks through 

transparent performance tracking. 
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VI. CONCLUSION 

DiskSpace represents a transformative approach to digital 

storage by decentralizing resources through blockchain and 

peer-to-peer technologies. The system addresses critical 

limitations of traditional cloud storage—including 

inflexible pricing, centralized control, and privacy 

concerns—by creating an open marketplace where users 

can securely lease or monetize unused disk space. Through 

its integration of smart contracts, military-grade 

encryption, and distributed file storage, DiskSpace 

demonstrates how decentralized systems can empower 

users while maintaining robust data protection. 

 

The platform’s emphasis on community-driven storage 

networks and flexible solutions for businesses and 

researchers highlights its potential to reshape storage 

economics. Future developments will focus on enhancing 

the system’s scalability through lightweight node 

implementations and exploring integration with 

decentralized file systems like IPFS. Partnerships with 

open-source communities and sustainable data centers 

could further strengthen the platform’s ecosystem. 

 

By prioritizing accessibility, security, and user 

empowerment, DiskSpace offers a compelling alternative 

to conventional storage models, paving the way for more 

democratic and efficient data management solutions. 
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