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Abstract

Distributed Denial of Service is one of the most
prominent and dangerous types of attacks dis-
rupting critical online services, suffering finan- cial
losses, and affecting organizational oper- ations.
The exploitation of vulnerabilities is enough to
overwhelm the targeted websites with malicious
traffic, making them inaccessible to legitimate
users. Such sophistication in attack patterns
coupled with explosive growth in con- nected
devices has challenged the traditional approaches of
detection, being bare minimum signature-based or
basic anomaly detection and likely to pose difficulties
in coping with emerging threats, thus prone to high
false positives.

This paper presents a systematic review of ten
works from very recent literature on ML and DL
applications in DDoS detection and mit- igation.
The techniques thus are supervised, unsupervised,
and hybrids applied to datasets such as NSL-KDD,
CICIDS2017. ML and DL
techniques do appear promising for increas- ing
accuracy in detection and adaptability, but then
challenges persist-in scalability, efficiency or speed of
computation, and quality of datasets. It would
challenge the future of research: more light on real-
time models, more diversified and all-inclusive
datasets, and edge and federated computing towards
better  accelerated  detection. These  would
significantly contribute to the ad- vancement of
scalable effective solutions that counter complex
DDoS threats in today’s net- work environments.
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1 Introduction

Cybersecurity threats have been very advanced and
persistent due to the innovation of mod- ern internet
use along with the increment of on- line services
within the modern age. Indeed, Distributed Denial
of Service attacks represent probably the greatest
threat to the stability and reliability of systems and
applications as they work against the underpinning
networks or services with malicious traffic that
renders ac- cess completely unavailable for legitimate
users. DDoS attacks have caused tremendous mone-
tary loss, operational interruptions, and repu-
tational damage on the different sectors-from e-
commerce to government services.

They come in all shapes and sizes, one of the
most adaptive types of attacks. That includes
volumetric attacks, bandwidth saturation at- tacks,
attacks on special services on the applica- tion layer,
and amplification attacks using valid network
protocols. In fact, it turned out that only for known
attack patterns signature-based detection systems are
successful, while new and evolving threats as well
as attacks pretending
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to be normal traffic almost cannot be detected.
Traditional anomaly-based approaches more of- ten
suffer from unacceptably high false positive and
negative rates and, therefore, their practical
applicability in the field is still very low. Thus, the
call for something new and scalable enough to be
able to keep up with DDoS attacks is ob- vious and
very timely.

ML and DL have emerged as game-changing
technologies that are changing the face of DDoS
detection and prevention. It could spot faint patterns
and anomalies in bigger sets of network traffic, thus
offering a view into malicious activ- ity. Indeed,
supervised learning algorithms are the most suitable
for classification jobs, while unsupervised methods
can be used for spotting patterns of yet-unhappened
kinds of attacks. Hybrid models combining multiple
types of ML techniques seem to hold promise for
achieving balance in both precision and
computation.

Despite such developments, real-time environ-
ments still pose challenges for the deployment of
ML/DL-based detection systems. Lack of good-
quality training datasets and the requirement of
scalability in architectures are some of the ma- jor
issues to be addressed for actual implemen- tation,
besides significant computational costs. Further, the
complexity in interpretability, espe- cially in deep
learning frameworks, poses a chal- lenge to
pragmatic implementation because or- ganizations
prefer having transparent decisions. This paper
discusses the current state of DDoS detection
approaches in ML and DL- based methods. The
work put forth here is a systematic review of ten
recent research arti- cles that disclose the key
advancement, limita- tion, and future direction of
such research. It focuses more on solutions that
enhance not only the accuracy of the detections but
adaptation, scalability, and response in real time.
We ad- dress such aspects to contribute to more
evolving strong cybersecurity frameworks within this
fur-ther attempt at mitigating the menace of DDoS
attacks that prevail today.

2 Background & Significance

The most widespread and dangerous threats which
exist in cyberspace today is Deniel of Ser- vices
attacks and mainly the Distributed Deniel of
Services attacks. Such attacks exploit increas- ing
interconnectivity of devices and expansion of loT
networks to form large attack surfaces. Challenges
lie in:

1. Real-time detection: In the traditional ap-
proach, methods work on historical data, which
implies delay in threat identification.

2. Resource Limitations: Most models are too
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computationally intensive, hence inapplicable in real
life.

3. Scalability Issues: A number of current so-
lutions have scalability issues with network size and
traffic load.

4. High False Positives/Negatives: at times, this
anomaly-based detection technique misclas- sifies
benign traffic as malicious and vice-versa. Modern
ML/DL promises learning patterns in network
behavior, besides their evolution with attack
vectors. However, it surely does re-
quire pretty strong datasets, advanced compu-
tational resources, and mechanisms of real-time
response.

3 Literature Review

3.1 DDoS Attacks and Machine- Learning-
Based DetectionMethods
3.1.1  Methodologies

There are various methods for network anomaly
detection that focussed upon both signature- based
and anomaly detection approaches. Such approaches
really matter for identification of known as well as
unknown threats in the net- work traffic. Machine
learning based approach has been classified as three
diverse types namely supervised, unsupervised and
hybrid. The su- pervised learning models are trained
on labeled data to discover specific threats.
However, un- supervised learning models work with
unlabeled data. Outliers and unusual patterns are
iden- tified in the investigation of datasets. Hybrid
models combine both approaches that use their
strengths. Data analysis of data sets is criti- cal to
discovering network traffic patterns and anomalies
as it provides for identification of po-tential security
threats while improving detec- tion accuracy as it
enhances real-time monitor- ing systems. This
literature review integrates machine learning
techniques into traditional de- tection methods to
yield a more robust andadaptive security system.

3.1.2 Limitations

There are a few challenges and gaps that pre- vail
in the area of network anomaly detection. The most
important one is the lack of sys- tematic
classification of machine learning meth- ods which
makes really difficult to compare and evaluate
various approaches rightly. Other ob- stacles
include jitter, bandwidth fluctuations, and noise that
interfere with the detection tech-niques making them
less effective because these
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can distort the analysis hence causing false pos-
itives or missed threats. Another significant
drawback is that the data set isn’t exhaustive
enough to represent real-life attack scenarios,
which poses a challenge in developing and test- ing
robust detection models. The problems en-
countered will be translated into the develop- ment
of standardized classification frameworks and more
refined methods of handling network noise besides the
creation of diversified realistic datasets to improve
the generalization and per- formance of ML-based
network security systems.

3.1.3 Learnings

Some of the challenges and gaps in anomaly
detection from network activity were observed.
Among those identified challenges, a systematic
classification reveals no one that would make it
difficult to compare and evaluate approaches in an
efficient manner. Other significant con- straints are
jitter, bandwidth variation, and noise, which
dramatically alter the quality of analysis and might
result in false or missed de- tection. The most
important limitation is also the lack of proper
datasets that would mirror the real world as
closely as possible in terms of characteristics of
attacks. It becomes ex- tremely difficult and
expensive to design and test robust models for
detection. It further calls for standardized
classification frameworks along with advanced
treatment methodologies for the network noise and
diversified realistic datasets in order to design ML-
based network security systems that strive for
generalization and per- formance enhancement.

3.2 Detecting DDoS Attacks
Machine Learning

Us- ing

3.2.1  Methodologies

It covered all different techniques from ML and DL,
from simple flood attacks like HTTP flood, UDP
flood, and SYN flood, to that kind of Dis- tributed
Denial of Service attacks. All those datasets were
trained to identify such attacks: KDDCUP, NSL-
KDD, and CICIDS2017. Be-

cause ML techniques rely on anomaly classifica- tion,
DL techniques came into play to enhance precision
in attacks. Such advances in ML/DL go a long way
towards providing effective and more scalable
solutions in DDoS attacks detec- tion for complex
network environments.

3.2.2 Limitations

The paper refers the difficulties in DL techniques
implementation for DDoS detection. DL algo-
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rithms are proficient but are computationally heavy,
disqualifying them for real-time deploy- ment in
resource-poor environments. In addi- tion,
limitations in datasets, such as limited vari- ety in
attack scenarios, often lead to poor gener-alization in
models resulting in compromised ac- curacy in real-
world implementations. In addi- tion, model
overfitting usually also leads to a lot of false
positives and false negatives that remain the major
challenges. Thus, better-regularized and more
reliable models are needed to detect DDoSs.

3.2.3 Learnings

Additionally, in reviewing the literature, it has
become clear that deep learning techniques are quite
effective in detecting high-volume DDoS attacks
but need optimization to make them ef- ficient in
low resources environments. A more diversified
dataset with diverse attack scenarios will effectively
improve the model’s robustness leading to better
generalization and more ac- curate detection of
DDosS attacks in dynamic, real-world environments,
in the face of compu- tational challenges in real-
time deployment.

3.3 DDOS Attack Detection and
Classification using Machine Learning
Models with Real- Time Dataset Created

3.3.1  Methodologies

A real-time traffic monitor for network usage based
on virtual instances and SNMP param- eters to
determine anomalous behavior is de- veloped.
Malware datasets were created within controlled
virtual environments to simulate var- ious attack
scenarios. Training classification for different types
of network traffic was used with ensemble models,
which are employed in bagging and boosting to
improve malicious activity to be caught in detection.
It applied feature extrac- tion and tuning of
hyperparameters to optimize models on the basis of
accuracy and effectiveness in distinguishing legitimate
from malicious traf- fic, thus providing a much
broader framework for the detection of threats
within dynamic en- vironments.

3.3.2 Limitations

Apart from several challenges toward successful
traffic classification and anomaly detection sys- tems,
the literature survey provides several ob- stacles.
For instance, available datasets do not comprise so
many types of attacks in a com- prehensive way;
thereby limiting the ability of
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models to generalize over unseen or new at- tacks.
Moreover, the demand for complexity by the
sophisticated techniques of machine learn- ing and
deep learning is a significant barrier to- ward
achieving real-time analysis, mainly at a large
scale. This remains hard to scale up these solutions
to networks that handle more traffic complexity and
volume of traffic, requiring extra optimization and
resource-efficient  approaches that do  not
compromise on accuracy.

3.3.3 Learnings

Real-time monitoring integrated with machine
learning is able to identify and detect given types of
network attacks. Ensemble methods, such as
bagging and boosting, may even contribute to
making it more robust and classifying more ef-
ficiently; however, they still need further opti-
mization that possibly gives them competitive
processing speeds for any real-time purposes. More
varied attack situations might be included to increase
datasets to a much larger extent be- cause this may
improve the detection perfor- mance and ensure that
models generalize effec- tively across different types
of attacks. More reliable and adaptive security
systems are thus achieved.

3.4 Real-Time DDoS Mitigation strategies
with Al

3.4.1 Methodologies

Anomaly detection techniques are supervised,
unsupervised, and semi-supervised machine
learning techniques. Deep models which include
CNNs and RNNs capture sophistication in data
patterns. Hybrid approaches consist of both sta-
tistical methods and machine learning-based al-
gorithms, by improving the accuracy of detec- tion
with adaptability; all these methods to- gether are
used to come up with a robust so- lution for finding
an anomaly in the network.

3.4.2 Limitations

There are few available large datasets with an-
notated attack instances for the training of mod- els.
Often, deep learning models have poor
interpretability and work like a "black box." The
computational requirements are substan- tial, which
discourages practical scenarios in which such
models might be used to work in real-time on very
large networks.

3.4.3 Learnings

Federated learning allows improvement of both
collaboration models and privacy, enabling de-

© 2024, IJSREM | www.ijsrem.com

centralized training on multiple devices. Edge
computing lowers latency in data detection, as it is
processed closer to its source. Better quality of the
dataset and greater transparency in mod- els help
make anomaly detection systems more accurate,
trustworthy, and scalable.

3.5 An Evaluation of Deep Learn-
approaches for DDoS De- tection

ing

3.5.1 Methodologies

Deep learning models like CNNs and LSTMs have
been used for the analysis of network traf- fic,
considering the ability of these models to capture
rich complicated patterns. Models fur- ther were
trained with various datasets like KD- DCUP,
CICIDS2018, and Bot-1oT. Their focus had then
been placed on feature extraction as well as
anomaly detection for enhancing accu- racy
regarding the detection of malicious behav- ior in
network traffic.

3.5.2 Limitations

Resource-intensive models are not real-time and
hence not easy to deploy in resource-constrained
environments. High false negatives are also com- mon
since the model detects low volume or stealthy
attacks, which makes it less reliable for detection.
Also, the limitation in the dataset re- stricts the
generalizability of models across dif- ferent kinds of
attacks in real-world scenarios.

3.5.3 Learnings

CNNs and LSTMs are good for high-dimensional
data, but they must be optimized for faster pro-
cessing. Data diversification improves the de-
tection rate over various attack vectors. Hybrid
models actually bring a trade-off between accu-racy
versus computation for these models and hence
good to deploy in practical real-time sys-tems.

3.6 Machine Learning in SDN- Based DDoS
Detection

3.6.1  Methodologies

Machine Learning models such as KNN, Naive
Bayes, Decision Tree, and Random Forest were
used for traffic classification. It provided the
integration of real-time monitoring capabilities with
SDN controllers such as Mininet and Ryu, which, in
turn, led to better dynamic network visibility and
control.
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3.6.2 Limitations

Some of the challenges were high real-time com-
plexity due to similarities between normal and
malicious traffic-patterns, overhead of computa- tions
because of techniques such as KNN, and low
flexibility toward a range of attack scenar- ios.

3.6.3 Learnings

More flexibility in threat management can be
achieved by integrating SDN. Simplified, opti-
mized algorithms are more effective for real-time
detection, and increased datasets enhance model
generalization to various types of attacks.

3.7 Deep Learning Autoencoders for DDoS
Detection

3.7.1  Methodologies

The autoencoders were trained from normal traffic
for the identification of anomalies in DDoS attacks
and used adjustable thresholds for fine-tuning the
detection precision.

3.7.2 Limitations

This approach resulted in high false positives for
anomaly detection and failed to simultane- ously
identify known attacks and unknown at- tacks and
the computational problems continued with very
large datasets.

3.7.3 Learnings

Auto-encoders are helpful in anomaly detection,
though they lack fine-tuning and high precision. More
massive benchmarks and datasets pave the way for
rich testing while binary-type modifica- tion to
multi-classification facilitates the model to identify
different types of attacks.

3.8 Machine Learning Framework for SD-1oT
Security

3.8.1 Methodologies

The machine learning classifiers like Naive Bayes,
Decision Trees, and SVM were used to characterize
the different approaches in identi- fying DDoS
attacks on SD-loT networks with respect to
distinguishing loT traffic as benign or malicious.

3.8.2 Limitations

There are challenges related to distinguishing at- tack
traffic imitating legitimate requests, scal- ability of
solutions with growing numbers of
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IoT devices, and higher resource utilization for
achieving near real-time levels of detection in loT
environments.

3.8.3 Learnings

Dynamism within an effective ML framework can
efficiently cater to the changing nature of loT
networks. Accuracy will improve using semi-
supervised learning-type advanced tech- niques, but
there is a need for really careful dy- namic
mitigation strategy for practical use and robustness.

3.9 Big Data for Real-Time DDoSDetection
3.9.1  Methodologies

It used the amalgamation of both ML and DL
models, including Random Forest and RNNSs, to
come together with Apache Spark, the big data
tools. For the purpose of fast detection of threats, it
leveraged in-memory computations. The approach
was optimized around performing large sets into the
models of detection.

3.9.2 Limitations

High computation costs by large data sets and
complex models on methodology, besides the is- sues
of balancing accuracy, speed, and resource usage.
Besides, much less comparison is made with other
alternatives big data frameworks.

3.9.3 Learnings

Big data tools, such as Apache Spark, can reduce
detection latency significantly, making them
appropriate for real-time analytics, al- though
BigDL alternatives should be explored. Combining
ML and DL is much more accurate but has to be
utilized strategically so that re- sources do not
become unproductive.

4 Methodology

Generic DDoS Detection Methodology revolves
around the best advanced techniques of ML and DL
in order to detect and counter malicious traffic. The
initial data are obtained from the different
benchmark datasets - NSL-KDD, CI- CIDS2017
and UNSW-NB15 and real-time traf- fic data
captured from SDN or virtual instances. The actual
training procedure comes afterward by cleaning,
normalization, and augmentation for balancing the
class distributions. Feature engineering was carried
out besides correlation
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analysis and PCA to derive the most impor- tant
traffic dimensionality involved in efficient analysis.
Supervised methods include Random Forest, SVM,
unsupervised techniques like K- means, deep
architectures  like  CNNs, LSTMs, and
autoencoders, and all of these techniques are based
on the models given with the features. Hybrid
approach refers to the simple integration of statistical
methods and ensemble techniques that improve both
detection accuracy and ro- bustness simultaneously.
Model performance is fine-tuned with the use of
cross-validation and hyperparameter tuning.

The highly scalable traffic will be processed far
more effectively by implementing real-time ML/DL
models in SDN controllers, edge com- puting
frameworks, or big data tools like Apache Spark, for
example. For example, real-time monitoring of
traffic allows for real-time feature extraction and
classification of anomalies. Mod- els then can be
optimized based on factors like precision, recall,

accuracy, and latency to show the actual
effectiveness in practice. Still with more
adaptation-continuity  techniques, feder- ated

learning and dynamic thresholds, models are made
to adapt and learn newly evolving attack patterns.
Holistic methodologies ensure scalability, accuracy,
and real-time responsive- ness in overcoming the
DDoS challenges in com- plex network
environments.

5

Implications and Consider- ations for
Future Work

» Reflecting Real-World Scenarios: The data
sets have to comprise types of attacks which
correspond to real life conditions so that the
detectors are generally very effec- tive and
robust in their generalization. This will cause
models being trained on diversi- fied realistic
data to handle a wider spec- trum of threats
effectively.

= Hybrid Models for Efficiency: Use of model
hybridization where statistical meth- ods and
machine learning methods are com- bined would
highly reduce computational cost. Hybrid
models exploit the strengths of various
approaches, permit the retention of accuracy,
and improve the efficiency with which
processing is done, making them suit- able for
resource-constrained environments.

« Real-Time Monitoring and Auto- mated
Response: Real-time monitor- ing systems
combined with automated re- sponses would
be an important benchmark
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in the mitigation of threats. Such sys- tems
can quickly recognize emerging pat- terns of
network traffic and respond imme- diately by
alerting an administrator or even pre-
programmed security protocols to limit damage.

» Real-Time Attack Detection: There is a need
of a call for real-time detection of attacks
within incoming network traffic to prevent
possible breaches. In this regard, continued
analysis of traffic data enables the systems to
discover malicious activities while such events
are happening, thus guar- anteeing proactive
measures.

« Blocking Malicious Traffic: A strong de- fense
strategy including access control of in- coming
traffic identified as an attack before it hits the
service layer, isolates malicious activities and
preserves the integrity of key applications
preventing service disruption..

- Adaptive Threat Mitigation: The long- term
security enhancement in adaptive sys- tems that
learn from evolving threats is due to their
ability, which adapts the detection models
based on changing attack patterns to update
dynamically.

= Collaborative Threat Intelligence: It brings
threat intelligence from various sources to
make an informed understand- ing of the
emerging threats. It increases the pace at
which Organizations and secu- rity platforms
recognize trends in attacks, thereby improving
the overall effectiveness of the detection
mechanisms.

6 cConclusions

This work presents the impactful possibility that
Machine Learning and Deep Learning tech- niques
that have shown immense potentiality in the
possibility of mitigating Distributed De- nial of
Service attacks need to be overcome with the
increasing menace. Advanced techniques have a
potential of analyzing traffic patterns, al- lowing
real-time detection and prevention over these
system’s limitations for malicious activi- ties.
However, the distance still covered faces issues
with scalability, computationally feasible amount, and
false positives, which further need innovation and
development. Adaptive and hy- brid frameworks
seem to be the promising direc- tion. It can
potentially combine strengths of the ML, statistical
analysis, and rule-based systems to improve resource
efficiency and detection ac- curacy.
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Our line of future work include the establish-
ment of datasets that could further represent
realistic attack scenarios to solidify the above
detection systems as robust and versatile. One area
of promising research involves hybrids that integrate
statistical methods with ML and auto- mated rule-
based approaches, reducing the com- putational loads
without sacrificing precision. This means that the
threat mitigation will be proactive and real-time by
virtue of integrat- ing automated responses with
real-time mon- itoring systems. Adaptive systems
that up- date detection models dynamically shall
allow for all the limitations of the static approaches
therefore availing the resilience against evolving
threats. Collaborative threat intelligence, pool- ing
insights across many organizations, shall en- hance
the identification of attack trends while enabling a
unified and comprehensive defense against emerging
cyber threats. This would, in particular, open up
possibilities for even the realization of scalable and
efficient countermea- sures against DDoS attacks in
critical online ser- vices.
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