i < Journal

.t-' ‘.?;\\
b o . . . . . .
@R@ International Journal of Scientific Research in Engineering and Management (IJSREM)
W Volume: 09 Issue: 12 | Dec - 2025 SJIF Rating: 8.586 ISSN: 2582-3930

Drone Detection and Tracking Using Image Processing

Satwinder Singh!, Gurkirat Singh2,Sarita Borkar3

! Assistant Professor, 2Assistant Professor, *Assistant Professor Department of computer Science and
Engineering, Sri Sukhmani Institute of Engineering and Technology, Dera Bassi, Punjab, India

Abstract

The rapid increase in the use of unmanned aerial vehicles (UAVs) has raised serious security concerns in restricted and
sensitive areas. Traditional radar-based systems are expensive and ineffective for detecting small drones at low altitudes.
This paper proposes an image-processing-based drone detection and tracking system using deep learning and computer
vision techniques. The system detects drones in real-time video streams and tracks their motion using object tracking
algorithms. Experimental results demonstrate improved detection accuracy and real-time performance under complex
backgrounds and varying lighting conditions.
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Introduction

Unmanned Aerial Vehicles (UAVs), commonly known as drones, are increasingly used for both civilian and military
applications. However, their misuse poses significant threats to public safety, critical infrastructure, and national security.
Conventional detection methods such as radar and acoustic sensors face limitations in urban environments. Image
processing-based drone detection offers a low-cost and effective solution for visual surveillance systems. This research
focuses on developing an intelligent system capable of detecting and tracking drones in real-time using video data.

Problem Statement

Detecting small drones in complex environments is challenging due to:

. Small object size

. Similar background objects (birds, clouds)

. Low resolution and motion blur

. Changing illumination and weather conditions

Existing systems often suffer from high false detection rates and poor tracking accuracy.

Research Gap

Existing Methods Limitations
Radar-Based Detection High cost, poor low-altitude detection
Acoustic Sensors Noise sensitivity

Traditional Image Processing Low accuracy in complex backgrounds

CNN-Based Detection High computation cost, limited tracking
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Gap Identified
Lack of an efficient, real-time image-based drone detection and tracking system that works under challenging
environments with high accuracy and low latency.
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Proposed Methodology

Proposed Methodology

Drone Detection and Tracking Using Image Processing
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Figure 1.1 Framework of proposed model

System Architecture
1. Video Capture (CCTV / Surveillance Camera)
2 Frame Extraction
3. Preprocessing (Noise Removal, Contrast Enhancement)
4 Drone Detection using Deep Learning (YOLOvVS / Faster R-CNN)
5. Drone Tracking (Kalman Filter / SORT / Deep SORT)
6. Threat Analysis & Alert Generation
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Deep SORT Figure 1.2 Framework of proposed model
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Dataset

Optical Flow (Lucas—Kanade)

Anti-UAV Dataset

Custom dataset using CCTV footage

Performance Metrics

Detection Accuracy
Precision & Recall
Frames Per Second (FPS)
Tracking Success Rate

False Alarm Rate

Experimental Results

The proposed system achieved:

Expected Results:

Drone Detection & Tracking Using Image Processing

Alert & Threat Notification

e

Speed § Susgicious Behmaour dskoed Restricted Zome Alert & Feal-Time Alam

Figure 1.3 Framework of Expected Outcome
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Detection Accuracy: 94%

Real-time Processing: 25 FPS

Reduced False Alarms: 30% improvement
Robust tracking under occlusion and fast motion
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Conclusion

This research demonstrates that image processing combined with deep learning provides an effective solution for drone
detection and tracking. The proposed system offers high accuracy, real-time performance, and adaptability to complex
environments. Future work includes integration with edge Al and multi-sensor fusion for enhanced reliability.

Future Scope

o Night-time drone detection using thermal imaging
. Multi-camera drone tracking
. Al-based threat classification
. Edge-based deployment (Jetson Nano, FPGA)
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