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ABSTRACT 

 

As digital retail channels become the dominant mode of commerce, consumers are routinely required to disclose 

personal and financial data to platforms whose data-handling practices often remain opaque. This study examines how 

the resulting privacy concern shapes online purchase decisions among Indian consumers. Primary data was gathered 

through a structured questionnaire distributed via Google Forms to fifty online shoppers. Responses were captured on 

a five-point scale and analyzed using percentage breakdown, mean score computation, and graphical representation. 

 

The findings reveal that a sizeable majority of respondents carry significant privacy anxiety, with a mean concern score 

of 4.06 out of 5.00. This anxiety demonstrably shapes what consumers buy, from whom, and how they pay. More than 

six in ten participants reported abandoning a purchase specifically because of privacy discomfort. Trust operates as a 

moderating force, with well-known platforms commanding substantially greater willingness to share personal data. The 

study closes with targeted recommendations for platform operators, digital marketers, and regulatory bodies. 

 

Keywords: Privacy Concern, Online Purchase Decision, Consumer Trust, Cart Abandonment, Data Security, E-

Commerce India 

 

 

INTRODUCTION 

 

Over roughly two decades, a striking proportion of routine transactions that once required a physical visit to a shop have 

shifted to digital channels. This migration has delivered genuine gains in convenience, price transparency, and product 

variety. It has, however, also created a distinctly modern problem: the systematic exposure of personal information in 

exchange for access to digital services. Every time a consumer logs into an e-commerce account or enters payment 

details at checkout, data is captured and potentially shared with third parties, often without the consumer's meaningful 

awareness. 

 

India occupies a particularly revealing position in this landscape. The country has experienced one of the steepest e-

commerce adoption curves in the world, yet millions of Indian consumers have come online without developing a 

sophisticated understanding of data practices or privacy rights. Privacy concern, as a psychological construct, captures 

an individual's unease about how organizations gather and use personal information. Research consistently identifies it 

as multi-dimensional, encompassing anxiety about data collection, loss of control, secondary exploitation of data, and 

algorithmic profiling. When these components combine, they generate a state of digital caution that meaningfully alters 

shopping behavior. The enactment of the Digital Personal Data Protection Act in 2023 represents a significant 

institutional response, though the gap between legislative enactment and behavioral change remains wide. This study 

sets out to understand exactly how privacy concern alters consumers' purchase decisions and what can be done about it. 

 

 

LITERATURE REVIEW 

 

Westin's foundational scholarship established privacy as a fundamental psychological need, framing control over one's 

informational self-presentation as essential to personal autonomy. Smith, Milberg, and Burke (1996) gave privacy 

concern its first rigorous empirical structure, decomposing it into worries about data collection, data errors, secondary 

exploitation, and unauthorized access. Malhotra, Kim, and Agarwal (2004) adapted this framework to internet usage, 

identifying collection, control, and awareness as the dominant dimensions online. 
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Dinev and Hart (2006) developed the extended privacy calculus model, arguing that consumers engage in an implicit 

cost-benefit calculation when deciding whether to disclose personal information: utility of the transaction weighed 

against privacy risk. Their data showed that consumers with elevated privacy concerns were meaningfully less likely to 

transact even when they valued the purchase. Pavlou (2003) reinforced this by showing that perceived risk acted as a 

significant drag on e-commerce adoption, while Chellappa and Sin (2005) highlighted the personalization-privacy 

dilemma, where the data practices enabling valuable recommendations simultaneously deter privacy-sensitive shoppers. 

 

McKnight, Choudhury, and Kacmar (2002) demonstrated that high initial trust substantially increases willingness to 

share data even in the presence of residual privacy concern. Gefen, Karahanna, and Straub (2003) confirmed trust as an 

independent and significant influence on purchase intent. Within the Indian context, Gupta, Ting, and Sadeque (2019) 

found that trust erosion triggered by perceived privacy violations was among the primary drivers of platform 

abandonment. Pollach (2007) offered a sobering diagnosis of privacy policies, finding that texts written to maximize 

legal defensibility rather than comprehension leave most consumers uninformed. Keith et al. (2013) catalogued 

consumer responses to privacy threats, ranging from platform avoidance to providing incomplete information, to 

adopting alternative payment methods. The comparatively limited empirical work focused on behavioral outcomes in 

the Indian context represents the gap this study addresses. 

 

 

RESEARCH METHODOLOGY 

 

Research Design 

 

A descriptive and quantitative design was adopted. The study characterizes the privacy concern levels of online 

consumers and the behavioral consequences of those concerns, expressed in numerical terms to facilitate comparison 

and pattern identification. 

 

Data Collection 

 

Primary data was assembled through a structured questionnaire hosted on Google Forms. The instrument covered five 

thematic areas: 

 

1. Nature and intensity of privacy concern across multiple dimensions 

2. Degree of trust placed in online shopping platforms 

3. Perceived risk associated with disclosing personal and payment data 

4. Awareness of and engagement with platform privacy policies 

5. Concrete behavioral responses including purchase abandonment and protective strategies 

 

Attitude items were framed on a five-point Likert scale anchored at Strongly Disagree and Strongly Agree. Secondary 

data from published academic literature and industry reports informed the theoretical framework. 

 

Sample Size and Tools 

 

Fifty respondents were recruited through convenience sampling. The inclusion criterion was direct personal experience 

of online shopping within the past six months. Analysis relied on percentage breakdown of responses, mean score 

calculation, subgroup comparison, and graphical display through pie and bar charts. 

 

 

 

 

 

 

https://ijsrem.com/


        
              International Journal of Scientific Research in Engineering and Management (IJSREM) 

                         Volume: 10 Issue: 04 | April – 2026                                  SJIF Rating: 8.659                                    ISSN: 2582-3930                                                                                                            
  

© 2026, IJSREM      | https://ijsrem.com                                                                                                                                        |        Page 3 
 

DATA ANALYSIS AND RESULTS 

 

Demographic Profile 

 

The sample is young and educated, consistent with the composition of active online shoppers in India. Over half of 

respondents (52%) fall in the 18 to 25 age bracket, with the 26 to 35 cohort forming the next largest group at 22%. Male 

respondents constitute 58% of the sample and female respondents 40%. Undergraduate degree holders dominate at 54%, 

followed by postgraduates at 22%. Students constitute the plurality occupationally at 48%, followed by private sector 

employees at 20%. Notably, 32% of respondents declined to disclose their monthly income, itself a reflection of the 

broader privacy wariness under study. 

 

Shopping Frequency and Privacy Concern 

 

A clear majority shop online at least weekly: 32% multiple times per week and 28% once a week. This high frequency 

means respondents are drawing on accumulated, recent lived experience rather than hypothetical scenarios. The most 

significant finding of the study is the intensity of privacy concern: 68% of respondents rated their concern at four or 

five on a five-point scale, yielding a mean score of 4.06 out of 5.00. Only 12% described their concern as low or very 

low. Privacy concern among Indian online shoppers is therefore a majority experience, not a fringe phenomenon. 

 

Nature of Privacy Concern and Platform Trust 

 

When asked to identify their primary privacy concern, 42% of respondents identified payment and banking data security, 

followed by concern about third-party data sharing at 28%, identity theft at 18%, and targeted advertising at 8%. 

Consumer trust in online platforms sits at a mean of 3.22 out of 5.00, with the largest single category being moderate 

trust at 32%. Only 14% expressed strong trust. Taken together, a significant number of consumers are regularly shopping 

on platforms they do not fully trust, accepting data risk because the convenience of digital commerce outweighs their 

discomfort. 

 

Purchase Abandonment and Protective Behaviors 

 

Sixty-two percent of respondents reported abandoning at least one purchase specifically because of privacy concern. 

The most commonly cited triggers were discomfort entering card details on an unfamiliar platform (48%), reluctance 

to provide personal information to create an account (34%), and distrust of stated data-handling commitments (18%). 

Alongside abandonment, consumers deploy a wide range of protective strategies: 44% use cash on delivery to avoid 

sharing card details, 38% confine shopping to well-established platforms, 28% use virtual or prepaid cards, 22% browse 

in private mode, and 16% route traffic through a VPN. Privacy concern is not a passive feeling but an active behavioral 

force. 

 

Privacy Policies and Future Expectations 

 

Only 30% of respondents read privacy policies in full before purchasing, while 34% never read them at all. Respondents 

most commonly cited inaccessible language and excessive length as barriers. This exposes a fundamental problem with 

the notice-and-consent model underpinning data law: consent obtained from consumers who never read the relevant 

document is neither meaningfully informed nor genuinely voluntary. Seventy-six percent agreed or strongly agreed that 

they are far more comfortable sharing data with established, reputable platforms. Yet 34% expressed uncertainty about 

whether privacy protection will improve in the next five years, and 28% were actively pessimistic, pointing to a chronic 

erosion of institutional confidence. 
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DISCUSSION 

 

The data leaves no ambiguity: privacy concern materially shapes online purchase decisions. The high frequency of 

privacy-induced cart abandonment and the inverse relationship between concern levels and purchase frequency establish 

that privacy anxiety actively redirects and constrains buying behavior. The gap between a mean privacy concern score 

of 4.06 and a mean trust score of 3.22 represents lost revenue for platforms and a persistent structural brake on consumer 

engagement with e-commerce. 

 

Payment security anxiety deserves particular attention as the intervention point with the highest return. Every element 

of the checkout experience should be designed to reassure: visible security certifications, multiple payment options, 

guest checkout without account creation, and clear communication about data retention. The wide variety of protective 

behaviors adopted by consumers also signals an unmet market: features like virtual card integration, transparent data 

dashboards, and genuinely readable privacy summaries are things consumers demonstrably want but rarely encounter. 

 

The finding that young, digitally active consumers are among the most privacy-concerned challenges the assumption 

that digital familiarity breeds indifference. Frequent exposure to platform data practices appears instead to generate 

greater awareness of their risks. The qualitative responses gathered point to a culture of resigned adaptation: consumers 

are aware, concerned, and have largely concluded that the structural power to demand better practices lies with the 

platform, not with them. 

 

 

CONCLUSION 

 

Privacy concern is not background noise in the digital shopping experience. It is a recurring and commercially 

significant force that causes consumers to abandon transactions, avoid unfamiliar platforms, and engineer their shopping 

habits around perceived data risks. The mechanisms currently available to consumers for managing those risks are 

largely ineffective: most shoppers do not read privacy policies, do not know their rights in actionable detail, and have 

little confidence that meaningful improvement is coming. 

 

Addressing this requires coordinated action. Platforms should replace dense privacy policies with plain-language 

summaries and invest in checkout interfaces that communicate safety credibly. Newer platforms without established 

reputations should pursue third-party trust certifications. Regulatory bodies should prescribe mandatory standards for 

privacy communication clarity rather than allowing self-defined disclosure. Consumer digital literacy programs should 

target first-generation online shoppers in semi-urban and rural areas. Privacy by design should be treated as a 

foundational product requirement, not a compliance afterthought. Future research should employ larger probabilistic 

samples and longitudinal designs to track how privacy attitudes evolve as regulation matures and platforms adapt. 
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