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Abstract

To solve the issue of fraud and abnormalities in the
Bitcoin network, we offer a model. Here, we classify
transactions based on integrated and fraudulent
transaction patterns using machine learning methods
like XGboost and Random Forest (RF). Then, future
incoming transactions are predicted using the trained
dataset. To identify fraudulent transactions, the
authors use blockchain technology with machine
learning algorithms.

The proposed model performs a security analysis of
the proposed smart contract to show the system's
robustness and determines the precision and AUC of
the models to gauge accuracy. To guard against
assaults and vulnerabilities on the suggested system,
the authors additionally suggest an attacker model.

Overall, as financial technology advances, the
proposed approach seeks to offer a more secure
method for spotting fraud in the Bitcoin network.
The authors assert that their suggested system's use
of machine learning and blockchain technology may
successfully identify and stop fraudulent transactions.

Introduction:

Bitcoin, the first decentralized digital currency, was
introduced by Satoshi Nakamoto in 2008 as a
breakthrough digital payment mechanism. Bitcoin is
protected by encryption and a proof-of-work
consensus process, and it can be sent from user to
user without the use of a middleman organization.
Other digital currencies have been created since its
launch, including Ethereum, Ripple, and Litecoin,
and the market value of cryptocurrencies has
increased dramatically. Digital currencies built on
blockchain technology have given users new options
for transactions and financial infrastructure.
Companies must utilize secure authentication
techniques like multi-factor authentication, biometric
authentication, and encryption to safeguard digital
transactions from such attacks. In order to access a
service or system, users must give extra layers of
authentication, such as a password, PIN, or
fingerprint. ~ Users  must  present  physical
identification in order to employ biometric
authentication, such as a face or iris scan. Data is
encrypted and secured during transmission across
networks and storage on databases thanks to
encryption.

Every year, billions of dollars are lost worldwide as a
result of fraud. Advanced technologies like machine
learning, Al, biometrics, and analytics can be used to
address this. These technologies can assist in real-
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time fraud detection and prevention, lowering the
likelihood of loss and fraud. Additionally, banks and
other financial institutions can collaborate with
outside companies to leverage their analytics and
data to spot and stop fraudulent activity.

Literature review

M. Ostapowicz and others. Consensus approaches
look at the accuracy of the transactions that were
carried out. However, the transfers cannot be
efficiently identified. As a result, employing
blockchain as a fraud detection technique does not
completely address the problem. As a result, novel
methods, such as ML techniques, are employed to
address the shortcomings in the current systems.
Additionally, it is possible to spot possibly fraudulent
actions using Al-based solutions like machine
learning and deep learning.

To identify fraudulent transactions, Azar A.T. et al
offered a variety of supervised machine learning
algorithms, including logistic regression, decision
trees, support vector machines (SVM), artificial
neural networks (ANN), and naive Bayes classifiers.
These machine learning techniques are compared by
the authors, who also take into account their recall,
accuracy, and other metrics. The findings indicate
that the SVM method is the most effective at
detecting fraud and has the highest accuracy. Finally,
they argue that additional study is required to
investigate the possibilities of alternative machine
learning techniques and to raise the precision of the
existing approaches.

To recognize fraudulent businesses, P. K. R. et al.
offered a variety of Supervised Machine Learning
approaches. Additionally, they evaluated the test
dataset using XGBoost and Random Forest
classifiers; the accuracy of the suggested solutions
was over 96%. The writers also discussed the
limitations and offered ideas for additional research
directions.

According to Byun Y.C. et al., XGboost was able to
anticipate the experiment's outcome with greater
accuracy than other machine learning methods. This
study came to the conclusion that XGboost might be
a helpful tool for forecasting results in various trials.

According to Guillen M. et al., the XGboost model
has an F1 score of 0.8, an accuracy of 90%, and a
precision of 86%. The model was also successful in
identifying the dataset's key properties, according to
the authors. They came to the conclusion that
XGboost is a useful technique for predicting an
individual's driving performance.

Using Li J et al Utilizing data mining techniques,
fraud can be found by looking at transaction history,
account information, and other relevant data.
Algorithms for data mining can find ominous trends
and reveal hidden connections between transactions.
Data mining can assist in identifying these patterns
and detecting fraud to help stop it from happening
again.

Banks are concerned that sharing client data could
expose them to hazards such possible hackers having
access to the data, according to Reid F et al. utilized
confidential property for banks. Banks are also
concerned that disclosing consumer information may
result in legal problems, such as potential lawsuits or
other forms of liability. Banks are reluctant to share
client information with researchers as a result, which
might make it challenging to investigate the banking
sector.

The approach suggested by Sun X et al. included
multiple phases, including preprocessing of the data,
feature extraction, classification, and postprocessing.
Data cleansing, normalization, and feature selection
were all parts of the data preprocessing stage. Feature
extraction and selection were stages of the feature
extraction process. The stage of classification
involved classifying the data wusing various
techniques. In the postprocessing stage, the findings
were assessed, and a general conclusion was given.
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The model's outcomes demonstrated its accuracy in
identifying tilted delivery and non-uniform expenses.

The method presented by Saia R et al. is based on the
idea of self-supervised learning and uses the
transactional data's intrinsic structure to find
innovations in the data that might be signs of fraud.
A training phase and a detection phase make up the
suggested algorithm. A self-supervised learning
model is trained utilizing the transactional data
during the training phase. This model is used to
determine the data's typical behaviour and produce
typical profiles. The created profiles are utilized in
the detection phase to find fraud and spot outliers.
The suggested approach outperforms the existing
algorithms in terms of accuracy and precision,
according to testing on a real-world dataset.

Vila M.A. et al. suggested a brand-new technique for
locating suspected fraud tendencies utilizing a
cutting-edge algorithm for mining ambiguous
association rules. The program was evaluated using a
sizable dataset of credit card transactions, and it
showed promise in spotting possible fraud trends.
The findings demonstrated that the suggested
algorithm outperformed conventional association rule
mining techniques in terms of precision, recall, and
F-measure. The suggested method also offered a
more thorough study of the data, allowing the
discovery of intricate fraud patterns. The proposed
algorithm is a useful tool for identifying fraud in
credit card transactions, according to the authors'
findings.

A dataset of credit card transactions with both
labelled and unlabelled data was used to train the
suggested model by Abdulai J.D. et al. The model
had a 97.4% accuracy rate. The model had a 96.3%
accuracy rate in identifying the fraudulent
transactions. This model can be used to spot
fraudulent activity and aid in minimizing the
damages brought on by such activity.

The dataset from a bank was used by P.J. et al. to
train the model. The precision and accuracy of the
model's predictions were used to assess it. The
findings demonstrated the model's accuracy and
precision in identifying fraudulent transactions.
These findings show how well the SVM model
works to identify fraudulent credit card transactions.

By using the Bayesian learning technique, Kundu A.
et al. were able to recognize the patterns of frauds
and produce a probabilistic model to categorize them.
A preset set of rules that can be used to spot frauds is
created using the rule-based learning technique. The
results from the other two procedures are then
combined using the Dempster-Shafer theory, which
aids in lowering the number of false alarms. The
study's findings demonstrated that combining these
three methods greatly increased the accuracy of fraud
detection.

To identify potentially fraudulent transactions, G.F.B
et al. use a variety of supervised learning techniques,
including Random Forest and SVM. To further
categorise the transactions in the dataset, the authors
combined a number of data mining techniques,
including logistic regression and decision trees. The
authors have created a model that can recognize
fraudulent transactions from unknown datasets using
a supervised learning method. Both clean and noisy
datasets can use this technique to detect fraudulent
transactions. The model can also spot fraudulent
transactions in both recent and historical records. The
model can give outstanding results and does a great
job of identifying fraudulent transactions.

In centralized-based loT-driven smart cities, Tripathi
et al. identified the problems with trust, privacy,
security, and verifiability. The authors suggested a
dependable privacy-preserving secure framework
(TP2SF) to overcome these problems. This
framework attempts to guarantee the security,
reliability, and verifiability of all data and
information transferred in a smart city. The TP2SF
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framework is built on distributed ledger and
blockchain technology, which enables safe and
dependable data sharing and management. The
framework also makes use of intelligent agents and
cryptographic methods to protect the privacy of user
data and information. The authors also ran
simulations to gauge how well their suggested
framework worked. The outcomes demonstrated that
the TP2SF architecture is capable of offering a secure
and dependable environment for data transmission.

The system is safe and private because to the two-
layered privacy modules that Zack v. et al. proposed.
The system is protected against different attacks,
including DDoS attacks, using the enhanced proof of
work (ePoW) technology. User data is safeguarded
and malicious users are kept out of the system using
the principle component analysis (PCA) technique.
The system's trustworthiness module is a critical
component because it is essential to maintaining the
system's security and privacy. The trustworthiness
module also contributes to ensuring the system's
dependability and credibility.

Y. Zhao et al. suggested a thorough strategy for
protecting privacy. To guarantee the confidentiality
of the data, they combined asymmetric, symmetric,
and homomorphic encryption approaches. These
methods provide safe data transport, calculation, and
storage. The considerable computing power and
implementation time needed for these systems,
meanwhile, may be a drawback

Moustafa N. et al., Proposed In order to examine the
data recorded in the blockchain and spot fraudulent
activity, deep learning algorithms are deployed. The
algorithms can also be employed to find weaknesses
in the system and suggest fixes. Deep learning
algorithms can also be used to spot patterns and
correlations in data that indicate suspicious or
malicious activity. Then, with this knowledge, any
threats can be immediately addressed. In conclusion,
data privacy and security can be enhanced by using

blockchain technology and deep learning algorithms
to efficiently detect cyber threats and incursion
attempts.

The local anomaly detection models and the global
anomaly detection model make up the two
components of the Turnbull B et al. proposed MLO
system. The global anomaly detection model
evaluates the results of the local anomaly detection
models to determine if the activities are normal or
anomalous, whereas the local anomaly detection
models are used to identify aberrant activities in each
of the cloud nodes. The technology was successfully
tested by the authors in a real-world cloud setting. As
a result, they came to the conclusion that the MLO
system is a useful tool for identifying internal and
external attacks on cloud-based systems.

Using a deep learning-based system, Keshk M. et al.
suggested an enhanced privacy-preserving anomaly
detection technique. The pre-processing module and
the anomaly detection module are the two
components on which this system is built. The
features are extracted from the raw data by the pre-
processing module using a neural network. Recurrent
neural networks (RNNs) are used by the anomaly
detection module to find anomalies in the data. A
real-world dataset is used to test the suggested
system, and the results are compared to those of other
approaches. The outcomes demonstrate that the
suggested approach performs better in terms of
accuracy and efficiency than the current methods.

Methodology:

A machine learning model is used to categorize
transactions as malicious or genuine in the system
model, which consists of a distributed ledger (Block
chain) that maintains the transactions. The machine
learning model is created using the data from the
blockchain and is trained to recognize anomalies.
Following that, the transactions are examined for
fraud and anomaly detection using the machine
learning model. Systems for finding anomalies in a
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system can aid in locating fraud, security risks,
process anomalies, and other problems. The dataset
utilized for the model includes information on each
transaction, including the sender, receiver, amount,
time, etc.

Additionally, the information is classified as either
good or bad transactions. The classifiers are then
used to determine whether a new transaction is
trustworthy or malicious after the model has been
trained on this dataset. Precision, recall, f1-score, and
confusion matrix are some accuracy metrics that are
used to assess the model's correctness.

Machine learning techniques are used to train the
model, which uses labelled data to teach the system
how to classify data. A training set and a testing set
are created from the data, with the training set being
used to train the model and the testing set being used
to assess the model's performance and accuracy.

SMOTE Data Balancing

In machine learning, data imbalance is a prevalent
issue that can result in classifiers that are biased
towards the majority class and have low predictive
accuracy for the minority class. Machine learning
algorithms typically perform less accurately when the
data is unbalanced because they are unable to
identify the underlying trends and linkages. It is
determined as the ratio between the number of
instances of one class and the number of instances of
the other class and serves as a gauge of the dataset's
imbalance.

The dataset is more unbalanced the greater the ratio.
SMOTE creates fresh synthetic samples in between
similar instances by first choosing them. This helps
to lessen the bias toward the dominant class and
guarantees that the synthetic data is as accurate as
possible. By increasing the amount of minority class
samples and balancing the dataset, this strategy helps
to increase the accuracy of a classification model.

SMOTE creates fictitious new data points to
oversample the minority class. The data points for
the majority or minority classes remain unchanged.
By interpolating between already existing minority
class data points, it creates new data points. To
achieve this, it generates points along the line
segments that connect instances of the minority class
that are randomly chosen. It chooses minority class
instances at random to interpolate between. It makes
no specific selections. It just selects neighbouring
minority class instances at random. SMOTE's
primary objective is to combine more minority class
samples in order to balance the data.

Identification of False Transactions

The hazards of fraud, scams, hacking, and other
unwanted cyber activities are rising as more
corporate transactions, customer contacts, and
sensitive data are conducted online. The static rules
and models developed by human fraud analysts and
specialists have traditionally been the foundation of
traditional fraud detection systems. Machine learning
techniques are used by more recent fraud detection
systems to find patterns and anomalies in vast
datasets. These computers outperform manual
approaches in terms of speed and accuracy when it
comes to detecting possibly fraudulent activities.
They can also be easily modified to take into account
shifting fraud trends and brand-new fraud kinds.
Machine learning algorithms can also be used to
produce alerts for additional research.

Statistical methods are used in anomaly detection
approaches to find anomalies in the data and identify
outliers. Algorithms for anomaly detection can be
used to find possibly fraudulent activities and spot
shady transactions. Data mining techniques can also
be used to examine transaction patterns and find any
odd or suspicious trends.
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XGBoost

In XGboost, several sequential decision trees are
used in a boosting strategy. By producing each new
tree to enhance the prior trees, it seeks to lower the
overall error. Each new tree determines how to split
the data for a better categorization by using the
updated residual errors from the previous trees. High
predictive performance can be attained by XGboost
thanks to this boosting method. The model put forth
here uses an XGhboost classifier to separate honest
from dishonest transactions. A blockchain smart
contract is linked with the XGboost model.

It assesses fresh incoming transactions and decides
whether to allow them or mark them as harmful. The
method improves the security and fraud detection
capabilities for transactions in the blockchain
network by integrating XGboost and blockchain
smart contracts. To filter valid and fraudulent
transactions at scale, XGboost offers a precise and
reliable categorization technique.

Random Forest

It can be used to build several decision trees using
various training data subsamples. As a result, the
algorithm may concentrate on the minority class in
each of the subsamples, allowing it to identify the
minority class more precisely. Additionally, the
algorithm can provide additional weight to the
decision trees that correctly identify the minority
class by giving each one a weight. This aids in
lowering the model's overall bias and improving its
accuracy. A method known as under-sampling,
which involves choosing a portion of the majority
class at random that is the same size as the minority
class, can be used if we want to use the 0.001:0.999
ratio. This could improve and balance the dataset.

Proposed Model using Blockchain with
Machine Learning

Blockchain technologies aren't always immune to
fraud. Blockchains can still be subject to hostile
assaults and fraudulent operations, despite the fact
that they offer some helpful security and privacy
features. The proposed approach tries to capitalize on
the advantages of both technologies to tackle a
specific problem in a novel way by integrating
blockchain and machine learning. A more efficient
and reliable solution might be offered by combining
machine learning analytics with blockchain security
and data transparency. The model is designed to find
transaction data trends that can be utilized to spot
fraudulent behaviour.

It is presumable that the pattern of Ethereum
transactions and the pattern of bitcoin transactions
recorded in the bitcoin transaction database are
comparable. By "pattern,” it is most likely referring
to the properties, structure, and format of the
transactions. For instance, similar information like
sender and receiver addresses, transaction amount,
transaction ID, etc.,, may be present in the
transactions.

The machine learning model is trained and enhanced
using each new Ethereum transaction as input. The
new Ethereum transaction's pattern is examined and
contrasted with the pattern of valid Bitcoin
transactions. The Ethereum transaction is regarded as
valid if the transaction patterns match. If not, it is
marked as possibly harmful. By employing double-
spending attacks on Ethereum, the system is put to
the test to see how well it can identify malicious
transaction
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