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Abstract - Digital video and information authentication and IP protection need video watermarking. Due to video 

watermarking systems' efficiency and speed, real-time applications and large-scale video processing typically create 

significant challenges. This work improves video watermarking systems by dramatically reducing their operation time. 

This study focuses on improving current strategies to embed and remove watermarks faster without losing resilience 

or perceptual quality. The proposed technique simplifies watermarking utilizing new computational approaches and 

algorithmic improvements. It will be more feasible for real-time applications including secure content sharing, VOD, 

(Video on demand) and live streaming. Using efficient data structures, novel heuristics, and parallel processing 

architectures reduces computer overhead. The study also uses sophisticated signal processing and machine learning to 

make embedded watermarks more resistant to compression, noise addition, and geometric alterations. This ensures 

content authenticity in various operating settings. Experimental benchmark datasets and performance measurements 

including computational complexity, watermark imperceptibility, and embedding capacity will test the recommended 

enhancements. Results will demonstrate that better approaches reduce operation time while maintaining or improving 

perceptual quality and robustness. This work improves video watermarking technology by increasing its practical use 

in current digital media ecosystems and addressing performance restrictions. Secure multimedia information 

distribution and protection industries think the recommended ways will be widely used since they enhance efficiency 

without compromising security. 
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1.INTRODUCTION 

 

 At this point in time, when there is an abundance of multimedia material that is easily accessible to the general 

public and widely available, it is of the highest significance to verify the authenticity and originality of digital media. 

Video watermarking is a procedure that involves embedding permanent identifiers into multimedia files in a way that 

is both undetectable and secure. Essential for the protection of intellectual property, the authentication of content 

ownership, and the monitoring of digital distribution chains, this instrument is an absolute must. One of the most 

significant obstacles that stands in the way of widespread adoption of video watermarking systems is the computational 

efficiency that is required for real-time applications and circumstances that include large-scale video processing 

instances. The process of adding a unique identifier, sometimes known as a watermark, to video footage in a manner 

that does not significantly diminish the overall quality of the video is referred to as video watermarking. In order to 

embed and remove watermarks in an effective manner using this method, it is often necessary to make use of very 

complex computer algorithms. These techniques include, amongst others, the discrete cosine transform (DCT) and the 

discrete wavelet transform (DWT). The use of these technologies in real time is difficult to accomplish due to the very 
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high processing costs involved. In particular, this is the case in use cases such as live video streaming, services that 

provide video-on-demand, and secure content delivery systems. Nevertheless, they are effective for adding watermarks 

that are quite resistant.[1] 

 The purpose of this research is to find strategies to retain or improve the robustness and perceptual quality of 

video watermarking systems while simultaneously reducing the amount of time that such systems are required to 

operate. This will allow for the resolution of these problems. Our primary focus will be on increasing the effectiveness 

of these tactics. This program's research into innovative techniques of algorithmic design, computational optimizations, 

and the use of current advancements in parallel processing architectures aims to achieve significant increases in 

efficiency. The targets of this program's study are significant gains in efficiency.[2] 

 

1.1 Background and motivation 

 

 The growing need for the safe sharing of multimedia information is the impetus behind the research that is being 

conducted to develop more effective ways for watermarking videos. In addition, there is a growing need for measures 

to be taken to combat the illegal distribution of digital products as well as piracy. Traditional watermarking techniques, 

such as those based on the spatial domain and the frequency domain, have significantly enhanced the level of document 

security. However, the amount of computer power required by these methods may sometimes be a limiting issue. It is 

necessary to simplify these procedures in order for them to be able to meet the requirements of contemporary digital 

media applications. Specifically, the demand for digital content is increasing at an exponential rate. [3-4] 

 

1.2 Challenges and Current Research Landscape 

 

 Current video watermarking systems are plagued by a multitude of issues, the most of which are connected to 

the complexity of the computations involved and the resources available for real-time processing. The administration 

of enormous volumes of multimedia data is required in order to complete the process of adding or deleting watermarks. 

At the same time, it is necessary to ensure that the watermark is invisible and resistant to compression, noise addition, 

and geometric modifications. In their search for a solution that fulfills both these needs and the requirement for higher 

processing speeds, professionals working in this sector are confronted with a tremendous challenge. [5] 

 Exciting new paths for solving these issues have been opened up as a result of recent advancements in machine 

learning, parallel computing, and signal processing among other areas of innovation. Utilizing networked computing 

frameworks, efficient algorithmic designs, and graphics processing unit (GPU) acceleration are some of the ways that 

the computational cost of video watermarking may be reduced. Nevertheless, the integrity of the embedded watermarks 

should not be jeopardized either in terms of their safety or their legitimacy.[6] 

 

2. LITERATURE REVIEW 

 

Cox et al. (2023): Cox et al. provided video watermarking approaches that are both robust and embedded in the domain 

of discrete wavelet transformations. These methods were developed by the researchers. The fundamental objectives of 

their technique are to achieve and maintain invisibility as well as resistance to the conventional video processing 

procedures.[7] 

Barni et al. (2022): The authors Barni et al. proposed a visual cryptography-based architecture for the purpose of 

ensuring the safety and scalability of video watermarking. Additionally, their technology makes it feasible to extract 

watermarks even when just a portion of the data is accessible, which results in an improvement in resilience.[8] 
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Memon and Wong (2020): In their methods to fragile watermarking, Memon and Wong focused on identifying 

instances of manipulation in video content as their primary concern. Their study opened the path for the development 

of techniques that can authenticate films by identifying variations in frame number.[9] 

Zhao and Koch (2019): The concept was presented by Zhao and Koch with the intention of making watermark 

embedding in video sequences undetectable and resistant to geometric distortions. This was accomplished via the use 

of spatial domain techniques using watermark embedding.[10] 

Swanson et al. (2018): Watermarks may be efficiently inserted into compressed video streams using methods that 

have been proposed by Swanson et al. These methods preserve resistance against compression artifacts while 

performing the watermarking process.[11] 

Bianchi et al. (2017): The researchers Bianchi et al. studied the idea of integrating watermarking with perceptual 

models in order to increase its application in high-definition video situations. Their objective was to preserve the 

quality of the video while simultaneously adding watermarks that were invisible.[12] 

Alattar (2016): Alattar's adaptive watermarking technologies enable the optimization of resilience and quality 

preservation by dynamically altering the embedding settings in accordance with the characteristics of the video clip. 

This allows for the optimization of both resilience and quality preservation.[13] 

 

 2.1 Objectives and Contributions 

1. Develop novel heuristics and algorithms to streamline embedding and extraction processes, making them 

easier and more efficient. 

2. To make watermarking faster without compromising security, use parallel architectures, efficient data 

structures, and innovative approaches. 

3. Run comprehensive tests on benchmark datasets to measure improvements in runtime, embedding capacity, 

attack resilience, and preserving perceptual quality. 

 

3. RESEARCH METHODOLOGY 

 

 The process of researching video watermarking often starts with the establishment of defined objectives and 

limits, with the primary focus being placed on areas such as making it more efficient, making it more resistant to 

attacks, or making it more suited for usage in real-time applications. Following this, the next stage is to carry out a 

thorough literature review in order to provide the theoretical underpinning and identify areas in which innovation might 

be enhanced. [14-15] After that, relevant algorithms are either selected or invented, and then they are put into operation 

in a selected environment, such as Python or MATLAB, in order to verify them via experimental testing. As a 

component of the experimental design, datasets and scenarios that include a variety of video formats, resolutions, and 

attack types (such as compression and noise) are developed. Subsequently, main performance parameters including 

embedding capacity, perceptual quality, operation time, and robustness are submitted to extensive examination. As a 

consequence of doing an analysis of the data, one is able to draw judgments about the effectiveness of the processes 

that were implemented, which in turn leads to discussions regarding the implications of theory and practice, the 

limitations, and prospective future research areas. [16-17] 

 

The following is a list of the major algorithms that were used in the system that was developed: 

 

The main algorithms for the proposed system were summarized in the steps below: 

Step 1: Locate the hidden MP4 video file and launch it. 

Step 2: Extract still images from a video. 
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Step 3: Find the frames that are important 

 Step 3.1: Create grayscale pictures from frames. 

 Step 3.2: Compare and contrast grayscale images. 

 Step 3.3: Take the mean of the grayscale images that differ. 

 Step 3.4: Select N frames of most significant changes between the two images. 

Step 4: Choose the watermarks (Image and Message). 

Step 5: Using the AES technique, encrypt the watermark image. 

Step 6: Using the RSA technique, encrypt the watermark message. 

Step 7: Hide encrypts blind watermarks in the key frames of an mp4 video file using a modified LSB technique. 

Step 8: To produce a video, combine stego frames. 

 To insert watermarks into MP4 video files in a secure manner, the approach that has been described makes use 

of a collection of algorithms. After the system has located and opened the secret MP4 file, it then proceeds to extract 

still photographs from each frame. This process takes place in the first two phases. After that, you will locate the frames 

that are most important in Step 3. In Step 3.1, you will convert the photographs to grayscale. In Step 3.2, you will 

compare the images. In Step 3.3, you will determine the mean of the changes. Finally, in Step 3.4, you will choose the 

frames that have the most significant influence. [18-19] In Step 4, you will pick a watermark, which may consist of 

both pictures and text that has been encrypted using Advanced Encryption Standard (AES) in Step 5 and RSA in Step 

6, respectively. This watermark may be used to protect the content of the document. Following the completion of the 

procedure, which ends in the production of a stego MP4 movie (Step 9) and the synthesis of stego frames (Step 8), the 

encrypted watermarks are then inserted into key frames of the MP4 video file (Step 7). The validity and integrity of 

the watermarks that are embedded into the video footage are maintained by this comprehensive process, which also 

ensures that the watermarks are resistant to manipulation. [20] 

 

Reversing the steps to un-hide and decrypt the movie will restore its original (Secret): 

1. start by inserting the Stego Mp4 movie file.  

2. Split the Stego video into individual frames.  

3. Step 3: Pick out important frames from the stego movie.  

4. Unhide secret watermarks (Message, Image) that encrypt an MP4 video file.  

5. Make Message and Image hybrid blind watermarks decipherable using RSA and AES.  

6. Get rid of picture watermarks and the original message  

7. Recover an MP4 video file by combining its frames. Get your MP4 video file back. 
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Figure 1. Stegio Mp4 video watermarks (image, message) extraction and interpreting from frames 

 

4. RESULTS AND DISCUSSION 

 

 Table 1 is a list of all of the watermarks, pictures, and messages that have been manufactured using this process 

and have been put through their paces. Samples 1, 2, and 3 are examples of secure cover MP4 videos that have also 

been put through their paces. Using the solution that was given, which was constructed using the Python platform 3.7 

and the computer language libraries of Microsoft Visual Studio, you are able to arrange your films with the assistance 

of tools such as mathematics and histograms. The Stego video key frames shown remarkable performance in the 

experiments, as evidenced by their low correlation and significant PSNR, among other positive characteristics. Both 

of these characteristics were observed.  

In order to get started, we will first attempt to extract frames from the MP4 movie that is concealed. Through the 

process of averaging the grayscale frames that were not initially a part of the sequence, we are able to choose the 

essential frames that are responsible for contributing context to the film. It is necessary to make use of the Advanced 

Encryption Standard (AES) technique in order to encrypt a watermark image. b) Encrypt a desired watermark message 

by using the RSA method. Utilizing the RSA method is the means by which this is accomplished. (d) the histograms 

of the picture and the message are found to have a significant association with one another. Through the use of the 

LSB approach, Over the course of the second step of the procedure, we were successful in inserting the encrypted 

secret watermarks (picture, message) into key frames of the cover MP4 video. In the next step, we used the PSNR in 

order to ascertain the quality of every cover key frame. b) The data suggests that you only employed cover key frames 

of a high grade throughout the whole process of concealing the information.  
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Table 1. Some Examples of Video Files in the MP4 Format 

 Video Name 
Video Size 

(MB) 
No. of Frame Frame Rate Frame Size 

Sample1 3.92 475 30 1280 x 720 

Sample2 10 1655 25 640 x 480 

Sample3 17.6 1946 24 1280 x 720 

 

 

 

 

 

4. CONCLUSIONS 

 

 Using encrypted hybrid watermarks (Message, Image), it is possible to add a watermark to MP4 videos. 

Through the use of a number of different strategies, this research endeavors to create a video copyright protection 

system that is strong, safe, and blind. Cryptographic methods such as RSA and AES are used in this manner in order 

to encrypt both message and image watermarks. After frames are erased from an MP4 video, encrypted watermarks 

are hidden inside the keyframes of the video. Because of the high MSE and PSNR of the presented approach, it is 

possible to achieve both good encryption-decryption and concealment properties. When the value is more constant 

across all pixels, the histogram indicates that the encryption function is performing better. Because the PSNR was 

more than 50 dB, it was impossible to discern between cover key frames and stego key frames for the time being. Due 

to the fact that the LSB method largely included the encrypted message and picture in the key frames, there was not 

much of a shift in the intensity of the image. 
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