p2? N 3‘3‘%

%;REM
e-Journal

Aot

Volume: 07 Issue: 05 | May - 2023

International Journal of Scientific Research in Engineering and Management (IJSREM)

Impact Factor: 8.176 ISSN: 2582-3930

Enabling Trust and Privacy Preserving e-KYC System Using Blockchain

Viraj Ashok Patil', Akshay Kumar Mishra?, Ketan Kishor Shinde?, Prof A. A. Patil*

1234Department Of Computer Engineering, TSSM’s, Padmabhooshan VasantdadaPatil Institute of Technology,
Bavdhan-21, Pune, Maharashtra, India.
Affiliated To Savitribai Phule Pune University, Pune, India.

ABSTRACT - A Blockchain technology guarantees to be
highly trending and empowering in financial domain
computing programs. The virtual economic system is
becoming a fundamental a part of present-day life. in order the
use of the digital global increases there are more probabilities
of lower is the safety stage. So greater using digitization more
the frauds and less the safety. In a few cases of personal
information, leakage has brought back into the focus the
security troubles with the extraordinary identification sharing
mechanisms. A client is predicted to provide his identification
for authentication by means of unique agencies. So the KYC
process offers with the identity of the user. And in flip,
provides the desired security. The KYC strategies which are
used by the banks are absolutely dependent on the encryption
that's sluggish and it is able to result in the lack of patron info
to other their birthday celebration economic establishments.
This device can be efficient by means of using Blockchain
technology, which has the ability to automate numerous
manual approaches and it's also proof against hacks of any
type. The immutable blockchain block and its distributed
ledger is the best complement to the system of KYC. With the
addition of clever contacts, fraud detection may be
computerized. For KYC identification info garage, we are
able to employ any types of KYC. So, the banks can develop a
shared non-public blockchain within the financial institution
premise and the equal can be used for verifying the
documents. This permits the user to get control in their touchy
files and also makes it easier for banks to reap the documents
they want for compliance.

Key Words: Blockchain, Banking, Digital Certificate, Digital
Wallet, Decentralize Identity, Distributed Ledger Technology,
Verifiable Credential.

1.INTRODUCTION

A Blockchain-based totally protection management device
is for offering security to the bank transactions and to
implement the KYC manner in an easier and secured manner.
Blockchain technology is a brand-new technology which is
based totally on mathematical, cryptographic and monetary
concepts for preserving a database among diverse contributors
without the need of any 0.33 party or central authority. it is a
secured distributed database, tamper obvious, in which the
validity of a transaction may be demonstrated by means of
events in the transaction. Blockchains are normally managed
by using a peer-to-peer (P2P) laptop network to be used as a
public allotted ledger, wherein nodes together adhere to a
consensus set of rules protocol to add and validate new
transaction blocks. Al even though blockchain facts are not
unalterable, considering the fact that blockchain forks are

possible, blockchains can be considered secure via design and
exemplify a distributed computing system with high Byzantine
fault tolerance. know Your client (KYC) strategies performed
through banks on their clients are needless, unmanageable and
highly-priced. therefore, a gadget is proposed to automate
unskilled obligations and allow sharing of facts related to
KYC. Blockchain technology, with its concept of dispensed
database, time-stamped ledgers, can correctly assist banks
enhance their KYC technique. one of the most important duties
of the bank is to make certain facts protection of data of the
customers, confidentiality and the country in their account to
assure their safety and integrity, inside the method of alternate
and processing of records. for that reason, by means of the use
of the competencies of innovative facts generation i.e., the
Blockchain generation information protection may be
performed.
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Figure 1: Blockchain and e-KYC
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Figure 2: Distributed Ledger

2. PROPOSED SYSTEM

In this paper, we aim to address such research gaps by
introducing a secure and efficient blockchain-based e- KYC
documents registration and verification process with
lightweight key cryptographic protocols run in the cloud
Interplanetary  File System (IPFS). To facilitate the
foundational privacy requirement regarding the user's consent
collection, we develop a smart contract to generate and
enforce the consent to be digitally signed by the customer.
The consents will be systematically stored in a blockchain
having tamper-proof property which is useful for auditing.

Regarding the data privacy issue, we propose an optimized
cryptographic protocol by applying symmetric encryption
with public key encryption to encrypt the customers'
credential files and employ the ciphertext policy attribute-
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based encryption (CP-ABE) to encrypt the blockchain
transactions. Since CP-ABE provides a one-to-many
encryption with fine-grained access control, it allows several
Fls to access common encrypted transactional data in the
blockchain of the same client based on the access policy
defined. Specifically, we devise the policy update algorithm to
enable efficient encryption based on a less complicated policy
tree structure. Finally, our system allows users to update their
e-KYC data with any banks or Fls engaging in the blockchain.
The updated e-KYC data is broadcasted in the ledger and the
synchronization of the updated data is done by the responsible
smart contract.

At the first occurrence of an acronym, spell it out followed by
the acronym in parentheses, e.g., charge-coupled diode
(CCD).

3. SYSTEM ARCHITECTURE
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The system architecture provides the architecture for the
proposed system in the form of different layers. In proposed
system, we implement a block chain Based KYC system, in
which each customer uploads a data file and encrypts these
data with corresponding key. To implement both security
preservation and relevant searches, we propose an effective
search scheme. In this framework, the server is permitted to
viably combine various encrypted records, and safely play out
the pursuit without uncovering the user sensitive data, neither
information documents nor the questions.

4. IMPLEMENTATION

Authority: The authority generates the public parameter PK
and the master private key MSK of the system. The authority
keeps the MSK secret and publishes PK available for the
subscribers. The authority also generates a secret key
generated based on the CP-ABE method and that key is issued
to each financial institution (FI).

Clients: Clients are the customers of financial institutes who
join the blockchain-based KYC. Each customer has her own
key pair used to encrypt and decrypt her credential data. To
allow the credentials to be stored in any Fl's database or in the
cloud system, the FI must get the consent digitally signed by
the client.

IPFS: IPFS is a cloud database that stores encrypted
documents of KYC bound to each user account. It serves for
user's credentials to generate transaction for cryptocurrency. It
houses distributed hash table (DHT) keeping the address of
the hash value of the clients' credential files which are
encrypted in the IPFS storage.

Blockchain: Blockchain is used to store the transactions of all
KYC related activities. All sensitive transactions of the clients
are encrypted. The data on the blockchain is tamperproof
based on hash value and cryptography mechanism, which also
prevents some illegal activities.

Smart Contracts: Smart contracts are used to control and
automate all KYC processes. In our system, there are three
smart contracts including (1) Register contract is responsible
for authenticating users, enrolling new users, and uploading
the encrypted credentials to the IPFS, (2) Master contract is
responsible for controlling client profiles, keeping hash value
of the citizen 1D of all clients for interacting with IPFS, and e-
consent generation, and (3) Verify contract is responsible for
KYC verification.
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5. TESTING METHODOLOGIES

1) Unit Testing

Unit testing involves the design of test cases that validate that
the internal program logic is functioning properly, and that
program inputs produce valid outputs. All decision branches
and internal code flow should be validated. It is the testing of
individual software units of the application .it is done after the
completion of an individual unit before integration. This is a
structural testing, that relies on knowledge of its construction
and is invasive. Unit tests perform basic tests at component
level and test a specific business process, application, and/or
system configuration. Unit tests ensure that each unique path
of a business process performs accurately to the documented
specifications and contains clearly defined inputs and
expected results.

I1) Integration Testing

Integration tests are designed to test integrated software
components to determine if they actually run as one program.
Testing is event driven and is more concerned with the basic
outcome of screens or fields. Integration tests demonstrate that
although the components were individually satisfaction, as
shown by successfully unit testing, the combination of
components is correct and consistent. Integration testing is
specifically aimed at exposing the problems that arise from
the combination of components.

I11) System Testing

System testing ensures that the entire integrated software
system meets requirements. It tests a configuration to ensure
known and predictable results. An example of system testing
is the configuration-oriented system integration test. System
testing is based on process descriptions and flows,
emphasizing pre-driven process links and integration points.

1V) White-box Testing

White Box Testing is a testing in which in which the software
tester has knowledge of the inner workings, structure and
language of the software, or at least its purpose. It is purpose.
It is used to test areas that cannot be reached from a black box
level.
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V) Black-box Testing

Black Box Testing is testing the software without any
knowledge of the inner workings, structure or language of the
module being tested. Black box tests, as most other kinds of
tests, must be written from a definitive source document, such
as specification or requirements document, such as
specification or requirements document. It is a testing in
which the software under test is treated, as a black box. you
cannot “see” into it. The test provides inputs and responds to
outputs without considering how the software works.

6. CONCLUSION

We have presented the privacy-preserving e-KYC approach
based on the block chain. Our proposed scheme delivers
secure and decentralized authentication and verification of the
e-KYC process with the user's consent enforcement feature. In
our scheme, the privacy of both customers' identity documents
stored in the cloud is guaranteed by the symmetric key and
public key encryption while the sensitive transaction data
stored in the block chain is encrypted by symmetric key
encryption and CP-ABE. Our scheme also allows the KYC
data to be updated by the data owner or the customer. In
addition, we devised an access policy update algorithm to
enable dynamic access authorization. For the evaluation, we
performed comparative analysis between our scheme and
related works in terms of the computation cost, the
communication cost, and performance. The experimental
results showed that our scheme outperforms existing schemes
in terms of performance, comprehensive KYC compliance
features, and the scalable access control mechanism. For
future works, we will test a larger sample of data in the real
cloud environment and measure the throughput of the system
in accommodating high number of e-KYC registration and
verification requests. In addition, we will investigate the
technique to enable batch verification of e-KYC transactions
stored in the block chain with the searchable encryption
feature.
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