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ABSTRACT

The medical records are vulnerable and ought
to be put away in a therapeutic database in
encoded structure. Be that as it may, just
encoding these records will wipe out
information utility and interoperability of the
current therapeutic database framework in
light of the fact that scrambled records are
never again accessible. Also, numerous
specialists could be engaged with controlling
and sharing the private therapeutic records of
customers. To address the above issues, we
propose an approved accessible encryption
conspire under a multi-authority setting. In
particular, our proposed plan uses the RSA
capacity to empower every position to restrain
the hunt ability of various customers
dependent on customers' benefits. However,
such outsourcing may lead to a variety of
privacy issues because of the risk of
information leakage. Therefore, cloud services
should provide appropriate strategies to
protect e — medical records. The main aim of
this project to retrieve the multiuser details
using key only.To improve versatility, we use
multi-authority ascribe based encryption to
permit the approval procedure to be performed
Jjust once significantly over approaches from
different specialists. We lead thorough security
and cost investigation, and perform
exploratory assessments to show that the
proposed plan acquaints moderate overhead
with existing accessible encryption plans.
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1. INTRODUCTION

E — therapeutic record frameworks assume a
fundamental job in the advanced change of human
services, which permits apatient to make, oversee,
and control her private personalhealth record
(PHR) by means of the web. To moderate thelocal
calculation and correspondence overhead, most e
— medicalrecord administrations are re —
appropriated to an outsider suchas open cloud.
Nonetheless, such re — appropriating may prompt
avariety of security issues due to the danger of
informationleakage. Along these lines, cloud
administrations ought to give appropriate
strategies to ensure e — restorative records. The
clearest strategy for tending to dataprivacy
concerns 1s to encode information before
transferring to thecloud. In this manner, just the
approved customer who has thekey or
authorizations can decode the information.
Appropriately, in aPHR framework, information
proprietors are normally required to encrypttheir
PHRs. As a commonsense thought, information
proprietors alsoneed to give comparing access
arrangements to accesstheir PHRs and figure out
which watchwords they can search.However, it is
nontrivial to accomplish the
aforementionedrequirements  over  scrambled
data.Once medicinal records are encoded and
outsourced,the cloud server can never again
perform catchphrase search,because the server
isn't relied upon to get any informationabout the
records.This  technique  presents  colossal
calculation andcommunication costs. To empower
search of encoded data,a promising methodology
named accessible encryption wasproposed, and it
empowers the server to look the encrypteddata
with customer's protected hunt token. In any case,
the greater part of theexisting accessible
encryption plans considers the singleauthority
setting, this can't meet the prerequisite of
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PHRsystems in which more than one power exist
and the datarecords and questions are scrambled
by means of various keys.To spur our structure,
we consider the accompanying scenarioin a
shrewd PHR framework. Expect that there are
variousdoctors in various clinics and they can
compose information into PHRs. Because of the
touchy idea of the information, the accessright
will consistently be confined to specific customers
as it were. Forexample, a general expert could be
approved to readthe records of their patients just,
while a cardiologistcould be approved to use all
records  identifying  with  heartconditions.
Furthermore, patients may go to more than
onehospital, and specialists might need to use
patient's former records for determination in
another emergency clinic. In this way, theclients
ought to be upheld with perused and search
privilegesunder a  situation of numerous
specialists. Besides, dueto the security of
restorative information, the entrance control of the
datashould be refined to approved watchwords for
searching.For model, cardiologists are just
approved to querymedical data about coronary
illness and can't searcha patient's history of skin
maladies. In this way, the searchcapability of the
customers must be overseen with the goal that
they areonly permitted to perform inquiries for
approved keywords.The prerequisites referenced
above inspireus tofocus on tending to the touchy
therapeutic information authorizationmanagement
issue and propose a down to earth
andprivacyprotecting scrambled information scan
answer for multiauthoritymedical databases.

2.RELATED WORK

Bo Lang, Jinmiao Wang and Yanxi Liu et. al. [1]
proposed and implemented a role-based self-
contained data protection scheme called RBAC-
CPABE. They proposed a data-centric access
control model, DC-RBAC, which allows the data
owner to specify individualized RBAC policies
for each data object. Besides role-level
constraints, DC-RBAC also contains user attribute
constraints and environment constraints, which
correspond to information about the authorized
users and contextual information about the
environment, respectively. Hence, DC — RBAC
achieves more flexible and finegrained access
control. To construct the self-contained data
protection mechanism, they combined DC-RBAC
into ECP-ABE by extending ECP-ABE and define

a policy mapping model. Kaiping Xue, Weikeng
Chen, Wei Li, Jianan Hong and Peilin Hong et. al.
[2] proposed a combination of cloud-side and data
owner-side access control in encrypted cloud
storage, which is resistant to DDoS / EDoS attacks
and provides resource consumption accounting.
Their system supports arbitrary CP-ABE
constructions. The construction is secure against
maliciousdata users and a covert cloud provider.
Nicolae Paladi, Christian Gehrmann, and Antonis
Michalas et. al. [3] presented a framework for
trusted infrastructure cloud deployment, with two
focus points which are VM deployment on trusted
compute hosts and domain-based protection of
stored data. They described in detail the design,
implementation and security evaluation of
protocols for trusted VM launch and domain-
based storage protection. The solutions are based
on requirements elicited by a public healthcare
authority, which they implemented in a popular
open source laaS platform and tested on a
prototype deployment of a distributed EHR
system. In the security analysis, they introduced a
series of attacks and proved that the protocols hold
in the specified threat model. Ling Liu, Yuqing
Zhang and Xuejun Li et. al. [4] proposed a secure
client side de duplication scheme KeyD to
effectively manage convergent keys. Data de
duplication is achieved by interactions between
data owners and the Cloud Service Provider
(CSP), without participation of other trusted third
parties or Key Management Cloud Service
Providers. The security analysis showed that
KeyD ensures the confidentiality of data and
security of convergent keys, and well protects the
user ownership privacy atthe same time. Qinlong
Huang, Yixiang Yang and Jingyi Fu et. al. [5]
proposed a secure data group sharing and
dissemination scheme in public cloud based on
attribute-based and timed-release conditional
identity based broadcast PRE. Their scheme
allows users to share data with a group of
receivers by using identity such as email and
username at one time, which would guarantee data
sharing security and convenience in public cloud.
Their scheme allows data owners to custom access
policies and time trapdoors in the cipher text
which could limit the dissemination conditions
when outsourcing their data. The CSP will re-
encrypt the cipher text successfully only when the
attributes of data disseminator associated with the
re-encryption key satisfy access policy in the
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initial cipher text and the time trapdoors in the
initial cipher text are exposed.

3.PROPOSED WORK
Overview

This project takes into consideration a safe and
secure encrypted data search that consists of
multiple clients for smart medical systems. A
medical treatment can involve multiple groups.
For example, a nurse is responsible for updating
the medical records, the staffs of the insurance
company helps patients claims their medical
insurance, and banks are responsible for paying
for the treatment received at the hospital. All these
clients’ accesses some or other of the patient’s
data in the hospital such as medical records and
treatment bills. Particularly, we consider that there
are three organizations involved in the proposed
system: clients, patients, and admin.

We propose an approved accessible encryption
conspire under a multi-authority setting. In
particular, our proposed plan uses the RSA
capacity to empower every position to constrain
the pursuit ability of various customers dependent
on customers' benefits. To improve scalability, we
utilize multi-authority attribute-based encryption
to allow the authorization process to be performed
only once even over policies from multiple
authorities. User approve the request from others
like doctor then only generate the keys and doctor
whether check verify the keys valid or not. Others
can access the user details using key only. This
system has following advantages:

e Multi-authority attribute based encryption to
allow the authorization process.

e Users will approve the request from others like
doctor then only keys will be generated and
doctor needs to check whether the keys are
valid or not then only others can access the
user details that too only using key.

Goal

The main aim of our system is to secure the
privacy of databases. We generate encrypted
database for keyword document pairs. Our system
is secure against adaptive adversaries who can
easily grasp the search rule and gather the search

pattern and result pattern from the encrypted
database. Our scheme also needs to prevent
malicious clients from illegally fetching
information. The server cannot use previously
searched keyword to retrieve the documents that
are added to the data store after the last query.
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Fig 4.1 architectural diagram
5.EXPLANATION

This system has following modules:

e Admin:
% Admin Login: Admin has to login into the
system.
% Authorize User: Admin has to accept and
authorize the user.
e User:
% Register: The user has to register into the
system.
User Authorization from the admin.
Login: The user has to login into their
account
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Add personal data: User add their data
which consists of insurance and bank data
too.

*» Fix Appointment: The user has to choose
the respective doctor and make an
appointment.

% The user has to upload the report and send
it to hospital and doctor.

% View personal data

% View messages sent by the insurance
company, doctor and bank.

s Logout

Hospital:

% Login

Authorization: The hospital authorizes the

list of doctors.

View all appointmentdetails

Sends report to doctorin encrypted format.

View the list of keys and send it to

respective doctor.

¢ Send key to doctor: The user has to send a
key to doctor.

Doctor:

Register into system.

Wait for authorization from hospital.

Login into their account.

View Reportsin decrypted format.

Download the respective report and

analyze the report and estimate the cost

% Approve the report and send to user.

Insurance:

% The insurance agentlogin to the system.

Only authorized insurance companies can

login.

View the report and cost of the treatment.

Send request to bank.

Send the policynumber, patient name, and

message to the bank.

Bank:

% The bank has to login into the system.Only
authorized banks can login.

% View the list of insurance claims by the
patient.

% After verification the bank can transfer the

amount and send a message to the user

saying that his request has approved.
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ALGORITHM USED
RSA

In this project we used RSA algorithm for
encryption and decryption process. It is

| www.ijsrem.com

basically an asymmetric cryptography
algorithm. Asymmetric means it works on
two different keys which are public
key and private key. The public key is
distributed to everyone and private key is
kept private. It allows public key encryption
and is used to secure sensitive data,
specifically when it is sent over a vulnerable
network.The main motive of RSA is based on
the idea that it is difficult to factorize a large
integer. The public key consists of two
integers where one is multiplication of two
large prime numbers and private key is also
derived from the same two prime numbers.
So if anyone can able to factorize the large
number, the private key becomes
compromised. So encryption strength totally
depends upon the size of key and if we
double or triple the size of key, then the
strength of encryption also increases
exponentially. RSA keys can be usually 1024
or 2048 bits long.

RSAKEY GENERATION
Select a value of e from 3,5,17, 257, 65537

repeat

p < genprime(k/2)
until (pmode)#1
repeat

q <« genprime(k - k/2)
until (gmode)#1
N «pq
L —(p-D(q-D)
d < modinv(e, L)
return (N,e,d)

RSA basically uses large binary keys,
typically 512 bits long. It takes binary blocks
of plaintext of length smaller than key length
and produces cipher text which is same
length of key. If integer ‘P’ represents block
of plaintext then RSA performs encryption on
P as given below:

RSA ENCRYPTION
Ciphertext, C = P® (mod n)
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Ciphertext C is an integer between 0 and ‘n’.
To decrypt RSA performs following:

RSA DECRYPTION

CYmod n) = (P)%mod n) = P(mod n) =
P(mod n) =P

6.RESULT
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The results from the above given graph are

collected using test on 0 — 100 keywords set and it

shows that it takes an average of 1101:4 ms to
compute the secret key for 100 authorized

keywords.
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The above graph shows that the total time of
matching 6000 keyword document pairs is 39:25
ms, and where 39 s of them are used for
generating the token. For 1000 matched pairs, it
takes an average of 0:039 ms per pair and for 6000
matched pairs, it reduces to 0:0065 ms per pair.

7.CONCLUSION

A practical and efficient authorized encrypted
search scheme for authority medical database and
it also supports forward security. Our construction
is adaptively secure with the designed leakage
functions, which are also non interactive. The
proposed system shows how to build a fine-
grained encrypted database search system for
multiple authorities. In addition, we also present
an analysis of our framework properties.
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