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Abstract - Credit card fraud has become a major concern 

in modern digital banking systems due to the rapid growth 

of online financial transactions. Financial institutions 

process a large number of transactions every second, 

making it difficult to identify fraudulent activities 

accurately and in real time. One of the key challenges in 

fraud detection is the highly imbalanced nature of 

transaction datasets, where fraudulent transactions 

represent only a small fraction of the total data. In 

addition, fraud patterns continuously evolve, making 

traditional detection techniques less effective. 

To address these challenges, this research proposes a deep 

learning–based fraud detection framework using the 

TabNet architecture, which is specifically designed for 

tabular data. The model utilizes a sequential attention 

mechanism to automatically select the most relevant 

transaction features, improving both prediction accuracy 

and interpretability. The system incorporates data 

preprocessing, class balancing techniques, model 

training, evaluation, and visualization to enhance 

detection performance. Furthermore, the trained model is 

integrated into a Flask-based web application that 

provides an interactive interface for user authentication, 

real-time fraud prediction, and performance analysis. 

Experimental results demonstrate that the proposed 

system achieves high accuracy, improved precision and 

recall, and reliable fraud detection performance compared 

to conventional approaches. 

 

Key Words: Credit Card Fraud Detection, Deep Learning, 

Neural Networks, TabNet, Transaction Data, Fraud 
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1.INTRODUCTION 

In today’s digital economy, online payments and credit 

card transactions play a crucial role in modern financial 

systems by enabling fast and convenient payment services 

for users around the world. However, the rapid expansion 

of digital payment platforms has also increased the 

occurrence of credit card fraud, leading to substantial 

financial losses for financial institutions and customers. 

Identifying fraudulent transactions is a complex task 

because fraud datasets are highly imbalanced and 

fraudulent activities continuously evolve over time. 

Traditional fraud detection approaches often rely on rule-

based systems and conventional machine learning 

algorithms. Although these techniques can detect known 

fraud patterns, they often face difficulties when dealing 

with large-scale transaction datasets and adapting to new 

fraud strategies. As a result, more advanced techniques are 

required to improve detection accuracy and system 

reliability. 

Recent advancements in deep learning have provided 

powerful tools for analyzing large volumes of financial 

data and identifying hidden fraud patterns. In this work, a 

deep learning–based credit card fraud detection system is 

proposed using the TabNet architecture, which is 

specifically designed to process tabular datasets 

efficiently. The model analyzes transaction features and 

uses attention mechanisms to identify the most relevant 

attributes influencing fraud detection. In addition, the 

trained model is integrated with a Flask-based web 

application that allows users to perform real-time fraud 

prediction and visualize model performance. This 

framework enhances fraud detection accuracy and 

provides a reliable solution for improving financial 

security in modern banking environments. 

 

2. LITERATURE REVIEW 

Several studies have explored machine learning 

techniques for detecting fraudulent credit card transactions 

with the goal of improving detection accuracy while 

minimizing false positive rates. Researchers have 

proposed various models and analytical approaches to 

identify abnormal transaction patterns in financial 

datasets. 

Tiwari et al. (2021) examined different machine learning 

algorithms for credit card fraud detection, including 

Logistic Regression, Decision Trees, Random Forest, and 

Support Vector Machines. Their study emphasized the 

importance of feature engineering and effective handling 
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of class imbalance in order to enhance fraud detection 

performance. 

Kulatilleke (2022) investigated the major challenges 

associated with machine learning-based fraud detection 

systems. The research highlighted issues such as severe 

data imbalance, continuously evolving fraud techniques, 

and privacy concerns related to financial datasets. The 

study suggested that deep learning methods can improve 

the adaptability and performance of fraud detection 

systems. 

Hashemi et al. (2023) analyzed several supervised 

learning algorithms for identifying fraudulent banking 

transactions. Their work compared different classification 

techniques and reported that ensemble models and neural 

network-based approaches achieved better detection 

accuracy compared with traditional classifiers. 

Similarly, Sulaiman et al. (2022) provided a detailed 

review of machine learning approaches used in credit card 

fraud detection. The authors categorized existing 

techniques into supervised, unsupervised, and hybrid 

models. Their findings indicated that advanced deep 

learning architectures, particularly those incorporating 

attention mechanisms, are more effective for handling 

complex and high-dimensional financial datasets. 

Although these studies have significantly contributed to 

fraud detection research, many existing methods still face 

limitations when dealing with large-scale tabular datasets 

and real-time transaction monitoring. Therefore, this work 

proposes a TabNet-based fraud detection framework that 

efficiently processes structured financial transaction data 

and improves prediction accuracy. 

 

3. RELATED WORK 

Credit card fraud detection has been extensively 

researched using a variety of machine learning and deep 

learning techniques. Conventional classification 

algorithms such as Logistic Regression, Decision Trees, 

and Support Vector Machines have been widely applied to 

identify fraudulent transactions in financial datasets. 

In recent years, researchers have explored deep learning 

approaches, including autoencoders and neural networks, 

for anomaly detection in transaction data. Autoencoder-

based models learn the patterns of normal transactions and 

detect potential fraud by identifying deviations from these 

patterns. However, these models may face difficulties 

when dealing with complex fraud behaviors and large-

scale transaction datasets. 

Graph-based learning techniques, particularly Graph 

Neural Networks (GNNs), have also been introduced for 

fraud detection. These models analyze relationships 

among entities such as accounts, merchants, and 

transactions to uncover suspicious patterns. Although 

graph-based methods provide deeper insights into 

transaction networks, they often require complex data 

transformations and higher computational resources. 

To overcome these challenges, TabNet has emerged as an 

effective deep learning architecture designed specifically 

for tabular datasets. TabNet employs a sequential attention 

mechanism that dynamically selects relevant features 

during training, enabling efficient learning from structured 

financial data. 

In this work, the proposed system utilizes the TabNet 

architecture to enhance fraud detection accuracy while 

maintaining model interpretability and computational 

efficiency. 

 

4. PROPOSED METHODOLOGY 

The proposed fraud detection framework consists of 

several stages, including data preprocessing, model 

training, evaluation, and deployment through a web-based 

application. These stages ensure that the system can 

effectively analyze financial transaction data and 

accurately identify fraudulent activities. 

Initially, the credit card transaction dataset is collected and 

prepared for analysis. During the preprocessing stage, 

unnecessary attributes are removed, missing values are 

handled, and feature normalization is applied to improve 

the quality of the dataset and enhance model training 

performance. 

After preprocessing, the dataset is divided into training 

and testing subsets using an 80:20 split ratio. Since fraud 

detection datasets are typically highly imbalanced, 

techniques such as Synthetic Minority Oversampling 

Technique (SMOTE) or class weighting are applied to 

balance the dataset and improve the model’s ability to 

detect minority fraud cases. 

The processed dataset is then used to train the TabNet deep 

learning model. TabNet utilizes a sequential attention 

mechanism that selects the most relevant features at each 

decision step. This mechanism allows the model to focus 

on important transaction attributes and learn complex 

patterns associated with fraudulent activities. 

Once the training process is completed, the model is 

evaluated using several performance metrics, including 

accuracy, precision, recall, F1-score, and ROC-AUC 

score. These metrics provide a comprehensive assessment 

of the model’s capability to correctly classify fraudulent 

and legitimate transactions. 

Finally, the trained model is deployed within a Flask-

based web application that allows users to input 

transaction details and obtain real-time fraud predictions. 

The application also includes visualization dashboards 
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that present model performance metrics and analytical 

insights for better system interpretation. 

 

 

5. RESULTS AND DISCUSSION 

 

 

 
 

Fig. 1. Fraud risk prediction interface of the proposed 

credit card fraud detection system using the TabNet 

model. 

       

                                                                                                                                                                              

                                                                 

Fig. 2. Fraud transaction prediction result of the proposed 

TabNet-based credit card fraud detection system. 

The experimental results demonstrate that the proposed 

credit card fraud detection system based on the TabNet 

deep learning architecture effectively identifies 

fraudulent financial transactions. The developed 

framework integrates a machine learning model with a 

web-based interface to provide real-time fraud risk 

prediction and monitoring capabilities. The application is 

implemented using the Flask framework and includes 

modules such as user authentication, a fraud prediction 

interface, and model performance visualization. 

Initially, users access the system through a secure login 

interface before performing fraud detection tasks. After 

successful authentication, users are directed to the main 

dashboard where different functionalities, including fraud 

prediction and performance monitoring, are available. 

This design improves both the security and usability of 

the application. 

The fraud prediction module enables users to enter 

transaction feature values derived from the credit card 

dataset. These features correspond to anonymized 

variables (V1–V28) generated using principal component 

analysis of the original transaction attributes. Once the 

input values are submitted, the trained TabNet model 

analyzes the transaction features and predicts whether the 

transaction is legitimate or fraudulent. 

The prediction results are displayed along with the 

calculated fraud risk probability, allowing users to 

understand the likelihood of fraudulent activity. The 

system successfully detects suspicious transaction 

patterns and classifies them accordingly. In addition, the 

performance dashboard presents important evaluation 

metrics such as accuracy, precision, recall, and F1-score. 

Experimental evaluation shows that the proposed system 

achieves an accuracy of 99.9%, precision of 94%, recall 

of 91%, and an F1-score of 92%, indicating strong fraud 

detection capability with a low false positive rate. These 

results demonstrate that the TabNet model effectively 

captures complex transaction patterns and accurately 

identifies fraudulent behavior. 

Furthermore, integrating the trained model into a web-

based platform enables real-time fraud prediction and 

easy interaction with the system. Users can enter 

transaction details, obtain immediate predictions, and 

monitor model performance through visualization 

dashboards. Overall, the results confirm that the proposed 

TabNet-based fraud detection framework provides an 

efficient and reliable approach for detecting fraudulent 

credit card transactions in modern digital banking 

environments. 
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Fig. 3. Confusion matrix showing the classification 

performance of the proposed TabNet-based credit card 

fraud detection model. 

 

 

Fig. 4. ROC curve illustrating the detection performance 

of the proposed fraud detection system. 

6.CONCLUSION 

This research presented a credit card fraud detection 

system based on the TabNet deep learning architecture to 

enhance the accuracy and efficiency of fraud detection in 

digital banking environments. The proposed framework 

integrates several stages, including data preprocessing, 

model training, evaluation, and deployment through a 

web-based application. By utilizing the sequential 

attention mechanism of TabNet, the model effectively 

identifies important transaction features and learns 

complex fraud patterns from tabular financial datasets. 

The experimental results indicate that the proposed 

system achieves strong classification performance, with 

an accuracy of 99.9%, precision of 94%, recall of 91%, 

and an F1-score of 92%. The confusion matrix and ROC 

curve analysis further demonstrate the reliability of the 

model in distinguishing fraudulent transactions from 

legitimate ones. 

Furthermore, integrating the trained model into a Flask-

based web application enables real-time fraud prediction 

and user-friendly interaction with the system. Overall, the 

proposed TabNet-based fraud detection framework 

provides an efficient and scalable approach for 

identifying fraudulent credit card transactions and 

enhancing financial security in modern banking systems. 

 

7. FUTURE SCOPE 

Although the proposed TabNet-based credit card fraud 

detection system demonstrates strong performance in 

identifying fraudulent transactions, several enhancements 

can be explored in future work. One possible 

improvement is the integration of real-time transaction 

streaming frameworks such as Apache Kafka or Spark 

Streaming to support continuous monitoring of financial 

transactions. 

Another potential extension is the development of hybrid 

or ensemble models by combining TabNet with advanced 

machine learning algorithms such as XGBoost, 

LightGBM, or CatBoost to further improve detection 

accuracy and reduce false positive rates. Additionally, 

incorporating explainable artificial intelligence (XAI) 

techniques can help financial analysts better interpret the 

model’s decision-making process. 

Future research may also focus on deploying the system 

on cloud platforms to support large-scale banking 

environments and improve scalability. Furthermore, 

integrating the system with mobile or online banking 

applications could enable real-time fraud alerts and 

enhance the overall security of financial transactions. 
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