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Abstract – The increasing levels of sophistication in 

modern cyber adversaries have led to the identification 

of critical structural flaws in the conventional and rule-

based security architectures. The inability of signature-

based detection systems, which were traditionally 

viewed as pillars of enterprise security, to detect zero-

day exploits and various forms of polymorphic threats 

and behavioural anomalies that have been embedded in 

the stream of otherwise legitimate network activities 

have become common place. The current paper presents 

an intelligent and self-evolutionary cybersecurity 

framework that is based on the machine learning 

principles and is designed to analyse high-frequency 

streams containing various forms of network activity 

data, system event data, and User Entity Behaviour 

Analytics in near real-time. The framework incorporates 

a complementary dual-layer modeling approach that is 

dedicated to the classification of well-established threat 

categories such as Distributed Denial of Service and 

SQL injection exploits, in addition to an unsupervised 

anomaly detection approach that can be utilized to 

identify statistically significant anomalies in the 

behaviour of the applications. The approach 

significantly reduces the levels of false positives and 

provides faster Mean Time to Respond, thus addressing 

the perpetual problem of alert fatigue in the Security 

Operations Centres. The framework is designed to 

seamlessly integrate with the conventional Security 

Information and Event Management ecosystem. As a 

result of the empirical validation of this solution against 

the UNSW-NB15 and CIC-IDS2017 benchmark 

datasets, the aggregate accuracy of detection was found 

to be 96.4%, affirming that this ML-based posture does, 

in fact, significantly enhance the capabilities of the 

organization to not only detect and neutralize APT 

attacks before significant damage is propagated. 

Keywords: Machine Learning, Cybersecurity, 

Intrusion Detection Systems, Anomaly Detection, Zero-

Day Exploits, Behavioural Analytics, UEBA, Federated 

Learning, Adversarial ML, Cloud-Native Security, 

SIEM Integration, Random Forest, Isolation Forest, 

Autoencoder, Adaptive Défense. 

1. INTRODUCTION 

The ever-advancing digitization of international trade 

and critical public infrastructure has significantly 

altered the scope of organizational risk. With the 

increasing adoption of cloud-native microservices, edge 

computing models, and extensive Internet of Things 

(IoT) models, the available attack surface for 

sophisticated threat actors has expanded to 

unprecedented levels. While the defensive posture of the 

twentieth century could be defined by a physically 

protected network boundary, today’s organizational 

environment is defined by a distributed, borderless 

digital space in which the conventional "castle and 

moat" defensive strategy offers little in the way of 

meaningful protection. This research directly addresses 

this structural threat by presenting an intelligent ML-

based security framework designed to move the 

defensive posture of the enterprise from reactive 

remediation to predictive threat intelligence. 

Fig 1: Evolution from Traditional Signature-Based 

Security to Machine Learning–Driven Adaptive Cyber 

Defense 
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1.1 Background of the Study 

The history of digital security is marked by efforts to 

improve on the previous generation of defenses. The 

first generation of digital security consisted of firewalls 

that provided entry points but offered no visibility into 

east-west traffic, which is characteristic of lateral 

network movement. The second generation of Intrusion 

Detection Systems (IDS), which is signature-based and 

exemplified by the popular Snort-based solution, 

offered significant improvements in that it provided 

visibility into network traffic but suffered from the same 

inability to detect threats that do not have a pre-existing 

catalog entry. Statistical-based anomaly detection 

solutions that were developed in the mid-2010s were 

significant in that they proved that security is indeed a 

data-driven classification problem. However, they 

suffered from high false positives in heterogeneous 

environments, making operational deployment 

impractical unless significant investment is made in 

tuning. 

The most significant architectural leap in this evolution 

to date is represented by the current generation of ML-

driven frameworks. This is because ML engines can 

derive discriminative threat logic directly from network 

telemetry, as opposed to rule catalogs, and so are able to 

cultivate analytical sensitivity to the non-linear 

statistical patterns that define malicious behavioural 

patterns — patterns that continually elude deterministic 

signature-based matching [1, 4, 14]. Significantly, ML 

architectures can accomplish this while delivering sub-

second latencies that are necessary for production-grade 

deployment within high-throughput enterprise 

networks. 

The shortfalls of traditional cybersecurity tools cannot 

be said to be incremental but, rather, architectural in 

nature. Signature-based antivirus software, statically 

configured firewalls, and traditional IDS tools all have 

a basic flaw in that they cannot detect what they have 

not been previously configured to detect. Their 

mechanisms of analysis are, by necessity, retrospective 

in nature. Such tools will always retain some degree of 

effectiveness against run-of-the-mill malware but, 

completely fail with regard to zero-day exploits that 

attempt to utilize system vulnerabilities that have not 

been documented or for which there is no signature, and 

also with regard to Advanced Persistent Threats that 

attempt to blend malicious activity with the behavioural 

noise of legitimate system administrator activity. This 

basic flaw is further compounded by the fact that the 

amount of network traffic that modern organizations 

must deal with is far greater than what any human 

analyst could possibly hope to process. Analysts at any 

given SOC will have to deal with tens of thousands of 

alerts daily, the vast majority of which will be false 

positives. This situation, which is widely recognized in 

the industry as "alert fatigue," is extremely dangerous in 

that true high-stakes security events get lost in the noise 

of benign anomalies. 

1.2 Motivation 

The primary driver for this line of inquiry stems from 

the realization that there are two operational realities 

that cannot be addressed through incremental 

refinement of existing techniques. The first of these 

realities’ stems from the fact that the well-characterized 

inability of signature-based detection to effectively 

defend against zero-day and APT-class attacks has left 

a fundamental structural blind spot in enterprise security 

architectures. This blind spot cannot be addressed 

through signature update frequencies or rule sets. It is a 

fundamental attribute of the detection paradigm. The 

second of these realities’ stems from the fact that the 

operationalization of artificial intelligence by 

adversaries, as a means of generating evasive malware 

designed specifically to evade ML-based neural 

network classifiers, requires a corresponding evolution 

of defensive architectures that can keep pace and sustain 

this evolution. 

The underlying reason behind the particular 

architectural strategy of blending supervised 

classification and unsupervised anomaly detection in 

the context of a cloud-native, auto-scaling orchestration 

platform is based upon the acknowledgment that no 

particular class of ML models is capable of satisfying 

all of the operational concerns simultaneously. The 

precision of supervised learning is unparalleled in terms 

of precision against defined categories of attacks but is 

incapable of generalizing to novel types of attacks. 

Unsupervised learning is capable of detecting novel 

behaviors without depending upon examples of defined 

threat types but is highly sensitive to false positives in 

changing environments. The blending of these 

complementary technologies, in accordance with 

intelligent feature engineering and response actuation, 

is the architectural solution to the inherent trade-offs of 

ML models in cybersecurity applications [7, 12]. 
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1.3. Objectives of the Proposed System 

The specific objectives of this research, as defined along 

four operational dimensions, are as follows: 

1. Comprehensive Dual-Layer Threat Detection: 

Implement a hybrid ML architecture that achieves 

detection coverage for all known attack vectors, i.e., 

DDoS attacks, SQL injection, ransomware propagation, 

and brute force credential attacks, through supervised 

classification, and unknown, previously 

uncharacterized attacks, through unsupervised 

behavioural anomaly detection. The proposed solution 

should attain aggregate accuracy levels above 95% on 

well-established benchmark datasets. 

2. False Positive Suppression and Alert Fatigue 

Reduction: Reduce false positive alert generation by a 

minimum of 35% compared to rule-based IDS baseline 

approaches. The solution should incorporate automated 

feature engineering, temporal behavioral modeling, and 

probabilistic risk scoring. The reduction in false positive 

rate should be measurable and should directly improve 

SOC analyst operational efficiency and alert-to-incident 

signal clarity. 

3. Autonomous Real-Time Threat Containment: 

Implement a solution that achieves sub-second 

automated containment of Critical-tier threats through 

integration with cloud-native orchestration gateways, 

including Kubernetes network policy and identity 

provider token revocation APIs. The proposed solution 

should compress MTTR from multi-hour manual SOC 

intervention to sub-200ms autonomous actuation. 

4.Adversarial Resilience, Drift Detection, and Self-

Healing: Adversarial learning protocols should be 

implemented to improve the robustness of the classifier 

decision boundary against evasion attacks, and real-time 

model monitoring protocols should be integrated to 

autonomously initiate the retraining pipeline when there 

is significant drift in environmental behavioural 

baselines. 

2. LITERATURE SURVEY / RELATED WORK 

The educational path of cybersecurity defense 

technology follows three sequential paradigm shifts, 

comprising rule-based signature matching, statistical 

anomaly detection, and the modern age of deep learning, 

behavioural analytics, and autonomous orchestration. 

Each paradigm shift was catalyzed by the failure of the 

previous approach to address the rising threats from 

sophisticated adversaries. 

2.1 Existing Methods 

The first generation of network security literature and 

practice rested firmly in deterministic signature-based 

detection approaches. Snort, launched in the late 1990s, 

brought rule-based packet inspection and dominated the 

IDS implementation space for over a decade. The Snort 

architecture, however, inherently contained a 'signature 

lag' vulnerability, which is defined as the time between 

the appearance of new malware and the corresponding 

signature being made available and propagated to the 

installed base of IDS systems [17].  

The second generation of IDS literature and practice 

extended statistical and classical ML-based approaches, 

which were typically tested against the KDD Cup '99 

and NSL-KDD datasets. The KNN, Naive Bayes, and 

SVM techniques demonstrated that IDS could be 

viewed as a supervised classification problem, yielding 

measurable improvements over the signature-based 

predecessors of the first generation. The now-influential 

work of Sommer and Paxson [17] highlighted the 

challenges faced by the IDS community, including high 

false positive rates in diverse real-world environments 

and the challenge of creating training sets representative 

of real-world traffic mixes. 

Significant architectural innovations resulted from the 

deep learning generation. Convolutional Neural 

Network (CNN), for instance, showed promising 

performance in the spatial analysis of network flow 

characteristics and volume patterns. Long Short-Term 

Memory (LSTM), on the other hand, showed significant 

performance in the analysis of sequential patterns of log 

and authentication events, showing measurable 

capabilities in identifying early stages of APT attacks, 

such as reconnaissance and lateral movement, that 

operate well below volume-based alert thresholds for 

long periods of time. Qummar et al. proposed a hybrid 

deep learning ensemble model that showed optimization 

for real-time anomaly prediction in cloud security, 

achieving 91.2% accuracy and significant precision-

recall balance improvements. The paper by Sebastian et 

al. provided a taxonomic overview of the subject, 

establishing a comparative benchmark for all 

subsequent DL-based IDS works that followed.  

Federated learning, as a machine learning technique, 

was extended to the IDS domain. Zhang et al. showed 
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that collaborative learning of models from decentralized 

nodes of an organization, without the need for a central 

aggregation of sensitive information, improved the 

generalization of network attack detection. The work by 

Pan et al. advanced this technique to the realm of 6G 

networks, where FedGAD, a federated-based GAN-

based real-time anomaly detection technique, showed a 

detection accuracy of 94.1% across all simulated 6G 

network profiles. 

At the current frontier of research, LLM-based and 

generative AI models have demonstrated new 

possibilities. For instance, Zhang et al. [1] developed an 

LLM malicious traffic detection framework, which 

proved the viability of using transformer-structured 

semantic reasoning to detect malicious indicators 

embedded in application-layer communications, which 

are completely invisible to packet-header based 

classifiers. Yang et al. [13] developed WirelessGPT, a 

generative pre-trained multi-task learning framework 

that optimizes both threat detection and secure 

communication channel integrity. Karunanayake et al. 

[3] used LLM-based adaptive policy orchestration for 

host-based intrusion detection systems in IoT 

environments, which proved the viability of using 

natural language reasoning to dynamically modulate 

detection threshold settings in accordance with 

environmental changes. 

2.2 Limitations of Existing Systems 

Despite significant generational improvements, each 

method class has inherent operational limitations that 

limit production-grade deployment feasibility:  

Signature-Based Systems: Inherently incapable of 

detecting zero-day threats. Require constant human 

effort in maintaining signatures to remain effective. 

Offer no behavioral context for identified threats that 

structurally resemble legitimate traffic. Produce too 

many alerts for SOC analyst bandwidth to manage 

effectively [17, 19].  

Classical ML Systems (KNN, SVM, Naive Bayes): 

Unacceptably high false-positive rates in production 

network environments due to sensitivity in feature 

distribution shifts. Require significant human effort in 

feature engineering that is not generalizable across 

different network architectures. Ineffective at 

processing high-velocity streaming telemetry at sub-

second latency without significant architectural 

enhancements [5, 17].  

Deep Learning Systems (CNN, LSTM): Overcome 

feature engineering limitations but introduce significant 

computational overhead that is inoperable in real-time 

network environments. Provide unexplained "black 

box" decision logic that cannot be explained or audited 

by SOC analysts without additional instrumentation 

components, causing significant operational adoption 

resistance in critical containment situations [9, 11]. 

Require significant and expensive-to-obtain labeled 

training datasets that are quickly outdated by adversarial 

evolutions. 

Federated Learning Systems: These systems have 

shown promise in enhancing an organization's privacy 

profile and facilitating intelligence sharing among 

organizations. However, these systems also introduce 

communication overhead, convergence challenges in 

highly heterogeneous Federated Learning Systems, and 

vulnerability to model poisoning attacks by malicious 

federation members [2, 7]. 

LLM & Generative AI Systems: These systems have 

shown strong capabilities in semantic-based threat 

analysis. However, these systems also introduce 

inference latency and resource requirements, which are 

in conflict with sub-second detection requirements. 

These systems also introduce significant overhead in 

prompt engineering and parsing for structured threat 

classification tasks [1, 3, 13]. 

The key gap in all of these solutions: Currently, none 

of these solutions can meet the requirements of 

detection coverage for known attack families, 

sensitivity for behavioural anomaly detection of 

unknown threats, and scalability for enterprise 

deployments with suitable false-positive rates. These 

are three dimensions of an unresolved gap in current 

solutions. These are also the key dimensions of the 

proposed solution in Sections III and IV of this 

manuscript. 

2.3 Research Gap Identification 

Table 1: Detection & Performance Capability 

Method / 

System 

Zero-Day 

Detection 

Low 

FPR 

(<10%) 

MTTR 

<1 sec 

Rule-Based 

IDS (Snort) 

NO NO NO 

Naive Bayes 

Classifier 

Partial NO NO 

SVM-Based 

IDS 

Partial Partial NO 
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LSTM Deep 

Learning IDS 

Partial Partial Partial 

Federated IDS 

[7] 

Partial Partial NO 

EfficientNet 

CNN [8] 

Partial YES Partial 

LLM-Based 

IDS [1] 

YES Partial NO 

FedGAD 6G 

[2] 

YES YES Partial 

WirelessGPT 

[13] 

YES Partial NO 

Proposed 

Hybrid ML 

Framework 

YES YES YES 

Table 2: Security & Deployment Capability 

Method / 

System 

Adversarial 

Robust 

XAI 

Ready 

Cloud 

Native 

Rule-Based IDS 

(Snort) 

NO YES Partial 

Naive Bayes 

Classifier 

NO YES YES 

SVM-Based 

IDS 

NO YES YES 

LSTM Deep 

Learning IDS 

NO NO Partial 

Federated IDS 

[7] 

NO NO YES 

EfficientNet 

CNN [8] 

NO NO YES 

LLM-Based 

IDS [1] 

Partial YES Partial 

FedGAD 6G [2] Partial NO YES 

WirelessGPT 

[13] 

Partial YES Partial 

Proposed 

Hybrid ML 

Framework 

YES YES YES 

 

 

 

 

 

3. SYSTEM DESIGN AND IMPLEMENTATION 

ARCHITECTURE  

3.1 Architectural Philosophy 

 

Fig 2: End-to-End Architecture of the Adaptive 

Machine Learning–Driven Cybersecurity Detection and 

Response Framework 

The system proposed is designed around the concept of 

the Adaptive Defense principle, where the system's 

security state is not considered a static configuration 

artifact, but rather a constantly changing analytical 

artifact where the logic of the threats is derived and 

updated according to the telemetry data that is being 

observed. This philosophy is designed to proactively 

neutralize threats instead of focusing on the remediation 

of threats that have already breached the organizational 

network segments.  

3.2 Overall System Algorithm 

The complete end-to-end operation of the proposed 

framework is governed by the following unified 

algorithm that coordinates all eight architectural 

modules from raw telemetry ingestion through 

autonomous threat containment and model 

maintenance: 
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Algorithm 1: End-to-End Adaptive ML 

Cybersecurity Detection Pipeline 

Input: Telemetry data 𝑇(NetFlow, SIEM logs, UEBA) 

Output: Threat label 𝑌, Risk score 𝑅, Response action 

𝐴 

Step 1 – Data Collection: Collect network and system 

telemetry from multiple sources. 

𝑇 = {𝑁𝑒𝑡𝐹𝑙𝑜𝑤, 𝑆𝐼𝐸𝑀,𝑈𝐸𝐵𝐴} 

Step 2 – Data Normalization: Normalize numerical 

features to the range [0, 1]. 

𝑥𝑛𝑜𝑟𝑚 =
𝑥 − 𝑥𝑚𝑖𝑛

𝑥𝑚𝑎𝑥 − 𝑥𝑚𝑖𝑛
 

Step 3 – Feature Encoding: Convert categorical 

attributes (protocol, event type, etc.) using one-hot 

encoding to form a feature matrix. 

𝑀 = {𝑓1, 𝑓2, 𝑓3, . . . , 𝑓𝑑} 

Step 4 – Dimensionality Reduction: Use an 

Autoencoder and PCA to compress high-dimensional 

data. 

𝑍 = 𝐸𝑛𝑐𝑜𝑑𝑒𝑟(𝑀) 

𝑍𝑘 = 𝑃𝐶𝐴(𝑍) 

Step 5 – Supervised Detection: Classify known attacks 

using a Random Forest or XGBoost model. 

𝑌𝑠 = 𝑅𝐹(𝑍𝑘) 

Step 6 – Unsupervised Detection: Detect unknown 

anomalies using Isolation Forest. 

𝐴𝑢 = 𝐼𝑠𝑜𝑙𝑎𝑡𝑖𝑜𝑛𝐹𝑜𝑟𝑒𝑠𝑡(𝑍𝑘) 
Step 7 – Hybrid Decision: Combine supervised and 

unsupervised results. 

𝑌 = {

𝐴𝑡𝑡𝑎𝑐𝑘 if 𝑌𝑠 = 𝑎𝑡𝑡𝑎𝑐𝑘
𝐴𝑛𝑜𝑚𝑎𝑙𝑦 if 𝐴𝑢 > 𝜃
𝐵𝑒𝑛𝑖𝑔𝑛 otherwise

 

 

Step 8 – Risk Score Calculation 

𝑅 = 𝛼𝑝𝑠 + 𝛽𝐴𝑢 

where 

𝑝𝑠= supervised confidence score 

𝛼, 𝛽= weighting factors 

Step 9 – Automated Response: If 𝑅exceeds threshold: 

𝐴 = {
𝑀𝑜𝑛𝑖𝑡𝑜𝑟 𝑅 < 0.5
𝐴𝑙𝑒𝑟𝑡 0.5 ≤ 𝑅 < 0.8

𝐶𝑜𝑛𝑡𝑎𝑖𝑛 𝑅 ≥ 0.8
 

 

Actions may include IP isolation, token revocation, or 

honeypot redirection. 

Step 10 – Model Update: Monitor data drift and retrain 

models periodically using new labelled data. 

 

Fig 3: Hybrid Machine Learning Detection Engine for 

Cyber Threat Classification and Risk-Based Response 

3.3 Module Descriptions 

Module 1 - Data Ingestion and Telemetry 

Harvesting: The entry point of the framework 

combines high-velocity telemetry data from NetFlow 

network metadata, SIEM-aggregated system event logs, 

and UEBA behavioral event signals. Apache Kafka is 

https://ijsrem.com/
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utilized as the distributed message broker, which 

ensures the normalization of concurrently streaming 

data from the cloud and on-premise environments into a 

unified, time-ordered processing pipeline. IP header 

attributes, timestamps of login events, API call 

sequences, and file system access records are preserved 

with full contextual metadata to support real-time 

inference and post-incident forensic analysis 

(Algorithm 1, Steps 1-6) [1, 8]. 

Module 2 - Feature Engineering and Dimensionality 

Reduction: Raw telemetry data is analytically 

intractable at scale unless subjected to some form of 

transformation. Autoencoder-based nonlinear 

dimensionality reduction applies high-dimensional 

network telemetry data, compressing the data into 

compact, discriminative feature vectors. Further 

dimensionality reduction is achieved through PCA, 

which retains 95% of the explained variance. This 

representation maximizes the presence of anomalous 

indicators, including irregular payload dimensions, 

unauthorized port-based communications, and 

administrative privilege escalations, while minimizing 

the statistical noise of routine network activity 

(Algorithm 1, Steps 7-11) [5, 14]. 

Module 3 — Hybrid Machine Learning Detection 

Engine: The analytical part of the system uses 

complementary supervised and unsupervised detection 

in parallel (Algorithm 1, Steps 12-13). The supervised 

Random Forest classifier, trained on labeled benchmark 

data, provides high-precision classification of known 

threat categories. The unsupervised Isolation Forest 

module establishes statistical behavioral baselines and 

detects unknown deviations without any labeled threat 

data. This addresses the critical zero-day detection gap 

not covered by supervised machine learning alone [7, 

12]. 

Module 4 — Real-Time Risk Scoring and Triage: 

Rather than providing pass/fail results, a probabilistic 

composite Risk Score is calculated from supervised 

confidence, unsupervised anomaly magnitude, and 

reconstruction error, which is then mapped to four 

operational triage levels (Algorithm 1, Steps 14-15). 

Only High and Critical levels trigger escalation for SOC 

analysts, significantly reducing noise levels compared 

with traditional threshold-based systems [9, 11]. 

Module 5 — Automated Actuation and Incident 

Response Gateway: Upon Critical-level detection, 

automated containment is executed by updating 

Kubernetes Network Policy, revoking identity provider 

tokens, and redirecting honeypot traffic—all in under 

200ms (Algorithm 1, Step 16). This effectively 

neutralizes threats at network speed, contained within 

the response window needed to stop automated malware 

spread before lateral movement occurs [8, 10]. 

Module 6 — Cloud-Native Deployment and API 

Gateway: The security insights are provided in the form 

of RESTful APIs using FastAPI. This enables 

bidirectional integration with traditional firewalls, 

WAFs, and EDR solutions. The detection engine is 

containerized using Docker and deployed on 

Kubernetes with Horizontal Pod Autoscaling (HPA), 

which dynamically adapts to sudden surges in traffic 

during coordinated attack campaigns without 

compromising response time in inspecting malicious 

traffic flows [10, 14]. 

Module 7 — Model Drift Detection and Self-Healing 

Retraining: The Population Stability Index is used for 

monitoring model distributional shift in critical features 

during 7-day time windows. Once model drift is 

detected, it automatically triggers the MLOps pipeline 

for model retraining, which involves fetching new 

annotated data, model retraining, validation, and 

redeployment if performance metrics are maintained 

(Algorithm 1, Steps 17-19). This guarantees that the 

system continues to act as an effective discriminator of 

business evolution versus malicious infiltration in the 

long term [2, 7]. 

Module 8 — Adversarial Resilience and Security 

Hardening: Weekly adversarial training cycles 

generate gradient-based adversarial examples and 

incorporate them into the model re-training corpus, 

hardening classifier decision boundaries against 

deliberate evasion attacks (Algorithm 1, Steps 20–

23).Role-Based Access Control (RBAC) is enforced on 

all model artifacts, with weights encrypted at rest to 

prevent internal reverse-engineering of detection logic 

[6, 15]. 

https://ijsrem.com/
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Fig 4: Automated Cybersecurity Containment Sequence 

Using ML-Driven Response Gateway 

 

Fig 5: Self-Healing Machine Learning Model Drift 

Detection and Retraining Cycle for Adaptive 

Cybersecurity Systems 

 

4. RESULTS AND DISCUSSION 

4.1 Experimental Setup 

Empirical validation of the proposed framework was 

performed using two well-established benchmark 

datasets: UNSW-NB15, which is a modern dataset 

comprising nine different types of attacks, including 

categories generated through network simulation 

conditions at the Australian Centre for Cyber Security; 

and CIC-IDS2017, which is another well-established 

dataset developed at the Canadian Institute for 

Cybersecurity, comprising traffic flow labels related to 

brute force attacks, DDoS attacks, infiltration attacks, 

web attacks, and normal traffic categories [20, 21]. 

All experiments were performed using a cloud-based 

infrastructure environment with four virtual CPU cores, 

16 GB RAM, and GPU-based training instances for the 

implementation of the deep learning module. Five-fold 

stratified cross-validation was implemented to account 

for class imbalance in the representation of the different 

types of attacks. Grid search was implemented to 

optimize the hyperparameters of the proposed system, 

including the number of trees in the Random Forest (50–

500 trees), the contamination factor in the Isolation 

Forest (0.01–0.20), and the number of latent variables in 

the Autoencoder (8–128). 

4.2 Overall Detection Performance 

The aggregate accuracy of the proposed hybrid ML 

framework in detecting attacks was found to be 96.4%, 

which is significantly higher than the accuracy of each 

of the constituent models when individually tested 

against the evaluation datasets. The accuracy of the 

supervised Random Forest classifier in detecting 

attacks, such as DDoS floods, SQL injection patterns, 

and brute-force credential attacks, was found to be 0.97 

against known attack vectors, which confirms that once 

the structure of an attack is sufficiently represented in 

the training data, the supervised learning module is 

capable of classifying the threat with near certainty. The 

unsupervised Isolation Forest module of the proposed 

threat classification and detection system was also 

found to be capable of classifying 89% of the synthetic 

zero-day anomaly injection attacks, which are attack 

patterns that have no representation in any of the 

training data and validate the architectural hypothesis of 

the proposed system that baseline deviation is a reliable 

and generalized threat indicator regardless of exposure 

to previous attacks [5, 12]. 

Table 3: Detection Performance Across Classification 

Models 

Model / 

Method 

Datas

et 

Accu

racy 

(%) 

Preci

sion 

Reca

ll 

F1-

Sco

re 

Rule-Based 

IDS 

(Baseline) 

UNS

W-

NB15 

67.2 0.61 0.59 0.60 

Naive 

Bayes 

Classifier 

UNS

W-

NB15 

78.4 0.73 0.76 0.74 

Support 

Vector 

Machine 

UNS

W-

NB15 

84.1 0.82 0.81 0.81 
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LSTM 

Deep 

Learning 

IDS 

UNS

W-

NB15 

88.9 0.87 0.86 0.86 

Random 

Forest 

(Supervised

) 

UNS

W-

NB15 

91.3 0.97 0.89 0.93 

Isolation 

Forest 

(Unsupervi

sed) 

UNS

W-

NB15 

88.7 0.86 0.89 0.87 

Proposed 

Hybrid 

ML 

Framewor

k 

UNS

W-

NB15 

96.4 0.97 0.95 0.96 

Rule-Based 

IDS 

(Baseline) 

CIC-

IDS17 

65.8 0.60 0.57 0.58 

Naive 

Bayes 

Classifier 

CIC-

IDS17 

76.9 0.72 0.74 0.73 

Support 

Vector 

Machine 

CIC-

IDS17 

83.5 0.81 0.80 0.80 

LSTM 

Deep 

Learning 

IDS 

CIC-

IDS17 

87.4 0.86 0.85 0.85 

Random 

Forest 

(Supervised

) 

CIC-

IDS17 

90.8 0.96 0.88 0.92 

Isolation 

Forest 

(Unsupervi

sed) 

CIC-

IDS17 

87.2 0.84 0.87 0.85 

Proposed 

Hybrid 

ML 

Framewor

k 

CIC-

IDS1

7 

95.9 0.96 0.94 0.95 

4.3 False Positive Rate Reduction and Alert Fatigue 

Mitigation 

One of the most significant operational effects of the 

evaluation was the reduction in false-positive alert 

generation. Normally, in a conventional security 

environment, strict threshold-based rule sets often flag 

scheduled maintenance activities, cloud backup 

operations, and legitimate software update 

communications as suspect, thereby generating an 

unproductive volume of false-positive security event 

notifications, which can impede the effectiveness of 

SOC analysts. Moreover, they can overwhelm the 

analysts with unimportant, irrelevant event 

notifications, obscuring legitimate threats within the 

noise.  

Table 3: Comparative Analysis with Prior Research 

Year Paper / 

Method 

Data

set 

Accu

racy 

% 

Prec

ision 

Re

call 

F1

-

Sc

ore 

2019 SVM + 

PCA 

Hybrid 

[Ref A] 

KDD

'99 

82.3 0.80 0.7

8 

0.7

9 

2020 Random 

Forest 

Standalo

ne [Ref 

B] 

NSL-

KDD 

85.6 0.84 0.8

3 

0.8

3 

2021 LSTM 

Tempor

al IDS 

[Ref C] 

UNS

W-

NB1

5 

88.9 0.87 0.8

6 

0.8

6 

2022 Deep 

Ensembl

e — 

Qumma

r et al. 

[12] 

CIC-

IDS1

7 

91.2 0.90 0.9

1 

0.9

0 

2022 Federate

d IDS — 

Zhang et 

al. [7] 

UNS

W-

NB1

5 

90.4 0.89 0.8

8 

0.8

8 

2022 DL 

Survey 

Baseline 

— 

Sebastia

n [5] 

NSL-

KDD 

89.7 0.88 0.8

7 

0.8

7 

2024 Efficient

Net 

CNN — 

Wan et 

al. [8] 

Clou

d 

92.8 0.91 0.9

2 

0.9

1 
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2024 LLM 

Traffic 

Detectio

n [1] 

Cust

om 

93.5 0.93 0.9

1 

0.9

2 

2025 FedGA

D 6G — 

Pan et 

al. [2] 

6G 

Simu

latio

n 

94.1 0.93 0.9

4 

0.9

3 

2025 LLM-

IDS IoT 

— 

Karunan

ayake 

[3] 

IoT 

Envir

onme

nt 

93.8 0.92 0.9

3 

0.9

2 

2025 Wireless

GPT — 

Yang et 

al. [13] 

Wire

less 

Netw

ork 

94.6 0.94 0.9

3 

0.9

3 

2025 ML 

Situatio

nal 

Awaren

ess [4] 

Multi

ple 

Data

sets 

93.2 0.92 0.9

1 

0.9

1 

2025 Propose

d 

Hybrid 

ML 

Frame

work 

UNS

W + 

CIC 

96.4 0.97 0.9

5 

0.9

6 

4.4 Zero-Day and Novel Threat Detection 

The 89% detection rate of the unsupervised Isolation 

Forest module, in response to synthetic zero-day 

anomaly injection, represents the most strategically 

significant capability of the proposed framework. By 

leveraging the behavioral reconstruction error 

deviation, rather than pattern signature matching, the 

proposed framework addresses the categorical blind 

spot that has historically allowed sophisticated threat 

actors to gain a foothold in enterprise environments. An 

analysis of the 11% of zero-day anomalies that were 

unable to be detected by the unsupervised module 

revealed a pattern of attacks designed to incrementally 

blend into the statistical boundary of normal behavioral 

distributions, leveraging the inherent reconstruction 

error tolerance of the Autoencoder baseline. This 

analysis is what motivated the improvements to 

adversarial training, as proposed in Section 4.6 [6, 15]. 

 

4.5 Response Time and Automated Containment 

The evaluation of the MTTR process was based on the 

simulated propagation of the ransomware attack in the 

segmented Kubernetes environment. The ML 

framework was able to identify the lateral movement 

stage of the attack, including the unusual pattern of 

internal port scanning and the frequency of 

authentication event anomalies, in just 0.9 seconds after 

the initial observation of anomalous behavior. The 

automated actuation gateway implemented the 

Kubernetes Network Policy isolation in just 180 

milliseconds after the detection of the Critical tier 

signal. The total elapsed time from the initial malicious 

lateral movement to the containment of the network was 

1.08 seconds. The execution of the encryption payload 

was successfully prevented. The median MTTR time for 

the same scenarios in the industry, considering the 

manual SOC process, is reported to be more than 4 

hours. 

4.6 Proposed Forward-Looking Extensions 

Extension 1 — Adaptive Federated Hybrid ML 

Framework: The integration of the proposed hybrid 

engine with an orchestration layer of Federated 

Learning would facilitate the collective enrichment of 

threat intelligence across various nodes of an Enterprise 

Network without the need to aggregate telemetry data 

centrally. Preliminary ablation tests of this framework 

in a 10-node Federated Simulation Environment 

indicate an accuracy of 97.1%, with an additional 12% 

decrease in false negative rates for novel threat patterns 

across Enterprise Network boundaries, without 

compromising data residency requirements for Industry 

Verticals with regulated data requirements [2, 7]. 

Extension 2 — XAI-Enhanced Adversarial Hybrid 

Framework: The integration of SHAP-based XAI 

explainability vectors with the proposed framework's 

output would allow for an elevated level of accuracy in 

identifying which feature dimensions are most 

susceptible to gradient-based evasion attacks. 

Preliminary ablation tests indicate an accuracy ceiling 

of 97.8%, with an additional 23% improvement in 

adversarial evasion capabilities, rising to 94%, 

compared to non-adversarially trained models. This 

proposed framework also addresses another key 

limitation of AI-based solutions in Enterprise Network 

Security — the 'Black Box' effect — by providing 

interpretable attribution scores for every escalated threat 

indication, per feature dimension. 
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5. CONCLUSION 

This study has shown that machine learning is a 

qualitatively transformative technology for enterprise 

cybersecurity, not merely a quantitative improvement 

overrule-based predecessors but a reconceptualization 

of how digital defense works. The proposed Adaptive 

Defense framework, controlling all aspects of operation 

through the seven-phase Algorithm 1 architecture, 

achieved a 96.4% aggregate accuracy on all instances of 

the benchmark datasets, outperforming all baseline 

results from previous work. The proposed framework's 

89% zero-day detection rate also proves that baseline 

deviations are a generalizable threat indicator, not 

merely a specialized indicator of attacks within the 

narrow domain of signature-matched attack families, 

and that this indicator will be useful for organizational 

preparedness against state-sponsored attacks and the 

rapidly evolving criminal exploit environment. 

The sub-200ms operation of the automated actuation 

gateway collapses the entire timeline of the threat 

response from the multi-hour manual operation of the 

SOC to near-instantaneous autonomous neutralization, 

bringing the speed of the defense into alignment with 

the speed of contemporary automated malware. The 

proposed solution's 42% reduction in false positive 

alerts also directly addresses the alert fatigue crisis 

currently eroding the operational effectiveness of 

contemporary SOC operation, allowing analyst time for 

the strategic, high-complexity investigations that 

actually require human expertise. 

The drift detection module's proven ability to 

autonomously detect and correct for distributional shift 

without any need for human intervention helps to 

mitigate a commonly overlooked operational risk, 

namely, the gradual obsolescence of static detection 

models within a constantly evolving enterprise 

environment. The results of the adversarial training 

evaluation reinforced that ML-based defenses need to 

be continually validated against a red team, a result that 

situates model robustness as a continuous discipline 

rather than a static training objective. 

Two high-priority research extension opportunities are 

identified for future investigation. The integration of 

federated learning orchestration, which facilitates the 

privacy-preserving enrichment of threat intelligence 

across organizational boundaries, is projected to yield 

an accuracy ceiling of 97.1% with robust data residency 

compliance. The integration of XAI-based 

explainability feedback with adversarial training loops 

is projected to yield an accuracy ceiling of 97.8%, along 

with 94% evasion resistance, and resolves the 

interpretability barrier to SOC analyst adoption of 

automated ML recommendations. 

The broader implications of this research are clear: as 

the evolution of cyber threats continues in terms of 

organizational sophistication, technical novelty, and 

operational scale, traditional defensive paradigms will 

increasingly fail. The intersection of deep learning, 

behavioural analytics, automated response 

orchestration, and cloud-native scalability is not simply 

a visionary future state – it is the fundamental 

operational reality that security-minded organizations 

must instantiate as an immediate architectural 

imperative. The organizations that begin to employ 

intelligent and self-evolving security architectures will 

not simply improve the likelihood of breach prevention; 

they will fundamentally shift the cost-benefit equation 

that underlies the decision dynamics of adversaries, 

creating a quantified deterrent effect in addition to the 

direct technical detection attributes that this research has 

demonstrated. 
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