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Abstract:

In response to the escalating threat posed by manipulated facial imagery in the digital age, our research project is dedicated
to developing an advanced framework for the detection and classification of such content, augmented by a proactive user
reporting mechanism. Leveraging state-of-the-art deep learning models like Multi-Task Cascaded Convolutional Networks
(MTCNN) and InceptionResnetV1, our framework achieves an impressive accuracy rate of 92% in distinguishing between
genuine and manipulated faces. The integration of explainability methods such as Grad-CAM enhances model
interpretability, empowering users to understand model predictions. Additionally, our user-centric reporting interface
enables active user participation in identifying and flagging potentially manipulated content, fostering transparency and
accountability in digital media platforms. With the continued proliferation of deepfake technology, our research endeavors
not only advance facial image analysis techniques but also uphold principles of trust and integrity in the digital realm,
aiming to safeguard the credibility of information dissemination through vigilance, innovation, and collaborative action.
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1. Introduction

In today's digital era, the manipulation of visual content, especially facial images, poses a significant challenge with far-
reaching implications for the integrity of information and societal trust. The widespread availability of advanced image and
video editing tools has made it easier to create convincingly deceptive content, highlighting the need for innovative
solutions in deep learning, computer vision, and explainable artificial intelligence (XAI). This research project aims to
tackle the complex problem of manipulated facial imagery by thoroughly investigating detection, classification,
interpretability, and the implementation of a reporting mechanism.

Essential concepts like face detection, identifying human faces in digital media, and facial recognition, which analyzes
facial features for identification or verification, underscore the complexities of this evolving landscape. Moreover,
techniques like Grad-CAM (Gradient-weighted Class Activation Mapping) have become essential for visualizing the
influential regions of an image in neural network predictions.

Significant progress has been achieved in utilizing deep learning models for face detection and facial recognition tasks.
Models like Multi-Task Cascaded Convolutional Networks (MTCNN) and InceptionResnetV1 have proven effective in
accurately detecting and recognizing faces, demonstrating advancements in this field. Additionally, the integration of
explainability methods, particularly Grad-CAM, has improved the interpretability of these models by revealing neural
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network decision-making processes. This research project builds upon these advancements while acknowledging persistent
challenges.

By integrating cutting-edge deep learning models, advanced preprocessing techniques, explainability methods like Grad-
CAM, and implementing a reporting mechanism, the goal is to enhance the accuracy, interpretability, and accountability of
face classification tasks.

India’s PM Modi warns about deepfakes: ‘| watched a
video in which | was doing garba dance’

The Independent via Yahoo News - 3 days ago

Indian prime minister Narendra Modi called the misuse of deepfake
technology “worrying”, citing an...
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Figure 1. Prime Minister of India warns about rising deepfake technology misuse.
The research project encompasses several key aspects:

1. Investigation of Deep Learning Approaches
2. Integration of Explainability Methods

3. Evaluation Across Diverse Scenarios

4. Inclusion of Reporting Mechanism

However, certain boundaries and limitations exist:

- The project primarily focuses on detecting and classifying manipulated facial imagery and may not address broader issues
related to image manipulation.

- The objective is not to develop novel deep learning architectures but to optimize existing models for facial recognition
tasks.

Real Images:
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Figure 2. Shows a bunch of real non manipulated images
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Fake Images:

Figure 3. Deepfake images corresponding to figure 2.

2. Literature Survey:

The research discusses employing a rationale-augmented convolutional neural network (CNN) on MATLAB, using the
Kaggle DeepFake Video dataset to achieve an accuracy of 95.77% in real-time deepfake facial reconstruction for security
purposes involving webcams and surveillance cameras [1]. Progress in diffusion models has led to the creation of
convincing deepfakes through textual prompts, complicating the challenge of detecting fake images [5]. A study on the
authenticity of images produced by cutting-edge diffusion models [5] examines different fake detection methods. In a
multimodal context where fake images are generated from varying textual descriptions, the study measures the performance
of fake detection techniques, highlighting the influence of textual cues and perceptual aspects in detecting synthetic
images.Moreover, there is a need for detection methods that can be robust across different generative models [7]. A paper
addresses this need by setting up a comprehensive benchmark to assess the generalization capability and resilience of
advanced detectors. By examining forgery traces from different generative models in the frequency domain, the study
offers insights into the distinguishing power of various detection strategies. Additionally, concerns are growing regarding
facial image manipulation in videos [20]. A proposed method for identifying facial forgeries in videos converts facial
regions into the frequency domain and utilizes a frequency convolutional neural network for detection. The method's
effectiveness is tested on standardized datasets, contributing to the advancement of reliable detection techniques for facial
manipulation in videos. Media forensics has gained significant attention recently due to concerns about DeepFakes [21].
One study provides a thorough analysis of both first and second-generation DeepFake creations in terms of facial regions
and fake detection performance. Two methods are examined: one traditional approach focusing on the whole face, and a
newer approach focusing on specific facial regions. The findings emphasize the need for more advanced fake detectors.
Future technological progress is expected to further enhance the visual quality and efficiency of fake videos [23]. Such
advancements include the use of GAN models to restore facial details and generate realistic voices for increased realism in
synthesized videos. Nevertheless, addressing issues like detection accuracy and false positive rates is essential for the
widespread practical use of deepfake detection methods [23]. The widespread use of deepfake technology, seen in methods
such as Deepfakes, has sparked concerns over the authenticity of digital content [25]. One solution to this issue is the
creation of synthetic image detection methods. A novel two-step synthetic face image detection method leverages anomaly
detection on pristine data to differentiate between real and synthetic images. By extracting general features and using an
anomaly detector, the proposed method shows promising results in detecting synthetic images from various synthesis
methods. A comparison of deep learning models reveals significant differences in accuracy rates for identifying
manipulated facial images. InceptionResnetV1 achieves the highest accuracy at 92%, followed by XceptionNet at 88%,
ViT at 85%, and MesoNet at 78%. These variations in accuracy underscore the importance of choosing the right models for
effective deepfake detection in digital media.
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3. Algorithms and Methods:

3.1 Materials Utilized:

1. Facial Image Dataset:
The datasets selected - FaceForensics, FakeCatcher, and augmented Kaggle data - represent a blend of diversity and
relevance, encompassing manipulated and authentic media forms crucial for comprehensive model training.

2. Pretrained Models:

- Pretrained deep learning models such as Multi-Task Cascaded Convolutional Networks (MTCNN) for face detection,
InceptionResnetV1 for facial recognition, and Grad-CAM for explainability.

- Models pretrained on extensive facial image datasets like VGGFace2 to capitalize on transfer learning and enhance model
efficacy.

3. Python Libraries:
< PyTorch

< Gradio

< NumPy

< Pillow

< OpenCV

<~ Facenet-pytorch
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4. Reporting Interface:
Figure 4. Activity Diagram for proposed DeepFake detection model

- Development of a user interface using Gradio to facilitate seamless user interaction with the reporting mechanism.
- The interface allows users to upload images, offer authenticity feedback on facial images, and flag potentially
manipulated content.

5. Approach:

Data Gathering and Processing:

- Compilation of a diverse dataset comprising authentic and manipulated facial images sourced from public repositories,
social media platforms, and synthetic data generation methods.

- Preprocessing involves standardizing image size, resolution, and format to ensure dataset uniformity.

- Stratified division of the dataset into training, validation, and testing subsets to support model development and
assessment.

4. Project Workflow:

< User Input

< MTCNN Facial Detection

<~ Preprocessing Steps

< InceptionResnetV1 Classification
<>

<>

<>

¢

Explanation with GradCAM
Visualization Overlay

Output Prediction and Confidence Scores
Gradio Interface Presentation

User Interface
Predictor
Module

MTENN

Explainabllity
Plot

Face Preparation
And
Transformation

Final Output

Figure 5: Data Flow Diagram for proposed DeepFake detection model.
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5. Results:

1. Explanatory Visual Data Components:

Grad-CAM Heat Maps: Generated through the Grad-CAM module, these elements appear as heat maps that highlight
significant areas within facial images. They offer visual insights by overlaying heat maps onto original facial images,
emphasizing regions crucial to the model's classification determination.

2. Improved Imagery:

Images with Superimposed Heat Maps: Following visualization, the enhanced images merge original facial visuals with
Grad-CAM heat maps. These unified elements serve as representations illustrating the pivotal areas influencing the model's
decision process.

6. Discussion:
o Accuracy of Different Models
EEE MesoNet
. T
N XceptionNet
05 1 BN nceptionResnetVl
0.6 -
=
o
o
3
v
k4
0.4
0.2 1
0.0 -
MesoNet WIT XceptionNet InceptionResnetv1l
Models

Figure 6. The bar graph compares the accuracy of four deep learning models

MODEL ACCURACY
MesoNet 78%
InceptionResnetV1 92%
XceptionNet 88%
ViT 85%

Table 1. Accuracy percentage of Mesonet, ViT, Xception and InceptionResnetV1.

The results of the research project hold significant implications in the context of combating the proliferation of manipulated
facial imagery, particularly in scenarios where manipulation techniques are non-Al detectable. The findings indicate

© 2024, ]JSREM | www.ijsrem.com DOI: 10.55041/IJSREM33601 | Page 6


http://www.ijsrem.com/

l\g

IISREM . . . g . . .
- b7 INternational Journal of Scientific Research in Engineering and Management (IJSREM)
W Volume: 08 Issue: 05 | May - 2024 SJIF Rating: 8.448 ISSN: 2582-3930

promising progress in the development of robust deep learning models capable of accurately detecting and classifying
manipulated facial images.

The high accuracy, precision, recall, and F1-score achieved by the models demonstrate their effectiveness in discerning
subtle alterations and sophisticated forgeries that are often challenging to detect through conventional means. The
integration of explainability methods such as Grad-CAM has enhanced the interpretability of model predictions, providing
insights into the decision-making processes of the neural networks.

.....

Figure 7.1.

Figure 7.2.
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Figure 7.3. b
Figure 7.4.

7. Conclusion:

Our research journey was motivated by the urgent need to tackle the growing threat of manipulated facial imagery in digital
media. With deepfake technology targeting both celebrities and ordinary individuals, concerns about trust and integrity in
visual content have escalated, prompting even Prime Minister Modi to issue a warning. Through our diligent efforts, we've
advanced facial image analysis using deep learning models and user-centric approaches to combat manipulated content.
Our work has resulted in robust frameworks for face detection, recognition, and explainability, complemented by a
proactive reporting mechanism empowering users to flag deceptive content. Beyond technological advancements, we've
fostered transparency, accountability, and collaboration in digital media ecosystems, striving to restore trust in information
dissemination. Looking ahead, we emphasize the need for ongoing innovation and collaboration to stay ahead of evolving
manipulation tactics and safeguard authenticity in an increasingly digital world. In essence, our research highlights the
importance of leveraging technology for societal benefit, ensuring trust and integrity remain fundamental in digital
communication amid evolving challenges.
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