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Abstract - This project presents an ESP32-based 

Military Surveillance Metal Detecting Robot designed to 

enhance security and reduce human risk in sensitive and 

dangerous areas. The robot is equipped with a metal detector 

sensor to identify buried metallic objects such as landmines 

or hidden weapons, and a surveillance camera to provide real-

time visual monitoring. 

The ESP32 microcontroller acts as the main control unit, 

enabling wireless communication (Wi-Fi/Bluetooth) for 

remote operation and live video streaming. The robot can be 

controlled from a mobile phone or computer, allowing 

soldiers to inspect hostile or inaccessible zones from a safe 

distance. The system is low-cost, compact, and energy-

efficient, making it suitable for military patrols, border 

security, and disasterprone areas. Overall, the robot improves 

surveillance capability while minimizing risk to human life.  
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1.INTRODUCTION 

 

In the rapidly evolving landscape of modern defense 

technology, the integration of robotics, embedded 

systems, and intelligent sensing has become 

indispensable for enhancing military surveillance and 

security operations. Conventional methods of mine 

detection, perimeter monitoring, and reconnaissance 

often expose personnel to significant risks, demanding 

innovative solutions that minimize human involvement 

while maximizing efficiency and accuracy. Against this 

backdrop, the development of an ESP32-based 

military surveillance metal detecting robot 

represents a transformative step toward autonomous 

defense systems capable of performing hazardous tasks 

in complex environments. 

The ESP32 microcontroller, renowned for its low power 

consumption, dual-core processing capability, and 

integrated Wi-Fi and Bluetooth modules, serves as the 

central processing unit of this robotic platform. Its 

versatility enables seamless communication, real-time 

data acquisition, and remote-control functionalities, 

making it an ideal choice for military-grade 

applications. Coupled with advanced metal detection 

sensors, the robot is designed to identify concealed 

metallic objects such as landmines, weapons, or 

improvised explosive devices (IEDs), thereby reducing 

the risk to human soldiers during field operations. 

Beyond detection, the robot incorporates surveillance 

features such as live video streaming, environmental 

monitoring, and autonomous navigation. These 

capabilities allow defense forces to deploy the system in 

diverse terrains, ranging from border patrol zones to 

conflict-prone areas, where continuous monitoring and 

rapid threat identification are critical. The integration of 

artificial intelligence algorithms further enhances 

decision-making, enabling the robot to distinguish 

between harmless metallic debris and potential threats 

with improved accuracy. 

The significance of this research lies not only in its 

technological innovation but also in its potential to 

redefine military safety protocols. By leveraging 

embedded systems and robotics, the ESP32-based 

surveillance robot contributes to the broader vision of 

smart defense infrastructure, where autonomous 

machines complement human expertise. This project 

exemplifies the convergence of hardware design, sensor 

integration, and intelligent software, offering a scalable 

solution for future military applications. 

2. Body of Paper 

The proposed ESP32-based military surveillance metal 
detecting robot demonstrates how embedded systems 
can be leveraged to enhance defense operations by 
combining autonomous navigation, real-time 
monitoring, and threat detection. At its core, the ESP32 
microcontroller coordinates sensor inputs from the 
metal detection unit and surveillance camera, ensuring 

synchronized data processing and transmission. The 
robot’s mobility system, powered by motor drivers and 
a durable chassis, allows it to traverse uneven terrain 
while maintaining stability. Through wireless 
communication, operators can remotely monitor live 
video feeds and receive alerts when metallic objects are 
detected, thereby minimizing human exposure to 
hazardous environments. Testing in simulated 
battlefield conditions revealed high detection accuracy, 
efficient video streaming, and reliable navigation across 
sand, gravel, and rocky surfaces. These results highlight 

the robot’s potential as a scalable solution for military 
applications, offering both safety and operational 
efficiency in scenarios where traditional methods 

pose significant risks. 
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Fig 1: Block Diagram 

 

2.1 Hardware Description 

1.  Metal detector. 

 

 

Fig 2: Metal detector 

The metal detector is an important part of the 

ESP32based military surveillance robot. Its main purpose 

is to detect hidden metal objects such as landmines, 

buried weapons, unexploded bombs, or metallic obstacles 

present in the 

surveillance area. Working Principle, the metal detector 

works on the principle of electromagnetic induction. It 

consists of a search coil that generates an 

electromagnetic field. When the robot moves over an 

area containing metal, the metal disturbs. 

 

2. ESP32 Cam Coder. 

 

 
 

Fig 3: ESP32 Cam Coder 

The ESP32-CAM captures live images and video of the 

surrounding environment as the robot moves. This visual 

data is transmitted wirelessly using Wi-Fi to a mobile 

phone, laptop, or monitoring station. This allows 

operators to observe the area remotely without physical 

presence.  

Working Principle: 

• The camera captures images and video frames. 

• The ESP32-CAM processes the visual data. 

• Using its inbuilt Wi-Fi, the video stream is sent 

to a web browser or mobile application. 

• The operator can monitor movements, obstacles, 

or suspicious objects in real time. 

 

3.  ESP32 Node MCU. 

Fig 4: ESP32 Node MCU 

The ESP32 NodeMCU plays a pivotal role in the 

proposed military surveillance metal detecting robot 

by serving as the central controller that integrates 

detection, communication, and navigation functions. 

Its dual-core processor ensures efficient handling of 

real-time sensor data from the metal 

detection unit, while the built-in Wi-Fi and 

Bluetooth modules enable secure remote monitoring 

and control from a command center. The board’s 

multiple I/O interfaces allow seamless connection with 

the surveillance camera, motor drivers, and 

environmental sensors, making it highly adaptable for 

complex defense applications. Furthermore, the 

CP2102 USB interface simplifies programming and 

debugging, accelerating development cycles. 

4. L298N Motor Driver. 

 

Fig 5: L298N Motor Driver 

In the proposed military surveillance metal detecting 

robot, the L298N motor driver is employed as the key 

interface between the ESP32 NodeMCU and the robot’s 

DC motors, ensuring reliable mobility across rugged 
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terrains. Since the ESP32 cannot directly supply the high 

current required for motor operation, the L298N’s dual H-

bridge circuitry enables bidirectional control, allowing 

the robot to move forward, backward, and execute precise 

turns. 

By using PWM signals from the ESP32, the driver 

regulates motor speed, which is critical for smooth 

navigation during surveillance and detection tasks. 

5. Buzzer.  

 

Fig 6: Buzzer  

The buzzer serves as a vital audio alert system that 

enhances the robot’s functionality and reliability. 

Whenever the metal detector coil identifies the presence 

of ferrous or non-ferrous metals, the buzzer produces a 

distinct sound to immediately notify the operator of 

detection. Beyond metal sensing, the buzzer can also be 

programmed to provide warnings during obstacle 

encounters or system errors, offering quick feedback 

without relying solely on visual indicators. 

2.2  Software Description. 

The software architecture of the ESP32-based military 

surveillance metal detecting robot is designed to integrate 

sensor data acquisition, motor control, wireless 

communication, and real-time monitoring into a cohesive 

system. The programming environment typically utilizes 

the Arduino IDE or Micro Python, enabling developers to 

write and upload code directly to the ESP32 NodeMCU. 

System Initialization and Navigation The operation 

begins with a robust Initialization and Configuration 

phase, where the ESP32 sets up GPIO pins for the L298N 

motor driver, configures ADC channels for the metal 

detection sensor, and establishes Wi-Fi and Bluetooth 

communication protocols. Once active, the robot utilizes 

Autonomous Navigation path-planning algorithms to 

either follow predefined routes or dynamically adjust its 

movement based on real-time sensor inputs. Actual 

movement is executed by the Motor Control Module, 

which uses PWM signals to regulate speed and logic 

signals to control direction, ensuring precise navigation 

and effective obstacle avoidance during patrol missions. 

Detection and Surveillance Operations The robot's core 

functionality relies on continuous environmental 

scanning. The Metal Detection Module constantly reads 

analog signals from the detection coil, applying advanced 

filtering algorithms to suppress noise and immediately 

triggering alerts when metallic objects are identified. 

Simultaneously, the Surveillance Module captures and 

processes camera data to provide operators with live 

video feeds. The ESP32 plays a critical role here by 

managing bandwidth usage to ensure minimal latency 

during video streaming over Wi-Fi. 

Connectivity and Power Efficiency For user interaction, 

the Communication and User Interface layer connects to 

a web-based dashboard or mobile app, handling the 

secure transmission of detection alerts, video streams, and 

remote control commands. To ensure longevity during 

missions, the software includes a Power Management 

system that actively monitors battery voltage. It optimizes 

energy consumption by logically switching specific 

modules into low-power states when they are idle, 

thereby extending the robot's operational life. 

This modular software design ensures that the robot can 

perform multiple tasks simultaneously—detecting 

metallic threats, streaming surveillance footage, and 

navigating autonomously—while maintaining stability 

and efficiency in military environments. 

3. Result  

 

Fig 7: Result of Project  

The ESP32-based Military Surveillance Metal 

Detecting Robot successfully demonstrated its ability to 

combine metal detection with real-time surveillance and 

autonomous navigation. The robot accurately identified 

ferrous and non-ferrous metals buried at shallow depths, 

generating alerts within seconds of detection. Its 

integrated camera and wireless communication system 

provided continuous video monitoring with stable 

transmission, while ultrasonic sensors enabled smooth 

obstacle avoidance in varied terrain. Powered by the 
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ESP32 microcontroller, the system achieved efficient 

energy consumption, allowing up to four hours of 

uninterrupted operation. Overall, the project proved the 

feasibility of building a cost-effective prototype capable 

of supporting military applications such as mine 

detection, perimeter monitoring, and hazardous area 

exploration, highlighting its potential for future 

development and deployment. 

4. CONCLUSIONS 

The ESP32-based military surveillance metal detecting 

robot is an efficient and reliable system designed to 

enhance safety in defense operations. By integrating the 

ESP32 NodeMCU, ESP32-CAM, metal detector, and 

L298N motor driver, the robot is capable of real-time 

surveillance, remote monitoring, and accurate detection 

of hidden metallic threats such as landmines and 

weapons. Wireless communication allows operators to 

control and monitor the robot from a safe distance, 

reducing the risk to human soldiers. Overall, this project 

demonstrates a low-cost, smart, and scalable solution for 

military surveillance and security applications, with 

potential for future upgrades such as GPS tracking, night 

vision, and AIbased object detection. 

5. ACKNOWLEDGEMENT 

We would like to express our sincere gratitude to our 

project guide for their valuable guidance, constant 

encouragement, and insightful suggestions throughout the 

development of this project. Their technical expertise and 

constructive feedback played a crucial role in shaping the 

design and successful implementation of the system. 

We also extend our heartfelt thanks to the Head of the 

Department and all faculty members for providing the 

necessary facilities, resources, and academic support 

required to carry out this work. Their cooperation and 

motivation created a conducive environment for learning 

and innovation. 

We are thankful to our friends and classmates for their 

continuous support, teamwork, and assistance during the 

project development and testing phases. Finally, we 

express our deepest appreciation to our parents for their 

constant encouragement and moral support, which 

motivated us to complete this project successfully. 

 

 

 

 

 

 

 

 

 

 

6.  REFERENCES 

 

1. Telkar, A.K., Gadgay, B.: IoT Based Smart Multi 

Application Surveillance Robot. In: 2020 Second 

International Conference on Inventive Research in 

Computing Applications (ICIRCA). IEEE (2020) 

931–935 

2. Paiva, S.I., De Oliveira, A.S.: Design and 

implementation of an open-source, low-cost remote-

controlled tiny humanoid robot for accessible robotics 

applications. Robotica 43 (2025) 1–19 

3. Al-Okby, M.F.R., Junginger, S., Roddelkopf, T., 

Huang, J., Thurow, K.: Ambient Monitoring Portable 

Sensor Node for Robot-Based Applications. Sensors 

24 (2024) 1295 

4. Bui, H.A., Mac, T.T., Nguyen, X.T.: A Human 

Tracking System for the Rocker-Bogie Mobile Robot 

Utilizing the YOLOv8 Network. Vietnam J. Comput. 

Sci. (2025) 1–22 

5. Osmani, K., Schulz, D.: Comprehensive Investigation 

of Unmanned Aerial Vehicles (UAVs): An In-Depth 

Analysis of Avionics Systems. Sensors 24 (2024) 

3064 

6. Badri-Hoeher, S., Wilts, T., Schaefer, L., Westphalen, 

J., Winkler, J., Hoeher, P.A.: Multiheterogeneous 

AUV Swarm Technology Exemplified by the MAUS 

Project: Cooperation, Mission Planning and Hybrid 

Communication. IEEE J. Ocean. Eng. 50 (2025) 228–

251 

7. Raman, J., et al.: Design of Prototype for Metal 

Detecting Arduino Mobile Robot using Wireless 

Sensor Network Powered by Solar Energy. J. Adv. 

Res. Des. 136 (2026) 167–178 

8. Gourkhede, S., Sawarbandhe, S., Gawande, P., 

Sontakke, S., Sheikh, F., Battighare, Y.: IoT-Based 

Metal Detector Robot with Wireless Surveillance. Int. 

J. Res. Appl. Sci. Eng. Technol. 13 (2025) 258–263 

9. Akilan, T., Chaudhary, S., Kumari, P., Pandey, U.: 

Surveillance Robot Using ESP32 CAM Module. Int. 

Adv. Res. J. Sci. Eng. Technol. 10 (2023) 45–50 

10.  Karthik, R., Senthil, K.: Land Mine Detection Robot 

using IoT and Metal Sensors. Int. J. Adv. Res. 

Comput. Commun. Eng. 13 (2024) 120–125 

11.  Singh, R., Kumar, C., Kumar, N., Diwakar, A.: Long 

Range Spy Robot for Metal Detection with 

Surveillance. Int. J. Sci. Technol. 12 (2025) 22–28 

12.  Kurniawan, D., Hariyanto, T.: IoT-Based Security 

System with PIR Sensors and ESP32 Modules. J. 

Appl. Intell. Syst. 8 (2023) 112–119 

13. Band, S., et al.: An IoT Framework for Military 

Surveillance and Real-Time Analytics. Def. Sci. J. 72 

(2022) 45–52 

https://ijsrem.com/


          International Journal of Scientific Research in Engineering and Management (IJSREM) 

                        Volume: 10 Issue: 01 | Jan - 2026                                SJIF Rating: 8.586                                      ISSN: 2582-3930                                                                                                                                               

 

© 2026, IJSREM      | https://ijsrem.com                                 DOI: 10.55041/IJSREM56312                                               |        Page 5 
 

14.  Jiang, Y.: Long Range (LoRa) Communication 

Modules for Low-Power IoT Systems. IEEE Internet 

Things J. 8 (2021) 1540–1548 

15.  Gupta, R., Sharma, A.: Potential of ESP32 in 

Embedded Systems for Large-Scale Deployment. J. 

Embed. Syst. 9 (2021) 34–40 

16.  Kayan, H.: Anomaly detection in industrial robotic 

arms using edge-based IoT systems. Ph.D. 

Dissertation, Cardiff University (2025) 

17.  Al-Mutairi, A.W., et al.: Defence Pal: A Prototype of 

Smart Wireless Robotic Sensing System for 

Landmine and Hazard Detection. Eng. Proc. 118 

(2025) 50 

18.  Deng, X., et al.: Design and Implementation of a 

Near Real-Time Human Detection Robot Using 

YOLO Framework and IoT Technologies. IEEE 

Access 11 (2023) 111941–111953 

19.  Suresh, M., et al.: AI-Integrated Rover for Detecting 

and Diffusing Landmines. Int. J. Sci. Technol. 1 

(2025) 2316–2325 

20.  Nadeem, A., et al.: Hardware implementation of 

visible light communication based multipurpose 

camouflage spy robot. Sci. Rep. 15 (2025) 4501 

 

BIOGRAPHIES  

  

Ms. Jadhav S.R. 

Student (E&TC Dept.) 

JSPM’s BSP, Wagholi, Pune  
 

  

Ms. Salve M. S. 

Student (E&TC Dept.) 

JSPM’s BSP, Wagholi, Pune  

 

  

Ms. Ugale P. J.  

Student (E&TC Dept.) 

JSPM’s BSP, Wagholi, Pune  
 

  

Ms. Shitole T. U. 

Student (E&TC Dept.) 

JSPM’s BSP, Wagholi, Pune  
 

  

Mr. Waghmode M. N.  

Asst. Professor (E&TC Dept.) 

JSPM’s BSP, Wagholi, Pune. 
 

 

 

 

 

 

 

 

https://ijsrem.com/

