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ABSTRACT 
 

Community networking web sites have become an 

essential part of modern communication, shaping how 

individuals attach, share information, and interact in 

their daily lives. !Along with all those actual users on 

these social networking websites, some fake and 

inefficient accounts have also been created. It all takes 

place with the aim of spreading wrong information to all 

those users. It serves as a source which lowers the close 

of trust among all those users!.  

 

The proposed approach focuses on detecting and 

revealing fake profiles present on social media 

platforms. After such profiles are identified, their related 

activities and behavioural patterns are examined in 

detail. Various attributes are analysed, including user 

interaction with posts!, the age of the account, and other 

profile-related characteristics, and follower and 

following parameters can be analysed through data 

examination and appliance learning concepts during the 

process of identifying counterfeit and genuine users. 

 

The primary detached of this development is to 

contribute to the creation of more secure and reliable 

social networking! platforms. The project work is 

responsible for ensuring that the user is able to 

understand suspicious social networking websites. The 

project work is also helpful to the websites in managing 

the increasing login profiles that are found to ! be 

unauthenticated. 

 

KEYWORDS: Fake silhouette uncovering, Engine 

erudition, Artificial Intelligence(AI), Natural Language 

Processing, Deep Learning, Bot detection, Random 

Forest, Cybersecurity, Identity Verification, Network 

Analysis, Anomaly Detection, Federated Learning, 

Real-Time Monitoring, Content Analysis, Deepfake 

detection, Metadata Analysis, Social Media Security. 

INTRODUCTION 
 

Community !media has emerged as one of the vital 

sources for cooperating with other public across the globe 

through various applications such as Facebook, 

Instagram, and Twitter, among others. These applications 

have helped those not only as a friend but also 

professionally in their work and business-related 

activities. Despite the benefits associated with social 

media, the emergence of fake accounts on such websites 

is also an area of concern!. 

Malicious social media accounts can be bent for various 

reasons, such as spreading disinformation, stealing 

personal information, committing online frauds, 

cyberbullying, phishing scams, and influencing public 

perception. While they may look legitimate, their 

behavior can be somewhat erratic, including odd posting 

habits, having fake followers, or being operated by bots. 

With the ever-growing! number of social media users, it 

has developed solider than ever to identify these types of 

accounts manually. 

 

In order to deal with this problem, the current project 

aims to work on the design of an bright organization 

which can help in detecting and identifying bogus social 

media! profiles with the help of innovative technology 

tools such as machine learning, artificial intelligence, and 

natural language processing. The intelligent system will 

be used for recognizing whether the community media 

profiles are real! or not. 

 

With the aid of data-driven methods and automation, the 

above proposal seeks to surge the efficacy and efficacy of 

the process of detecting! fake profiles. Moreover, this will 

assist in increasing user confidence, guaranteeing safety 

on social media sites. 

 

In summary, the above proposal adds value to the ground 

of cyber security by! offering an innovative method for 

tackling the problem of social media abuse using fake 

identities. 

 

 

https://ijsrem.com/
mailto:tbanu2941@gmail.com
mailto:%20jyothikakrkushi@gmail.com


          
   International Journal of Scientific Research in Engineering and Management (IJSREM) 

                       Volume: 10 Issue: 05 | May - 2026                              SJIF Rating: 8.659                                    ISSN: 2582-3930                                                                                                                                               
 

© 2026, IJSREM      | https://ijsrem.com                                 DOI: 10.55041/IJSREM63590                                           |        Page 2 
 

I LITERATURE REVIEW 

 

Fake social media account identification has emerged 

as an important field of study because of the fast 

development of internet-based applications and rising 

security risks. Numerous methods and solutions have 

been suggested by experts to detect such fake accounts 

efficiently. 

The first methods developed for the task of 

recognizing fake profiles involved manual moderation 

as well as rule-based approaches. The social media 

sites implemented rule-based approaches by 

identifying any deviation in terms of posting activity 

or the ratio between the followers and those who 

follow you. These strategies were quite easy to 

implement but lacked scalability. 

However, with technological developments, scientists 

came up with answers using machine learning 

techniques to detect fake profiles. These techniques 

involve analyzing huge amounts of data and spotting 

trends that remain invisible to the human eye. Some of 

the popular algorithms used in the classification 

problems include accidental forest, sustenance vector 

machine (SVM), and logistic regression. Deep 

erudition has develop broadly adopted in recent times 

owing to its capacity to deal with complex data sets. 

Profound neuronic systems are employed along with 

libraries such as TensorFlow and PyTorch to enhance 

detection precision. The advantage of using deep 

learning is that it enables automatic feature learning 

from data. 

 

In this context, all researchers agree that intelligent 

decision systems continue to advance. The integration 

of quantum computing, cognitive AI, and big data 

analytics is one of the latest trends that push decision 

systems' boundaries far beyond traditional solutions. 

Quantum machine learning allows performing 

optimizations faster and efficiently processing vast 

amounts of data that classical AI cannot manage.  

Hybrid approaches where quantum circuits are mutual 

with bottomless learning models look gifted 

meanwhile they help to increase computing 

capabilities. However, it remains problematic to 

overcome the issue with limitations of the hardware 

used and sensitivity to environmental conditions. 

Cognitive AI becomes even better at imitating human 

thinking and adapting to ever-changing situations 

through the application of meta-learning and 

reinforcement techniques. Yet, when faced with 

massive databases, only a few systems manage to 

adapt their work effectively. 

 

EXISTING SYSTEM 
 

 

● Conventional Social Media Moderator 

Systems Centralized Moderation: In this 

moderation process, manual review and centralized 

flagging system where moderators review 

suspected profiles and use community policies on 

this platform to decide whether to ban suspected 

profiles.  

Limitations: Human moderation involves manual 

moderation, which is a slow process with many 

variables for human error. Centralized moderation 

experiences issues with bot floods. 

 

● Rule-Based and Heuristic Detection 

Traditional Algorithms: The traditional 

algorithms use rule-based filtering and 

comparisons involving predefined words. These 

are against spurious profile and hallmark behaviour 

detection of spam accounts in terms of postings, 

ratio for followers, and engagement irregularities. 

Challenges: include the fact that methodologies are 

highly susceptible to advanced bots and the 

creation of fake identities by bots. The methods are 

not adaptive to the tactics and are many times 

highly susceptible to false positives/negatives. 

 

● Privacy Preserving Identity Federated 

Learning (FL) Profile Analysis: In federated 

learning, the training of the models is performed 

locally and doesn't require the centralization of the 

data, hence preserving privacy. Advantages: The 

proposed approach prevents data leakage and also 

satisfies the data privacy conditions. The technique 

is well-suited for mobile operating systems and in 

decentralized models.  

Challenges: FL currently faces challenges of model 

consistency, convergence, and accuracy when 

tested on different devices and user data. 

 

● Bias and Fairness in Profile Detection 

 The Ethical Issues: Traditional systems could be 

biased against some classes of users, including 

minority groups and certain forms of cultural 

expressions. 

Solution Implementation: Fairness gets enhanced 

in the models by training them on of data to fight 

biases. Therefore, model performance will get 

optimized for all demographics. 

● Real-Time Monitoring and Feedback (User 

Interface)  

Administrator Interface: There offer moderator 

interfaces where moderators can manage 

notifications and actions of flagged accounts. 
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II PROPOSED SYSTEM 

The proposed system is designed to detect and 

expose fake learning by analysing a combination 

of behavioural patterns, content features, and 

visual cues. !Profiles that are misleading, perhaps 

even bots, impersonators, or accounts that are 

misleading in any other way, come under scrutiny 

based on posting patterns, writing patterns, and 

engagement patterns among other metadata such 

as usernames, !biography, and number of 

followers.  

The detection model includes face detection to 

ascertain if the profile picture holds the face of an 

actual human and! if the same face appears in more 

than one account. It also includes deepfake 

detection to find if the picture is synthesized by AI 

software.  

This system also performs image and bio 

coherence analysis to detect mismatched details 

between the profile image and attributes like 

gender, age, or location !, and the presence of large 

variations is labelled as suspicious. The text 

content is vectorized using TF-IDF or Word 

Embedding techniques, which enables the 

development of Regression, or Random Forests 

models to identify whether the profile is a real or a 

fake one.  

Once the fake profile is identified, the respective 

account would be automatically blocked by this 

system. The system further examines network-

level patterns to detect groups of accounts that 

display bot-like behavior. “The user interface must 

be straightforward enough for moderators or even 

users themselves to simply enter the URL for the 

relevant profile or! username and be returned an 

authenticity score or alert”. proactively identify 

and mitigate fake accounts at scale. 

 

 

Advantages of Proposed System 

 
 

1. Precise Detection 

The tool incorporates Machine Learning and AI 

techniques, letting for more accurate documentation of 

fake and authentic profiles than manual analysis. 

 

 

 

 

 

2. Real-time Detection 

It is! capable of analyzing social media profiles in real-

time, helping detect suspicious activities and mitigate 

possible risks. 

 

3. Automated Process 

It saves time and effort on manually analyzing profiles to 

avoid mistakes during the! process. 

 

4. Multiple Features Consideration 

It takes into account various features such as metadata in 

profiles, ! user activities, contents, and network patterns to 

ensure efficient detection. 

 

5. Scalability 

It is capable! of handling a high volume of data such as 

several profiles at once. 

 

6. Improved Security 

Through identifying and eliminating fraudulent profiles, 

the! system assists in minimizing the risks related with 

cyber-attacks such as phishing, fraud, identity theft, and 

propaganda!. 

 

7. Maintaining Privacy 

The application of methodologies such as federated 

learning and data encryption enables the safeguarding of 

user data privacy. 

 

8. Adaptability 

The system can be continuously upgraded and trained on 

new information to make it adaptable to the changing 

trends of fake profiles and bots. 

 

9. Friendly User Interface 

The system has a approachable boundary complete 

which users and administrators can view various things 

like results and reports. 

 

10. Cross-platform Capability 

The system can be used on different platforms, thus 

making it versatile. 
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   SYSTEM ARCHITECTURE 

 

 

Figure: Shows that Architecture Diagram 

 

III EXPERIMENTAL RESULTS 
 

The !results from the tests show that the planned 

organization can be useful in recognizing fake         

common radio profiles. This was done by applying 

the system to a dataset that had genuine and fake 

accounts, which comprised of data such as account 

information, number of followers, user activity, and 

images among! others.  

Following data preprocessing, the mockups were 

confirmed for their accuracy through common 

performance indicators such as accuracy, precision, 

recall, and F1 score. It is evident from the results that 

the system performed with high accuracy and was 

able to successfully differentiate between genuine 

and fake! profiles.  

Anomalies like having many followers but minimal 

engagement, posting identical content repeatedly, and 

engaging in robot-like actions were accurately 

detected as suspicious profiles.  

Furthermore, profiles! that have used AI-generated or 

stolen images can be detected by analyzing the image 

data. Lastly, the algorithm was able to detect 

suspiciously active new profiles.  

Moreover, the proposed system made sure of giving 

clear visual outputs in terms of dashboards, graphs, 

and! tables.  

 

 

 

 

 

Additionally, the proposed system exhibited high 

efficiency in terms of! computation speed and 

accuracy even at higher data volumes. In conclusion, 

the results obtained from the experiments demonstrate 

the efficiency of the proposed approach in terms of 

accurateness and consistency for detective work fake 

social media! accounts. 

 

 

 

Figure: The Input Panel serves as the doorway through 

which users will provide inputs on their profiles or 

datasets. It forms the first step in the process since it 

involves gathering information and verifying its validity 

before processing. After the information is collected, it is 

passed to the preprocessing stage for extra investigation. 

 

 

 

Figure: Generated Dashboard represents the output of 

analysis in an organized form. It represents information 

about detected fake profiles, authenticity, and various 

factors like risks and activity patterns. This dashboard 
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enables users to understand and take action based on the 

results. 

 

 

 

 

 

 
Figure: This graph is helpful in displaying the data 

which has stood composed and analyzed by creating the 

profile based on certain aspects like follower count, 

engagement, and activity pattern of the user. Through 

this tool, one can distinguish between real and fake 

profiles.  

 

 
 

Figure: The Tabular Dashboard is another dashboard 

that contains the findings from the analysis in tabulated 

form. These include profile information, classification 

results, scores of genuineness, and risk assessments. The 

use of the table format makes it convenient for the user 

to analyze the suspect profile. 

 

IV CONCLUSION 

 
The system developed to Expose Inauthentic Social Media 

Profiles is a very strong capability of automated learning, 

digital forensics, and behavioural analytics in the 

identification of suspicious online accounts with high 

accuracy. Analysis of profile metadata, evaluation of patterns 

of engagements, verification of images, and activity 

behaviour provide surefire ways of identifying accounts that 

are fake, driven by bots, or impersonated across various 

social media platforms.  

Unlike traditional manual verification methods, which are 

time-consuming and prone to human error, this automated 

solution offers faster, more consistent, and transparent results. 

This was designed to work even when profiles attempt to 

mask inauthentic behaviour through artificial engagement, 

odd posting behaviours, or stolen digital identities.  

 

 

 

Once analyses of data are performed, this system 

performs its efficiency on uneven grounds-be it 

varying levels of interaction, or inconsistent content 

patterns, or sudden spikes in followers-but proves to 

be adaptable and suitable for fields ranging from 

cybersecurity and digital marketing to law 

enforcement agencies and educational institutes, 

where the documentation of bogus profiles is quite 

necessary for a trustful and safe environment.  

 

The project, therefore, testifies to the growing 

importance of automated social media authentication 

in a modern digital world that faces such serious 

problems as online misinformation, identity theft, 

and manipulation driven by bots. It allows for the 

precise detection of suspicious profiles, hence 

creating safer online environments and reducing 

human effort in monitoring harmful activities. 
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