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Abstract - Vehicle Anti-Theft Detection and Protection with 

Shock employs a robust security system integrating facial 

recognition technology and shock protection mechanisms. A 

camera, connected to a Python-installed PC, facilitates facial 

recognition to identify authorized users. In the event of an 

unrecognized face, the system triggers an immediate response 

by sending an alert email to the registered user. This aspect 

adds an extra layer of security to deter potential thefts. 

In addition to the facial recognition feature, the project 

incorporates a shock protection mechanism inspired by a 

mosquito bat. This innovative approach involves integrating a 

shock mechanism that can be activated remotely. If 

unauthorized access or tampering is detected, the shock 

mechanism provides an additional deterrent, enhancing the 

security of the vehicle. The combination of facial recognition 

and shock protection contributes to a comprehensive anti-theft 

system, ensuring both user authentication and a swift response 

to potential threat 
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I. INTRODUCTION 
Vehicle Anti-Theft Detection and Protection with Shock 

Using Facial Recognition is an innovative project designed 

to enhance the security measures for vehicles. With the 

rising incidents of vehicle theft globally, there is a growing 

need for advanced security systems to safeguard 

automobiles. This project integrates cutting-edge 

technologies like facial recognition and shock mechanisms 

to create a robust anti-theft system. 

authenticate the vehicle owner. A camera is installed within 

the vehicle, which captures the driver's face upon entry. The 

captured image is processed using facial recognition 

algorithms implemented with the help of Python 

programming. If the detected face matches the authorized 

user's profile stored in the system, the vehicle remains 

accessible. However, if an unauthorized individual attempts 

to gain access, the system triggers an alert. 

In addition to facial recognition, the project incorporates a 

shock mechanism as a deterrent against theft. Upon 

unauthorized access or tampering, the system activates a 

shock mechanism installed within the vehicle. This shock 

mechanism is designed to deliver a non-lethal electric shock 

to the perpetrator, effectively immobilizing them and 

preventing further intrusion. The shock mechanism serves 

as a powerful deterrent, discouraging potential thieves from 

attempting to steal the vehicle. 

Furthermore, the project employs Arduino microcontrollers 

to integrate various components and manage the system's 

functionalities. Arduino facilitates the communication 

between different modules, such as the facial recognition 

system, shock mechanism, and vehicle's locking 

mechanism. By leveraging Arduino's versatility and 

programmability, the system can execute complex security 

protocols seamlessly. 

Moreover, the project aims to provide real-time notifications 

to the vehicle owner and authorities in case of unauthorized 

access or theft attempts. Upon detecting suspicious activity, 

the system sends instant alerts to the owner's smartphone or 

connected device via SMS or email. Additionally, the 

system can be configured to notify law enforcement 
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agencies, enabling prompt action to recover the stolen 

vehicle. 

In summary, the Vehicle Anti-Theft Detection and 

Protection with Shock Using Facial Recognition project 

offer an advanced and comprehensive solution to combat 

vehicle theft. By integrating facial recognition technology, 

shock mechanisms, and real-time notifications, the system 

provides enhanced security measures, ensuring peace of 

mind for vehicle owners and effectively deterring potential 

thieves. 

 

II. OBJECTIVES 

 

 
 

III. METHODOLOGY 

 
In our proposed system we are designing our system with 

ARDUINO UNO and taking ARDUINO UNO as the control 

unit of our design. However, we use different components 

for the fulfillment of our design in-order to achieve accurate 

and satisfying results to reach our goals and objectives.3.1 

BLOCK DIAGRAM AND CONSTRUCTION 

 

3.1 BLOCK DIAGRAM AND CONSTRUCTION 
 

 
Fig 3.1 Block diagram of proposed system. 

 

The above fig 3.1 is the block diagram of proposed system 

which reflects the entire process and flow of our system. 

 

3.2 COMPONENTS USED 

 

We used several components in our project design such 

as Arduino UNO, Ignition key, Python installed PC, Buzzer, 

Relay, Invertor. 

 

 

 

 

3.2.1 Arduino UNO 

 

Arduino Uno is a very valuable addition in the electronics 

that consists of USB interface, 14 digital I/O pins, 6 analog 

pins, and Atmega328 microcontroller. It also supports serial 

communication using Tx and Rx pins. 

 

There are many versions of Arduino boards 

introduced in the market like Arduino Uno, Arduino Due, 

Arduino Leonardo, Arduino Mega, however, most common 

versions are Arduino Uno and Arduino Mega. If you are 

planning to create a project relating to digital electronics, 

embedded system, robotics, or IoT, then using Arduino Uno 

would be the best, easy and most economical option. 

 

 

comprehensive security solutions that effectively deter theft 

and unauthorized access while ensuring user convenience and 

peace of mind. 

 Enhanced Security: The primary objective is to provide 

enhanced security for vehicles by integrating advanced 

technologies such as facial recognition and shock protection 

mechanisms. 

 User Authentication: Implement facial recognition 

technology to accurately identify authorized users. This 

ensures that only approved individuals can access the vehicle, 

adding a layer of authentication beyond traditional key-based 

systems. 

 Immediate Response to Threats: Set up an immediate 

response system that triggers an alert email to the registered 

user in case of unauthorized access or tampering. This prompt 

notification enables quick action to be taken to mitigate 

potential threats to the vehicle's security. 

 Deterrent to Theft: The integration of shock protection 

mechanisms inspired by a mosquito bat serves as a deterrent 

against theft and unauthorized access. This feature adds an 

additional layer of defense by actively deterring potential 

thieves or vandals. 

 Comprehensive Anti-Theft System: Create a comprehensive 

anti-theft system by combining facial recognition technology 

with shock protection mechanisms. This holistic approach 

ensures both user authentication and swift response 

capabilities, significantly reducing the likelihood of theft or 

vandalism. 

 Remote Activation: Enable remote activation of the shock 

mechanism to provide flexibility in responding to security 

threats, even when the owner is not physically present near 

the vehicle. 

 Robustness and Reliability: Ensure that the system is robust 

and reliable under various environmental conditions and 

potential attack scenarios. This includes robustness against 

attempts to bypass or disable the security features. 

 User-Friendly Interface: Design the system with a user- 

friendly interface, allowing for easy setup, configuration, and 

management by vehicle owners. 

 Integration with Existing Security Systems: Consider 

integration capabilities with existing vehicle security systems 

or aftermarket solutions to enhance compatibility and ease of 

adoption for vehicle owners. 

The objectives for the Vehicle Anti-Theft Detection and 

Protection system can be outlined as follows: 
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Fig 3.2.1 Arduino UNO 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3.2.2 Relay 

A relay is an electromagnetic switch that is used to 

turn on and turn off a circuit by a low power signal, or 

where several circuits must be controlled by one signal. 

 
Fig 3.2.2 Relay 

 

Most of the high end industrial application devices have 

relays for their effective working. Relays are simple 

switches which are operated both electrically and 

mechanically. Relays consist of an electromagnet and 

also a set of contacts. The switching mechanism is 

carried out with the help of the electromagnet 

 

3.2.3 Buzzer 

A buzzer or beeper is an audio signaling device, 

which may be mechanical, electromechanical, or 

piezoelectric. Typical uses of buzzers and beepers 

include alarm devices, timers and confirmation of user 

input such as a mouse click or keystroke. 

 
Fig 3.2.3 Buzzer 

 

Buzzer is an integrated structure of electronic transducers, 

DC power supply, widely used in computers, printers, 

copiers, alarms, electronic toys, automotive electronic 

equipment, telephones, timers and others. 

 

3.2.4 Ignition key 

Ignition key is used in vehicles to turn the ignition switch that 

connects the battery to the ignition system and other electrical 

devices 

 
Fig 3.2.4 Ignition key 

 

3.2.5 Invertor 

 

An inverter is a device which helps in converting the direct current 

electricity into alternate current electricity. Inverters are mainly used 

as a source of power to run devices when there are power cuts. Most 

of our home appliances require only the AC electricity for proper 

working. 

Microcontroller ATmega328P – 8 bit AVR 

family micro controller 

 

 

Operating Voltage 

 

 

5V 

 

Analog Input Pins 

 

6 (A0 – A5) 

Digital I/O Pins 14 (Out of which 6 provide 

PWM output) 

 

Flash Memory 

 

32 KB 

SRAM 2 KB 

  

EEPROM 1 KB 

Frequency (Clock Speed) 16 MHz 
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Fig 3.2.5 Invertor 

 

3.3 WORKING 

 

The Vehicle Anti-Theft Detection and Protection system employs 

facial recognition technology and a shock protection mechanism to 

enhance vehicle security. A camera connected to a Python-installed 

PC facilitates facial recognition to identify authorized users. If an 

unrecognized face is detected, the system triggers an immediate alert 

email to the registered user. Additionally, a shock mechanism, 

inspired by a mosquito bat, is integrated into the system. If 

unauthorized access or tampering is detected, the shock mechanism 

can be remotely activated, providing an additional deterrent against 

theft or vandalism. This combination of facial recognition and shock 

protection ensures both user authentication and a swift response to 

potential threats, contributing to a comprehensive anti-theft system. 

 

 

 

 

 

 

 

 

Fig 3.2.6 Working flow chart 

IV. RESULTS 
 

 
Fig 6.1 Assembled proposed system with all components 

 

This is the result of our Project where the unknown person 

unlock door of the Vehicle ,it will not open and gives the 

Electric Shock to that person incase the owner of default 

person’s face detects while opening the door, it will open This 

will provide Antitheft Detection and also provides the 

solution for the theft kind of Activities in the vehicle with the 

help of DIP and gives best Security System to authorized 

person. 

The below figure shows the experimental set up of our method 

wherein a circuit board is present to process the data 

 

 

 

Fig 6.2 Unkown person screenshot 

http://www.ijsrem.com/


          International Journal of Scientific Research in Engineering and Management (IJSREM) 
                        Volume: 08 Issue: 04 | April - 2024                                SJIF Rating: 8.448                            ISSN: 2582-3930                                                                                                                                               

 

© 2024, IJSREM      | www.ijsrem.com                           DOI: 10.55041/IJSREM30814                                    |        Page 5 

 

 
 

Fig 6.3 Mail alert of theif image 

 

 

(6.3) By the figure we come to a conclusion that the owner of 

the vehicle is the true identity person. (6.4) By this figure we 

could form a conclusion that the owner of the vehicle is not the 

true identity person but someone with the intention of theft. 

 

 

 

 

 

 

X. CONCLUSION 
In conclusion, the project on "Vehicle Anti-Theft Detection and 

Protection with Shock using Facial Recognition" represents a 

significant advancement in vehicle security technology. By 

integrating facial recognition systems and shock mechanisms, the 

project aims to provide robust protection against vehicle theft and 

unauthorized access. Throughout the development and 

implementation phases, several key insights and outcomes have 

emerged, highlighting the effectiveness and potential of the system 

Firstly, the project underscores the importance of adopting multifaceted 

security solutions to safeguard vehicles in an increasingly complex 

threat landscape. Traditional security measures, such as mechanical 

locks and alarms, have proven vulnerable to sophisticated theft 

techniques. In contrast, the integration of facial recognition technology 

adds an additional layer of authentication, ensuring that only authorized 

individuals can access the vehicle. Moreover, the incorporation of shock 

mechanisms acts as a deterrent, further enhancing the security posture 

and dissuading potential thieves Secondly, the project demonstrates 

the feasibility and practicality of leveraging emerging technologies, 

such as facial recognition and IoT-based systems, for vehicle 

security applications. By leveraging facial recognition algorithms 

and machine learning techniques, the system can accurately identify 

authorized users and detect unauthorized access attempts. 

Furthermore, the integration of IoT capabilities enables real- time 

monitoring and remote management, allowing vehicle owners to 

track security events and respond promptly to security breaches. 

Lastly, the project highlights the importance of user acceptance and 

usability in security solutions. While advanced technologies offer 

enhanced security features, they must also be user-friendly and 

intuitive to ensure widespread adoption. Throughout the project 

development, usability testing and user feedback played a crucial 

role in refining the system interface and functionality, ultimately 

enhancing the overall user experience. As a result, the project not 

only advances vehicle security but also prioritizes user needs and 

preferences, fostering greater acceptance and adoption of the 

technology in practical settings. 
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