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Abstract

Automated Teller Machine (ATM) transactions have
become an essential and secure method for fulfilling our
financial commitments. Traditionally, using an ATM
requires a debit card, but there are times when account
balances run low, or individuals forget to carry their
cards, leading to transaction difficulties. Simultaneously,
the use of mobile phones has become ubiquitous.
Connecting these electronic devices has sparked a simple
and efficient approach to withdrawing cash without the
need for a debit card. This innovative method can be
described as “Cardless Cash Withdrawal” and is fortified
with two layers of security; Facial Recognition and Eye
Blink Authentication, both powered by Convolutional
Neural Networks (CNN). The system employs state-of-
the-art CNN models to verify the user’s identity based on
their unique facial features. This biometric authentication
adds an extra layer of security, ensuring that only the
authorized user can access the ATM. Besides facial
recognition, the system utilizes eye blink patterns as a
secondary authentication method. Analyzing the user’s
Eye blinks, further validates their identity. This
sophisticated technology enhances security and reduces
the risk of unauthorized access. A one-time Password
(OTP) is used to complete the authentication process, the
system generates a one-time password that is sent to the
user’s mobile phone. This OTP serves as an additional
verification step, ensuring that the individual initiating
the transaction is the legitimate account holder.

l. INTRODUCTION

As we know, in a Manual banking system, the customer has
to go to the branch physically and do the transactions, which
is time-consuming and based on paper; sometimes, this
process is very annoying. ATMs are intended to solve this
problem; nearly every bank has ATMs where customers may
access financial services. We can use either the debit or credit
cards of our choosing while using traditional card-based ATM
systems, and these systems use private PINs to verify the
ownership of the ATM cards and have advantages such as
being self-servicing and all transactions being paperless no
teller is needed to do whatever we want to withdraw cash,
inquiries balance, or transfer funds. However, it has some
drawbacks, such as ATM cards can be lost or forgotten PIN;
anybody can use an ATM to access bank data if the secret PIN
is correct, and can take money from an account without being
verified as legitimate. Because of this, to increase the ATM’s
security, we switch from card-based systems to cardless ATM
systems where we replace the ATM cards and PINs with facial
recognition and eye blink detection features to validate the
user as authorized while restricting access to others as the
facial pictures are unique for each user. Hence,it leaves almost
no degree of fraud, and to enhanced the security, we use two
step verification method, a 4-digit OTP.

II. EXISTING SYSTEM

The mobile app consists of a special code which flashes on
the screen for a period of 1 minute. This code provides strong
authentication by dynamically generating a one-time security
code. This code can be generated even if there is no network
or internet connection. Here the user will first login to the
mobile app using the details such as user-id and password.
After this the user generates a reference number as per his
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choice and also specifies the amount to be withdrawn. This
reference number would remain valid for a certain period of
time and can be used only once. Having generated the
reference number, the user visits the nearest ATM and enters
the user-id and password along with the code in the app to
sign in. If the authorized user is present, he/she would be
logged in and would be required to enter the reference number
to withdraw the specified amount. If the reference number is
correct, the amount is withdrawn else transaction fails. This
idea is an amalgamation of current ATM system and
online transactions involving OTP. By  eliminating the use
of OTP the problems related to sharing of OTP are
successfully overcome.

User generates a reference
number along with specifying the

amount to be withdrawn from
the website

The reference number is
saved in the database.

v
The same reference number
is entered in the database

Reference number
matches?

.

Cash can't be
withdrawn

Cash is withdrawn and
Database updated

Fig-1.1 Existing System

III. PROPOSED SYSTEM

Camera is used for authentication of user. We are using
Keypad and camera of PC/laptop. Whenever a person enters
in ATM camera captures image and display information about
him. GUI (Graphical User Interface) is developed for user
and system interactions. An OTP, which along with face
recognition comprises two levels of security. When face and
OTP are matched then customer’s account will open in ATM
machine. GUI will display user name, debited money,
authentication status etc.

Enrolment at Bank
P J Feature Extracti

A, Enrollment At Bank:

1) Input from Camera

The user’s facial image is captured and stored in the database
which is implemented by the python face recognition API. It
implements the built-in detect method to complete the
enrolment process. The user enrolls their facial and eye blink
data at the bank. This data is stored in a database.

2) Preprocessing

User facial images are undergoes to pre-processing to
standardize and enhance quality and it is an essential step of
detection in order to remove noise such as hair clothing and
other artifacts and enhance the quality of original image. The
main purpose of this step is to improve the quality of skin
image by removing unrelated and surplus parts in the back
ground of image for further processing. Good selection of
preprocessing techniques can greatly improve the accuracy of
the system.

3) Feature Extraction

A feature is a piece of information which is relevant for
solving the computational task related to a certain application.
Feature extraction is the process of extracting this information
from an image. At the enrolment phase, we use GoogleLeNet
architecture to extract the features from an image. The CNN
extracts features from the facial and eye blink data. These
features are used to represent the user's unique identity. The
CNN does this by learning a set of filters that are applied to
the input images. The filters are designed to extract different
types of features from the images, such as edges, corners, and
textures. The CNN learns the filters by being trained on a
dataset of labeled facial and eye blink images. The dataset
contains images of different people with different facial
expressions and eye blink patterns.

4) Database

These extracted images are stored in the database for further

use at the time of authentication. he database stores the CNN
features extracted from the facial and eye blink data of
enrolled users. The database also stores the user's
demographic information, such as their name, Mobile
number, and date of birth.

B. Authentication:

At the time of login at ATM user will go through the series of
authentication like facial recognition and Eye blinking and
OTP to access the system.

1) Input from Camera

The python face recognition API implements the built-in
verify method to turn on the camera and captures the image
of the user. A sensor captures the user's face and eye blink data
at the ATM. The sensor may be a camera or a combination of

______________________________________________________________

a camera and an infrared sensor. The camera captures a series
of images of the user's face from different angles. The infrared
sensor captures a series of images of the user's eye blinks.
2) Pre-Processing

User facial images are undergoes to pre-processing to
standardize and enhance quality and it is an essential step of
detection in order to remove noise such as hair clothing and
other artifacts and enhance the quality of original image. The
main purpose of this step is to improve the quality of skin
image by removing unrelated and surplus parts in the back
ground of image for further processing. Good selection of

x-——»{ Pre-processing ‘—bi Feature Extraction H Comparison — %
: Sensor /" Matched

Enter OTP

Authentication

! Identification

Fig-1.2 System Architecture

© 2024, IJSREM | www.ijsrem.com | Page 2



http://www.ijsrem.com/

Ricad™

&%’ ‘3 3%

7 IISREM
%gﬁ International Journal of Scientific Research in Engineering and Management (IJJ]SREM)

Volume: 08 Issue: 04 | April - 2024

SJIF Rating: 8.448

ISSN: 2582-3930

preprocessing techniques can greatly improve the accuracy of
the system. The user's face and eye blink data is preprocessed
to normalize it and make it suitable for input to the CNN.

3) Feature Extraction
After pre-processing images are goes to feature extraction
which is CNN’s core function here convolutional layers scan
images to capture meaningful features like edges, textures,
and patterns. These extracted features are stored in the
database for further use. The CNN extracts features from the
user's face and eye blink data again. This is done to ensure
that the user is the same person as the person who was
identified at the beginning of the transaction.

4) Comparison
At this stage the user’s captured image is compared to the one
of the existing image of the user stored in the database if
matched means the user is authorized or genuine user. The
CNN compares the two feature vectors extracted from the
user's face and eye blink data to ensure that they match. If the
two feature vectors match, then the user is authenticated and
can proceed with the transaction.

5) Enter OTP
The user enters a one-time password (OTP) to authenticate
the transaction. The OTP is generated by the bank and sent to
the user's mobile phone. OTP is sent only to the user which is
confirmed as genuine and allowed to choose one of the
particular bank from the list that the user has registered at
enrolment and gain access Lastly user can perform various
operations at the ATM, such as withdrawal, deposit, balance
check, etc.

IV. SYSTEM PROTOCOL

The interactions and messages exchanged between the user,
the ATM, and the server are explained in the following steps:
Step 1: Registration Phase for new users, means same step as
if we got a new atm card we go the atm machine for the
register its same process, where we have to enter our name,
Adhaar number, mobile number and Our Face Capture
process will start. After Capturing the face it stores to Data
base and the registration phase is completed.

Step 2: Login Phase for Existing users, the camera will open
captures the face and further process of entering data related
to Withdraw.

Step 3: Authentication Phase Where it will authenticate with
the face verified and second authentication that is it will send
the OTP to the registered Number.

Step 4: After Entering the proper details mentioned in
authentication method, It successfully Withdraw the money
without Card.

V. CONCLUSION

The system is purposefully engineered to be highly resilient
against various types of attacks, including card-skimming,
observation attacks, replay attacks, and relay attacks. By
utilizing a combination of technologies and security
measures, this system offers a level of efficiency and security
that surpasses traditional ATM systems. In this system,
malpractices and fraudulent activities are significantly
mitigated, making it a robust and secure solution for ATM
transactions.

VI. FUTURE SCOPE

Better pre-processing techniques are essential to remove
noise from data, ensuring that noise doesn’t interfere with
subsequent processes like classification and prediction. These
techniques involve cleaning, normalization, outlier handling,
and feature selection, ultimately enhancing data quality and
the reliability of analytical results. Noise-free data forms a
solid foundation for accurate and meaningful classification
and prediction.
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