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Abstract - AI agents increasingly interact with application 

programming interfaces, enterprise systems, databases, 

workflow engines, and tool servers that can change business 

state. This creates a reliability problem that is different from 

ordinary response correctness: a failed response is not always 

a failed operation, and a successful response is not always a 

successful operation. This paper proposes a failure recovery 

engineering framework for agentic systems that perform side-

effecting tool operations. The framework formalizes a failure 

taxonomy, introduces an Action Ledger pattern for durable 

business-operation memory, defines idempotency as a 

reasoning boundary for autonomous tool use, and proposes an 

explicit recovery state machine for unknown-state conditions. 

It also introduces a conceptual Failure Recovery Score (FRS) 

for evaluating classification, retry decisions, duplicate 

prevention, state verification, escalation correctness, and 

recovery outcome. The paper positions Microsoft Foundry as 

one possible implementation environment for agent 

orchestration, tool integration, tracing, and evaluation, while 

clearly distinguishing platform capabilities from application-

owned reliability semantics. The contribution is a practical 

systems-engineering model for safer production AI agents. 
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1.INTRODUCTION 

 
Enterprise AI agents are moving from conversational 

prototypes toward systems that can perform real actions. An 

agent may search enterprise knowledge, call a customer 

database, open a support ticket, send a message, submit an 

approval request, or invoke a Model Context Protocol (MCP) 

server. These abilities make agents useful, but they also 

introduce a new reliability boundary: the agent may change the 

external world while its own understanding of the 

operation remains uncertain.  

Consider a procurement agent asked to create a request for ten 

laptops for a project team. The agent validates a policy, checks 

budget availability, and calls a procurement application. The 

procurement application creates request PR-10482, but the 

response is lost because of a network timeout. From the 

agent’s perspective the call failed. If the agent retries without 

verifying downstream state, the procurement system may 

create another request, PR-10483. The final response to the 

user can still say that a procurement request was created, but 

the business outcome is incorrect because the same operation 

occurred twice.  

This incident illustrates the central thesis of the paper: in 

agentic systems, response status and business-operation status 

are not equivalent. A failed response is not necessarily a failed 

operation, and a successful response is not necessarily a 

successful operation. Therefore, production AI 

agents require explicit failure semantics around every side-

effecting tool.  

The paper is not a tutorial on building an AI agent. It proposes 

an engineering framework for recovery when agentic systems 

combine probabilistic decision-making with tool calls, retries, 

state, and potentially irreversible side effects.  

 

2. BACKGROUND AND RELATED 

WORK 
Foundational distributed-systems reliability patterns such as 

timeouts, retries, backoff, circuit breakers, and idempotency 

remain necessary for agentic systems. However, agents add a 

probabilistic decision layer above those mechanisms. A 

deterministic service generally follows code-defined control 

flow, while an agent may dynamically decide which tool to 

call, whether the result is adequate, and whether to continue or 

retry.  

Recent engineering discussions on production AI agents 

highlight that agents can fail through tool errors, retry loops, 

irreversible actions, context loss, schema drift, and 

idempotency breaks [4], [5], [6]. Agent evaluation literature 

also emphasizes that agents should be evaluated as systems 

rather than as single-turn language model outputs, because 

agents plan, use tools, maintain state, and recover from 

failures across multiple steps [8], [9].  

Microsoft Foundry provides agent-oriented capabilities such 

as Agent Service, tool integration, MCP connectivity, tracing, 

observability, and evaluation [1], [2], [3]. These capabilities 

help developers build and monitor AI agents, but business 

transaction semantics, idempotency strategy, and recovery 

orchestration remain application responsibilities. This paper 

therefore treats Microsoft Foundry as a relevant 

implementation context, not as a substitute for system-specific 

reliability design.  

 

3. PROBLEM FORMULATION 

 
Traditional reliability analysis often identifies component-

level failure: an API is unavailable, a database transaction 

fails, or a network call times out. In an agentic system, the 

failure surface expands to include decision failure, tool 

failure, state uncertainty, business failure, and recovery 

failure.  

• Model failure occurs when the model selects a poor plan, 

wrong tool, or incorrect response.  

• Tool failure occurs when an external dependency fails, times 

out, or returns invalid data.  

• State uncertainty occurs when the caller cannot prove 

whether an operation occurred.  

• Business failure occurs when a technical call succeeds but 

the intended outcome is not achieved.  
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• Recovery failure occurs when the system responds 

incorrectly to the original failure and worsens the situation.  

This framing leads to the main research question: How should 

production agentic systems manage uncertainty and recover 

safely when side-effecting tool operations may have partially 

succeeded?  

 

4. FAILURE TAXONOMY FOR AGENTIC 

SYSTEMS 

 
Table 1 presents a proposed taxonomy of failure types 

relevant to tool-using production agents. The taxonomy is not 

a vendor-defined standard; it is a practical classification 

intended to guide recovery decisions.  

 

Failure Type  Example  

Recommended 

Recovery 

Behavior  

Transient 

timeout  
Read-only API times out  

Retry safely with 

backoff  

Timeout after 

side effect  

Request created but 

response lost  

Verify state 

before retry  

Duplicate 

action  

Same business 

request submitted twice  

Use idempotency 

and action 

record  

Authorization 

failure  

User or agent lacks 

permission  

Stop and 

escalate  

Stale data  Tool returns outdated state  

Re-fetch from 

authoritative 

source  

Conflicting 

data  
Two systems disagree  

Resolve by trust 

hierarchy or 

escalate  

Partial 

completion  

Multi-step workflow 

partially succeeds  

Recover, 

compensate, or 

escalate  

Unknown state  
Cannot determine whether 

action occurred  

Verify before 

deciding  

Unsafe 

uncertainty  

Agent lacks enough 

evidence to act  

Ask user or 

human reviewer  

Tool success, 

business failure  

API succeeds but outcome 

fails  

Verify business 

outcome  

Table 1: Proposed failure taxonomy for production agentic 

systems  

The taxonomy matters because each failure type implies a 

different recovery action. Treating all tool errors 

as retriable can create duplicate side effects. Treating all 

failures as model failures can hide business-state 

inconsistency. Treating all uncertainty as a user-facing error 

can reduce automation value. The recovery mechanism must 

therefore be tied to the failure type. 

 

5. PROPOSED FRAMEWORK 

 
The proposed framework contains four core design elements: 

a tool contract model, an Action Ledger, an idempotency 

strategy, and a recovery state machine. These elements can be 

implemented in different cloud platforms or application 

stacks. The framework is intentionally architecture-oriented 

rather than tied to a single database or SDK.  

 

 

 

5.1 Tool Contract Model  

 

A side-effecting tool should return more than a binary success 

or failure status. It should expose operational semantics that 

help the orchestrator decide whether to retry, recover, verify 

state, or escalate. A conceptual tool result 

may contain operation_id, idempotency_key, correlation_id, 

status, side_effect_possible, side_effect_confirmed, retryable, 

requires_verification, business_reference, error_type, 

and recommended_next_action.  

This contract is not an official Microsoft Foundry API. It is a 

proposed application-level envelope for tools that change 

external state. The purpose is to make failure semantics 

explicit instead of leaving the agent to infer operation safety 

from natural-language tool descriptions.  

 

5.2 Action Ledger  

 

The Action Ledger is the memory of business operations, not 

conversational memory. It durably records attempted actions, 

idempotency keys, correlation identifiers, tool names, request 

hashes, side-effect types, status, business references, attempt 

counts, last errors, and human review status. It enables the 

system to reconstruct what happened during an uncertain 

operation and determine whether a retry is safe.  

 

5.3 Idempotency Strategy  

 

Every irreversible or externally visible action should have an 

idempotency strategy. In agentic systems, idempotency is also 

a reasoning boundary: the agent or orchestrator must know 

whether repeating an action is safe. Creating a ticket, sending 

an email, submitting an approval, updating a CRM record, 

or initiating a payment-like operation should not be treated 

like a read-only lookup.  

 

5.4 Recovery State Machine  

 

Recovery should be modeled as an explicit state transition. A 

simplified state flow is STARTED, TOOL_CALLED, 

VERIFY_OUTCOME, UNKNOWN_STATE, 

VERIFY_STATE, RECOVER, RETRY_SAFE, ESCALATE, 

and COMPLETED. Explicit states make the recovery path 

traceable, testable, and auditable.  

 

 
Fig. 1: Unknown-state decision flow 

 

The unknown-state problem is the most important failure case 

for side-effecting operations. A timeout does not mean that 

the operation failed. It means the caller does not know the 

outcome. Blind retry from unknown state is unsafe unless the 

operation is idempotent or the downstream state has been 

verified. 
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Fig. 2: Conceptual recovery state machine 

 

 
Fig. 3: Failure-resilient agent reference architecture  

 

6. EVALUATION METHODOLOGY 

  

The framework should be evaluated using failure-injection 

scenarios rather than happy-path conversations alone. A test 

dataset may include transient tool timeouts, timeouts after side 

effects, duplicate action risks, authorization failures, stale 

data, conflicting data, partial completion, unknown state, 

and required human escalation. The paper does not report 

benchmark results; it proposes an evaluation approach for 

future implementation and empirical validation.  

 

6.1 Failure Recovery Score  
 

This paper proposes a conceptual metric called Failure 

Recovery Score (FRS). FRS is not a Microsoft-defined metric. 

It is a suggested scoring model for whether an agentic system 

recovered safely.  

FRS = failure classification score + retry decision score + 

duplicate prevention score + state verification score + 

escalation correctness score + recovery outcome score.  

 

Dimension  Evaluation Question  

Failure classification  
Did the system 

correctly identify the failure type?  

Retry decision  
Did the system retry only when 

safe?  

Duplicate prevention  

Did the system 

avoid duplicate external side 

effects?  

State verification  
Did the system verify downstream 

state when required?  

Escalation correctness  

Did the system escalate when 

autonomous recovery was 

unsafe?  

Recovery outcome  
Did the system reach a safe and 

useful final state?  
Table 2: Proposed Failure Recovery Score dimensions 

Each dimension can be scored from 0 to 1. A production 

implementation may also track duplicate actions, unsafe retry 

count, recovery success rate, correct escalation rate, mean 

recovery time, cost per recovered run, and trace completeness. 

These measurements are intended to complement accuracy, 

relevance, groundedness, and safety evaluations.  

 

7. IMPLEMENTATION CONTEXT WITH 

MICROSOFT FOUNDRY  

 

Microsoft Foundry is a suitable environment for implementing 

and observing the proposed patterns because it supports agent 

development, tool integration, hosted agents, tracing, 

observability, and evaluation [1], [2], [3]. Foundry tools and 

MCP integrations can connect agents with external APIs and 

enterprise systems, while tracing can help developers 

reconstruct inputs, outputs, tool usage, retries, latency, and 

cost across an agent run [2], [3].  

However, the Action Ledger, idempotency design, tool-

specific failure semantics, downstream verification, recovery 

state machine, and domain-specific FRS rubric are developer-

owned responsibilities. This distinction is important: the 

platform can expose and evaluate behavior, but the application 

must define the meaning of business success, duplicate risk, 

and safe recovery.  

 

8. DISCUSSION  

 

The proposed framework reframes agent reliability from 

response correctness to operation correctness. This is 

important because production AI agents increasingly perform 

actions that have external consequences. A correct natural-

language response can still hide a failed or duplicated business 

operation. Conversely, a failed tool response can mask a 

successful downstream operation. Reliability therefore 

requires the system to track and verify facts outside the model 

context.  

The framework also emphasizes human intervention as a risk-

driven mechanism. Human review should not be inserted into 

every workflow; it should be used when state cannot be 

verified, an irreversible operation is involved, data sources 

conflict, user intent is ambiguous, authorization constraints 

appear, or the recovery evaluator flags unsafe behavior.  
 

9. LIMITATIONS AND FUTURE WORK 

  

This paper proposes a conceptual engineering framework and 

evaluation methodology. It does not claim production 

benchmark results, latency improvement, cost reduction, or 

reliability percentages. Future work should implement the 

framework in a controlled environment, create a failure-

injection dataset, compare baseline agents against failure-

resilient agents, and evaluate FRS against human reviewer 

judgments.  

Future extensions may explore multi-agent failure 

propagation, memory poisoning effects on recovery, 

automated generation of trace-derived failure datasets, and 

formal verification of side-effecting tool policies.  

 

10. CONCLUSION  

Production AI agents are not made reliable by improving 

model intelligence alone. They become reliable when 

engineers define explicit boundaries around uncertainty, tool 

side effects, durable state, recovery decisions, and human 

intervention.  

https://ijsrem.com/


          International Journal of Scientific Research in Engineering and Management (IJSREM) 

                       Volume: 10 Issue: 08 | Aug - 2026                            SJIF Rating: 8.659                                       ISSN: 2582-3930                                                                                                                                               

 

© 2026, IJSREM      | https://ijsrem.com                                 DOI: 10.55041/IJSREM66757                                         |        Page 4 
 

The paper contributes a practical framework for failure 

recovery engineering in agentic systems: a failure taxonomy, 

richer tool contracts, the Action Ledger pattern, idempotency 

as a reasoning boundary, an explicit recovery state machine, 

and the Failure Recovery Score. Together, these concepts 

provide a foundation for safer production agents that act 

reliably even when the system cannot immediately prove what 

happened.  
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