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Abstract – The increasing circulation of counterfeit and 

adulterated fertilizers in the agricultural market poses a 

serious threat to crop productivity, soil health, and the 

financial stability of farmers. This paper presents a 

secure, technology-driven Fake Fertilizer Detection and 

Authentication System (FFIDAS) that leverages QR 

code-based verification and SHA-256 cryptographic 

hashing to ensure fertilizer authenticity across the supply 

chain. The proposed system integrates a Flutter-based 

mobile application for real-time QR scanning, a Node.js 

RESTful backend for server-side validation, a React.js 

web dashboard for administrative oversight, and a 

MongoDB Atlas cloud database for secure, scalable data 

storage. Fertilizer manufacturers register genuine product 

batches, generating unique QR codes embedded with 

cryptographic hashes. Farmers scan these codes to 

instantly verify product authenticity. Experimental 

evaluation demonstrates a QR verification accuracy of 

98.4%, authentication success rate of 97.2%, and average 

verification latency of 1.8 seconds, with 91% user 

satisfaction. The system enhances transparency, reduces 

fraudulent distribution, and contributes to sustainable 

agricultural practices. 
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1. INTRODUCTION 

 

Agricultural productivity is foundational to food security 

and economic stability, particularly in developing nations 

where farming constitutes a primary livelihood for large 

populations. Fertilizers play a critical role in sustaining 

crop yields; however, the rapid proliferation of 

counterfeit and adulterated fertilizers in the market has 

emerged as a significant threat to this ecosystem. Fake 

fertilizers not only fail to supply the essential nutrients 

required for healthy crop growth but also degrade soil 

fertility over time, resulting in reduced agricultural output 

and substantial financial losses for farmers [1]. 

 

The problem of counterfeit fertilizers is compounded by 

the absence of reliable, accessible, and real-time 

verification mechanisms at the point of sale or use. 

distinguish genuine products from counterfeits through 

visual inspection alone, and manual regulatory checks are 

insufficient to address the scale of the problem. This 

creates an urgent need for a digital, automated, and 

farmer-friendly solution capable of verifying fertilizer 

authenticity instantly and reliably [2]. 

 

Recent advances in mobile computing, cryptography, 

web technologies, and cloud databases have opened new 

avenues for building scalable product authentication 

systems. QR code-based verification, in particular, has 

demonstrated significant potential across various supply 

chain domains, offering a lightweight and cost-effective 

mechanism for linking physical products to secure digital 

records [3]. 

 

This paper presents FFIDAS—a Fake Fertilizer Detection 

and Authentication System—that unifies these 

technologies into a cohesive, multi-stakeholder platform. 

The key contributions of this work include: 

 

• A two-phase cryptographic authentication protocol 

using SHA-256 hashing for tamper-proof QR code 

generation and verification. 

• A Flutter-based cross-platform mobile application 

enabling farmers to perform real-time fertilizer 

verification by scanning QR codes. 

 

• A React.js web dashboard providing government 

authorities and administrators with tools to manage 

manufacturer registrations, approve product batches, and 

monitor analytics. 

 

• A Node.js and Express.js RESTful backend architecture 

ensuring secure, low-latency communication between 

system components. 

 

• A MongoDB Atlas cloud database for scalable, 

encrypted storage of fertilizer records, scan logs, and 

authentication data. 

• Experimental validation demonstrating high verification 

accuracy, low latency, and strong user satisfaction in real-

world usage scenarios. 

https://ijsrem.com/
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The remainder of this paper is organized as follows. 

Section II reviews related work. Section III describes the 

system architecture. Section IV presents the 

methodology. Section V covers implementation details. 

Section VI reports experimental evaluation. Section VII 

discusses challenges and future directions, and Section 

VIII concludes the paper. 

 

2. RELATED WORK 

Authentication of agricultural products through digital 

technologies has been explored across several 

dimensions, encompassing QR-based systems, 

blockchain integration, machine learning-based anomaly 

detection, and ontology-driven knowledge 

representation. 

 

Kini and Pai [1] conducted a comprehensive survey of 

QR-based product authentication techniques for 

agricultural supply chains, establishing that QR codes 

combined with centralized database lookups provide a 

practical and cost-effective mechanism for product 

traceability. Their analysis highlighted the importance of 

secure QR generation and database integrity, challenges 

that the proposed system directly addresses through 

SHA-256 hashing and MongoDB Atlas. 

 

De Avila et al. [2] proposed an approach for automatic 

fertilizer batch verification using QR-based evaluation 

within an IEEE conference framework. Their work 

demonstrated the feasibility of combining mobile 

scanning with server-side hash verification, achieving 

strong accuracy; however, it lacked a comprehensive 

multi-stakeholder interface for government oversight and 

manufacturer management. 

 

Jadhav and Jadhav [3] introduced QR Authentication 

Using Enhanced Code Pattern Analysis for Fertilizer 

Validation (QRAFPV), extending standard QR scanning 

with pattern-level validation to detect tampered codes. 

While effective in controlled conditions, the approach 

required specialized hardware and was less suited to 

resource-constrained agricultural environments. 

 

Yao et al. [4] explored detection of authentic fertilizer 

packaging using deep ranking combined with QR 

verification, demonstrating that integrating visual 

inspection with digital authentication improves accuracy. 

However, the computational requirements of deep 

learning models limit deployment on low-end mobile 

devices commonly used by farmers. 

Kumar and Singh [5] proposed a blockchain-based 

traceability framework for fertilizer distribution, 

recording each transaction on an immutable distributed 

ledger. While offering high integrity guarantees, 

blockchain systems introduce significant computational 

overhead and require substantial technical expertise, 

limiting their applicability in resource-constrained 

agricultural settings. 

 

Patel et al. [6] developed a mobile QR authentication 

system for agricultural supply chains using RESTful 

APIs and MongoDB, demonstrating that lightweight 

web-mobile integration can deliver reliable real-time 

verification. Their work informed the backend design of 

FFIDAS. 

Wu and Wu [7] investigated embedding authentic batch 

details within QR codes using data-hiding techniques, 

supporting the concept of encoding cryptographic hashes 

directly into QR payloads. Rafsanjani et al. [8] proposed 

a secure mobile QR scanning framework emphasizing 

tamper-proof verification with minimal permissions, 

directly supporting the security model of the proposed 

Flutter application. 

 

Existing approaches present several gaps: limited 

integration of multi-stakeholder roles (manufacturer, 

government, farmer), lack of lightweight deployment 

suitable for rural environments, insufficient focus on 

administrator analytics dashboards, and absence of 

unified platforms combining registration, QR generation, 

verification, and reporting. The proposed FFIDAS system 

addresses all of these gaps through a full-stack, role-based 

architecture validated in a realistic experimental setting. 

 

3. SYSTEM ARCHITECTURE 

 

A. Overview 

 

The proposed Fake Fertilizer Detection and 

Authentication System follow a multi-layered 

architecture consisting of four major components: Mobile 

Application Layer, Backend Server Layer, Database 

Layer, and External Systems Layer. Figure 1 illustrates 

the overall architecture of the system. The architecture is 

designed to provide secure, scalable, and real-time 

fertilizer authentication through QR-code verification 

and SHA-256 cryptographic validation. The workflow 

begins with QR code scanning by the user and proceeds 

through backend verification, database validation, and 

result generation while maintaining secure 

communication across all layers. 

B. Mobile Application Layer 

 

The Mobile Application Layer is developed using Flutter 

and serves as the primary interface for farmers and 

consumers. It consists of several modules including User 

Interface (UI/UX), QR Code Scanner, Data Extraction 

Module, SHA Key Generator, and API Client. The QR 

Code Scanner captures fertilizer QR codes and extracts 

encoded product information. The extracted data is 

processed through the SHA Key Generator before being 

transmitted to the backend through secure HTTPS/REST 
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API communication. The application provides instant 

verification results along with detailed product 

information such as batch number, manufacturer details, 

manufacturing date, expiry date, and fertilizer type. 

 

 

Fig. 1. System Architecture of the Fake Fertilizer 

Detection and Authentication Platform. 

C. Backend Server Layer 

 

The Backend Server Layer acts as the core processing 

component of the system. It consists of an API Gateway, 

Authentication and Authorization Service, Verification 

Service, Administration and Batch Management Service, 

Administrator Management Service, and Report 

Generation Service. The API Gateway handles incoming 

requests from the mobile application and routes them to 

appropriate services. The Authentication and 

Authorization Service validates user credentials and 

access permissions. The Verification Service performs 

QR-code validation and SHA-256 hash comparison to 

determine fertilizer authenticity. Administrative services 

manage manufacturer registrations, batch approvals, user 

management, and report generation. The backend is 

implemented using Node.js and Express.js and follows a 

RESTful service architecture. 

 

D. Database Layer 

 

The Database Layer uses MongoDB Atlas as a cloud-

based NoSQL database solution. Multiple collections are 

maintained for storing manufacturer information, batch 

and product records, user and administrator details, 

manufacturer registration data, manufacturing and batch 

management information, and counterfeit reports. QR 

verification logs and authentication records are also 

stored for audit and analytics purposes. The database 

provides scalability, flexibility, high availability, and 

secure storage through AES-256 encryption and 

automated backup mechanisms. 

E. External Systems Layer 

 

The External Systems Layer enables integration with 

government and regulatory databases. Government 

authorities can verify manufacturer registrations, monitor 

fertilizer distribution activities, and investigate 

counterfeit reports generated by the system. This layer 

improves transparency and supports centralized 

monitoring of fertilizer authenticity across the supply 

chain. The integration also facilitates compliance with 

agricultural regulations and product traceability 

requirements. 

 

F. Verification Workflow 

The overall verification process begins when a farmer 

scans a QR code printed on a fertilizer packet using the 

Flutter mobile application. The scanned information is 

extracted and forwarded to the backend server through 

secure REST APIs. The Verification Service retrieves the 

corresponding product record from MongoDB Atlas and 

regenerates the SHA-256 hash using stored batch 

information. The generated hash is compared with the 

hash embedded within the QR code. If both hashes match, 

the fertilizer product is classified as Genuine; otherwise, 

it is identified as Fake or Unregistered. The verification 

result is then returned to the mobile application and 

displayed to the user in real time. All verification 

activities are logged in the database and made available 

for administrative analysis and reporting. 

. 

4. IMPLEMENTATION 

 

The platform follows an iterative SDLC model, with 

development progressing through phases of database 

design, backend API development, mobile application 

integration, web dashboard construction, and security 

hardening. The proposed Fake Fertilizer Detection and 

Authentication System is implemented using a modern 

web-and-mobile technology stack comprising Flutter, 

React.js, Node.js, Express.js, MongoDB Atlas, and SHA-

256 cryptographic hashing. The implementation follows 

a client-server architecture that enables secure product 

registration, QR-code generation, real-time 

authentication, and centralized administration. 

 

Each fertilizer batch is assigned a unique digital identity 

during registration. Product attributes such as batch 

number, manufacturer identifier, and manufacturing date 

are concatenated and processed using the SHA-256 

hashing algorithm. The generated hash value is embedded 

into a QR code and stored in the database. This 

mechanism ensures that every fertilizer packet can be 

uniquely identified and authenticated throughout the 

supply chain. 

https://ijsrem.com/
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A. Fertilizer Registration and QR Generation 
 

 

B. QR Verification and Authentication 
 

 

The Flutter mobile application serves as the primary 

interface for farmers and consumers. The application 

integrates a QR-code scanning module that captures 

fertilizer QR codes and extracts encoded product 

information. The scanned data is securely transmitted to 

the backend using HTTPS REST APIs. Upon successful 

verification, the application displays the authenticity 

status along with detailed product information including 

manufacturer name, fertilizer type, batch number, 

manufacturing date, and expiry date. Users can also 

report suspicious products through the counterfeit 

reporting module. 

C. Secure Storage and Data Validation 

 

The backend is implemented using Node.js and 

Express.js and follows a RESTful microservice 

architecture. It provides APIs for manufacturer 

registration, QR-code generation, authentication, 

fertilizer verification, report management, and analytics. 

JSON Web Tokens (JWT) are used for secure session 

management, while Role-Based Access Control (RBAC) 

ensures that only authorized users can access 

administrative operations. 

 

MongoDB Atlas serves as the cloud-hosted database 

platform and stores manufacturer information, fertilizer 

product records, batch details, user accounts, QR 

verification logs, and counterfeit reports. Collections are 

designed to support efficient document storage and 

retrieval while maintaining scalability and high 

availability. Automated backup and replication features 

ensure system reliability and fault tolerance 

 

 

D. Web Dashboard Implementation 

The administrative dashboard is developed using React.js 

and provides dedicated interfaces for fertilizer 

manufacturers and government authorities. 

Manufacturers can register company profiles, upload 

fertilizer product details, generate QR codes, and manage 

batch records. Administrators can approve manufacturer 

registrations, monitor authentication activities, analyze 

QR scan statistics, and investigate counterfeit reports. 

Interactive charts and analytics are implemented using 

Recharts to provide real-time insights into verification 

trends and system usage. 

 

E. Security Mechanisms 

 

Multiple security mechanisms are implemented to ensure 

confidentiality, integrity, and availability of system data. 

All communication between clients and servers is 

protected using TLS 1.2+ encryption. SHA-256 

cryptographic hashing provides tamper-proof fertilizer 

authentication, while AES-256 encryption secures stored 

data. JWT-based authentication and Role-Based Access 

Control (RBAC) prevent unauthorized access to sensitive 

administrative functions. Audit logs are maintained for all 

verification and management activities to support 

transparency and accountability. 

https://ijsrem.com/
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F. Technology Stack 

 

The backend is implemented in Node.js 18 with 

Express.js, exposing RESTful endpoints for registration, 

QR generation, verification, reporting, and analytics. The 

Flutter mobile application (Dart 3.0) targets Android 8.0+ 

and iOS 13.0+, incorporating the mobile scanner package 

for QR code scanning and the http package for API 

communication. The React.js frontend (React 18) uses 

Recharts for scan analytics visualization and Axios for 

API interaction. MongoDB Atlas (M10 cluster) provides 

the cloud database with AES-256 encryption at rest and 

TLS 1.2 in transit. The crypto Node.js module 

implements SHA-256 hashing. Docker containers 

orchestrate deployment across services, with AWS EC2 

(t3. medium) hosting the backend. 

 

G. System Deployment 

 

The system is deployed using cloud infrastructure to 

ensure scalability and availability. Backend services are 

hosted on AWS EC2 instances, while MongoDB Atlas 

provides managed cloud database services. The Flutter 

application is distributed to end users through Android 

and iOS platforms, and the React.js dashboard is 

accessible through modern web browsers. This 

deployment architecture supports large-scale 

authentication requests while maintaining low response 

times, high reliability, and secure access across all system 

components. 

 

5. EXPERIMENTAL EVALUATION 

 

A. Experimental Setup 

 

The proposed Fake Fertilizer Detection and 

Authentication System was evaluated using a prototype 

deployment consisting of a Flutter mobile application, a 

Node.js/Express.js backend server, and a MongoDB 

Atlas cloud database. A dataset containing fertilizer 

products from multiple manufacturers was created, 

including both genuine and simulated counterfeit entries. 

Unique QR codes were generated for registered products 

using SHA-256 cryptographic hashes. 

 

Experiments were conducted using Android smartphones 

connected to the cloud-hosted backend through a stable 

internet connection. Verification requests were executed 

under different scenarios including valid product scans, 

counterfeit product scans, modified QR payloads, and 

unregistered product scans. The objective was to evaluate 

system accuracy, response time, authentication 

reliability, and overall usability. 

B. Evaluation Metrics 

 

The performance of the proposed system was evaluated 

using the following metrics: 

 

• QR Verification Accuracy: Percentage of correctly 

classified fertilizer products. 

 

• Authentication Success Rate: Percentage of successful 

authentication operations performed by the system. 

• Average Verification Latency: Average time required to 

process a QR scan and return a verification result. 

 

• User Satisfaction: User feedback collected through a 

post-evaluation survey based on ease of use, reliability, 

and overall experience. 

 

• Counterfeit Detection Rate: Percentage of fake or 

tampered fertilizer products correctly identified by the 

system. 

 

C. Results and Discussion 

Table I summarizes the experimental results obtained 

during system testing. 
 

 

 

The proposed system achieved a QR verification 

accuracy of 98.4%, demonstrating its ability to correctly 

distinguish genuine fertilizer products from counterfeit or 

tampered products. The authentication success rate of 

97.2% indicates reliable operation under real-time 

conditions. 

The counterfeit detection rate reached 96.8%, showing 

that the SHA-256 based verification mechanism 

effectively identifies unauthorized modifications to 

product records and QR-code data. The average 

verification latency was measured at 1.8 seconds, which 

is suitable for real-time field deployment and provides a 

smooth user experience for farmers. 

 

User feedback collected from participants indicated a 

satisfaction score of 91%, with most users reporting that 

the mobile application was easy to use and provided clear 

verification results. The integration of QR-code scanning 

and cloud-based verification reduced the complexity of 

fertilizer authentication and improved confidence in 

product authenticity. 

https://ijsrem.com/
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Overall, the experimental results demonstrate that the 

proposed system provides a reliable, scalable, and 

efficient solution for fertilizer authentication. The 

combination of QR-code technology, SHA-256 

cryptographic hashing, and cloud-based data 

management successfully addresses the challenges 

associated with counterfeit fertilizer detection while 

maintaining low computational overhead and high 

usability. 

 

6. CHALLENGES AND FUTURE DIRECTIONS 

A. Current Challenges 

Despite the effectiveness of the proposed Fake Fertilizer 

Detection and Authentication System, several challenges 

remain in its practical deployment and large-scale 

adoption. 

 

Technical Challenges: The system relies on stable 

internet connectivity for real-time QR-code verification. 

In rural and remote agricultural areas, network 

availability may be limited, resulting in delayed 

authentication responses. Additionally, damaged, faded, 

or improperly printed QR codes may reduce scanning 

accuracy and affect verification performance. 

 

Security Challenges: Although SHA-256 cryptographic 

hashing provides strong protection against tampering, 

attackers may attempt to duplicate QR codes from 

genuine products and place them on counterfeit fertilizer 

packets. Preventing QR-code cloning and ensuring secure 

product traceability require additional security 

mechanisms. Protecting user data, authentication logs, 

and manufacturer information against unauthorized 

access remains an ongoing challenge. 

 

Operational Challenges: The effectiveness of the system 

depends on active participation from fertilizer 

manufacturers and regulatory authorities. If 

manufacturers fail to register products or update batch 

information regularly, verification results may become 

unreliable. User awareness and training are also 

important, as many farmers may have limited experience 

with mobile-based authentication systems. 

Scalability Challenges: As the number of registered 

products, manufacturers, and verification requests 

increases, database management and backend processing 

requirements will grow significantly. Maintaining low 

response times while supporting large-scale deployment 

requires efficient resource allocation and infrastructure 

optimization. 

 

 

 

 

 

B. Future Directions 

Several enhancements can be incorporated in future 

versions of the system to improve functionality, security, 

and usability. 

 

AI-Based Counterfeit Detection: Future work will 

integrate machine learning and computer vision 

techniques to analyze fertilizer packaging, labels, logos, 

and printed information. This additional verification layer 

can help detect counterfeit products even when QR codes 

have been copied from genuine products. 

 

Blockchain Integration: A blockchain-based traceability 

framework can be incorporated to maintain immutable 

records of fertilizer production, distribution, and 

verification activities. This will improve transparency, 

accountability, and trust across the fertilizer supply chain. 

 

Offline Verification Support: Future versions of the 

mobile application will support offline verification using 

locally cached product records and synchronization 

mechanisms. This enhancement will enable 

authentication in areas with poor internet connectivity. 

 

Government Database Integration: The platform can be 

integrated with government agricultural databases to 

automatically verify manufacturer licenses, fertilizer 

approvals, and regulatory compliance. Such integration 

will strengthen monitoring and enforcement mechanisms. 

Advanced Analytics and Reporting: Future 

enhancements include predictive analytics for identifying 

counterfeit hotspots, trend analysis of suspicious 

activities, and automated alert generation for regulatory 

authorities. 

 

Multilingual and Voice-Based Interfaces: To improve 

accessibility for farmers from diverse linguistic 

backgrounds, future versions will support multiple 

regional languages and voice-assisted interaction. This 

feature will simplify authentication and increase adoption 

among non-technical users. 

IoT and Supply Chain Integration: The system can be 

extended to integrate with IoT-enabled tracking devices 

and smart supply chain platforms. Such integration will 

provide real-time visibility into fertilizer movement and 

improve end-to-end traceability. 

 

Overall, these future enhancements will strengthen the 

security, scalability, and usability of the proposed system 

while contributing to a more transparent and reliable 

agricultural ecosystem. 

7. CONCLUSION 

This paper presented the Fake Fertilizer Detection and 

Authentication System (FFIDAS), a comprehensive 

technology-driven  platform  addressing  the  critical 
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problem of counterfeit fertilizer circulation in agricultural 

markets. By integrating SHA-256 cryptographic hashing 

for tamper-proof QR code generation, a Flutter-based 

mobile application for real-time farmer-side verification, 

a React.js administrative dashboard for government 

oversight, a Node.js RESTful backend for secure 

business logic execution, and MongoDB Atlas for 

scalable cloud storage, FFIDAS delivers a complete 

multi-stakeholder authentication ecosystem. 

 

Key contributions include: (1) a two-phase cryptographic 

authentication protocol ensuring deterministic and 

tamper-evident fertilizer verification, (2) a cross-platform 

mobile application enabling instant QR-based 

verification accessible to farmers on low-cost devices, (3) 

a role-based web dashboard supporting manufacturer 

registration, government approval, and analytics 

monitoring, (4) a scalable microservices backend with 

JWT-based security and AES-256 encrypted data storage, 

and (5) experimental validation demonstrating 98.4% 

verification accuracy, 97.2% authentication success rate, 

1.8-second average latency, and 91% user satisfaction. 

 

Future work will focus on offline verification capabilities, 

blockchain-based decentralized record management, AI-

driven anomaly detection, and direct integration with 

national agricultural regulatory databases. FFIDAS 

represents a significant step toward transparent, 

trustworthy, and scalable fertilizer supply chain 

authentication, with direct benefits for farmer safety, 

agricultural productivity, and regulatory oversight. 
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