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ABSTRACT :

Fake Instagram profiles are a growing problem, as they can
be used to spread false information, deceive people, and
harass and threaten others. The project aims to develop a
robust and scalable system for identifying and classifying
fake Instagram profiles using machine learning. This
system will collect a large and diverse dataset of Instagram
profiles, both real and fake. The data will be preprocessed
and cleaned, and then relevant features will be extracted.
Various machine learning algorithms will be evaluated to
select the best model for identifying and classifying fake
Instagram profiles. The trained model will be evaluated on
a hold-out test set to ensure that it is able to generalize to
new data. Once the model is evaluated and deemed
satisfactory, it will be deployed in a production
environment to identify and classify fake Instagram
profiles in real time. The system is expected to have a
significant impact on the fight against fake Instagram
profiles. By identifying and classifying fake Instagram
profiles, the system can help make the social media

platform safer and more secure for everyone..

Key Words: Profile identification, Data preprocessing,
Online security, User authentication, Model training,
Machine learning.

1.INTRODUCTION

Fake Instagram profiles can range from automated bots
that post spam to sophisticated scammers that try to trick
real users for financial gain, social manipulation, or other
illegal activity. Traditional methods of manual review
and reporting are insufficient to handle the sheer volume
of profiles and interactions, requiring the use of advanced
technology solutions. Machine learning has proven to be
a powerful tool in solving the problem of fake profiles on
social media platforms. Using the computing power of
machine learning algorithms, it is possible to
automatically identify and classify fake profiles based on
characteristic patterns and characteristics. A combination

of the increasing influence of social media, the challenges
posed by fake profiles, and advances in machine learning
techniques have led to the development of solutions
aimed at identifying and classifying these profiles. This
research addresses the need for a safer and more
trustworthy online environment by proposing a
comprehensive approach to solving the problem of fake
Instagram profiles using machine learning.

A. Vector Machine Support:

Support vector machines (SVM) are a popular type of
supervised machine learning algorithm used for
classification and regression tasks, SVM can perform
both linear and non-linear classification.

Working Steps of Support Vector Machine:
Step 1: Load important libraries.

Step 2: Import the dataset and extract the X and Y
variables separately.

Step 3: Split the dataset into trains and test
Step 4: Initialize the SVM classifier model
Step 5: Fitting the SVM classifier model.
Step 6 Making predictions

Step 7. Model performance evaluation

B. Random Forest is an ensemble learning method used
in machine learning for both classification and regression
tasks. Random Forest is a learning technique that
combines predictions from multiple decision trees to
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improve overall prediction accuracy and robustness.
Random Forest Job Steps:

Step 1: Import and process data.
Step 2: Training the Random Forest Classifier.
Step 3: Test the prediction accuracy.

Step 4: Visualize the classified results.

2.LITERATURE SURVEY

Shiza Ali, Afsaneh Razi [1], We performed a mixed-

method analysis of the media files shared privately in
these conversations to gain human-centered insights
into the risky interactions experienced by vyouth.
Researchers and policymakers can use this information
to develop targeted interventions. Findings from this
type of analysis may not be representative of all youth
on Instagram.

Afsaneh Razi, Ashwag AlSoubai [2], The study aims to
create a comprehensive understanding of the online
behaviors, interactions, and content consumption patterns
of adolescents on the platform. Over time, this data can
be used to track changes in online behaviors, helping to

identify trends. The evolving landscape of social media
platform policies and regulations, which may limit data
access and usage.

AFSANEH RAZI, ASHWAQ ALSOUBAI [3], Risk detection
and adolescent online safety literature through our
human-centered approach of collecting and ground truth
coding private social media conversations of youth for the
purpose of risk classification. Platforms like Instagram,
understanding how youth engage in conversations.
Research involving the analysis of private messages on a
social media platform may raise ethical concerns related
to privacy, consent.

Tim Verbeij* ,Ine Beyens, Damian Trilling[4], There are
temporal trends in the expression of happiness and
sadness in adolescents’ DMs and there are individual
differences in these trends. Neural topic modeling can
process large volumes of text data quickly and efficiently.
Analyzing private messages on social media platforms
raises ethical concerns regarding privacy and consent.

Michael Jonathan Ekosputra , Angela Susanto [5],
Instagram also has fake users. Some people do malicious
activities using fake accounts such as impersonating
artists or influencers, hate comments and spread rumors
to become viral. Handles both categorical and numerical
data well.

PROPOSED SYSTEM

Building a robust algorithm to detect fake profiles on
Instagram is a challenging but important task. Instagram,
like many other social media platforms, is surrounded by
fake profiles that engage in spam, fraud or other
malicious activities. Here is the proposed system for
Instagram fake profile detection algorithm:

1. Data Collection:Collect a large dataset of Instagram
profiles, including both real and fake profiles, with
different characteristics.

2. Feature Extraction:Extract relevant features from user
profiles. These features may include:

e Profile picture analysis: Check for low-quality
images, inconsistencies or reused images.

e Activity metrics: Analyze the frequency of posts,
likes, comments and followers.

e Bio Information: Look for inconsistencies,
unusual characters, or common patterns used by
spammers.

o Follower-to-follower ratio: Check for extreme
imbalance.

e Past Content Analysis: Analyze post content for
spam keywords, URLS or trends.

3. Machine Learning Model:

Develop a machine learning model to classify profiles as
genuine Or consider using techniques like mock:
supervised learning with labeled data.Deep learning
models such as neural networks to capture complex
patterns Ensemble techniques such as random forest o:
gradient boosting for better accuracy

4 Training and Accreditation.

Split the dataset into training, validation and test sets
Train the model on the training data, fine-tuning the
hyperparameters Validate the performance of the model
on the validation set and test if necessary
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5. Real-Time Monitoring:

Implement an algorithm to work on Instagram profiles in
real-time. Continuously monitor user activity. Profiles
and interactions for potential fake behavior.

ALGORITHMS USED:

B. Random Forest is an ensemble learning method used
in machine learning for both classification and regression
tasks. Random Forest is a learning technique that
combines predictions from multiple decision trees to
improve overall prediction accuracy and robustness.
Random Forest Job Steps:

Step 1: Import and process data.
Step 2: Training the Random Forest Classifier.
Step 3: Test the prediction accuracy.

Step 4: Visualize the classified results

SYSTEM ARCHITECTURE

Train Dataset

l

Preprocessing
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Feature Extraction
(Specific Feature Extract)

Input
Text
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SVMIRF
Detect Fake Instagram Algorithm working
profile
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System

Fig.System Architecture

CONCLUSION AND FUTURE SCOPE:

Fake Instagram profiles have become a major
problem in recent years, as they can be used to spread
misinformation, scam people, and harass and bully
others. Machine learning has emerged as a promising
approach to identifying and classifying fake
Instagram  profiles.This research presents a
comprehensive approach to tackle the persistent

issue of fake profiles on social media platforms, with
a specific focus on Instagram. By leveraging the
power of machine learning techniques, this research
contributes to creating a safer and more trustworthy
online environment for users, bolstering user
confidence, and upholding the integrity of social
media community.The research's outcomes extend
beyond the realm of academia, impacting the lives of
individuals, businesses, and society as a whole. As
social media continues to shape the digital
landscape, the work presented here contributes to
building a foundation of trust and authenticity,
reinforcing the positive potential of online
interactions and collaborations.One area of future
scope is to develop more sophisticated machine
learning models that can identify and classify fake
Instagram profiles with even greater accuracy. This
could be achieved by using larger and more diverse
datasets of fake and real Instagram profiles, as well
as by exploring new machine learning
techniques.Another area of future scope is to develop
real-time monitoring systems that can identify and
flag fake Instagram profiles as soon as they are
created. This would help to prevent fake profiles
from spreading misinformation, scamming people,
and harassing and bullying others.Finally, it is
important to consider the financial resources
required for data collection, machine learning model
development, real-time monitoring infrastructure,
and system maintenance. The potential costs
associated with the development and maintenance of
the system should be evaluated against the benefits
of reducing the impact of fake profiles on
Instagram.Overall, the research on "Fake Instagram
Profile Identification and Classification using
Machine Learning" presents a promising approach to
tackling the issue of fake profiles on social media
platforms. By leveraging the power of machine
learning techniques, this research contributes to
creating a safer and more trustworthy online
environment for users. The research's outcomes
extend beyond the realm of academia, impacting the
lives of individuals, businesses, and society as a
whole.

Future research should focus on developing more
sophisticated machine learning models, real-time
monitoring systems, and cost-effective solutions to
identify and classify fake Instagram profiles. By
addressing these challenges, we can help to make
social media platforms safer and more enjoyable for
everyone.

© 2023, IJSREM | www.ijsrem.com

DOI: 10.55041/IJSREM26537 |

Page 3


http://www.ijsrem.com/

&g‘! \3;@

IJSR;@ International Journal of Scientific Research in Engineering and Management (IJSREM)

W Volume: 07 Issue: 11 | November - 2023

SJIF Rating: 8.176 ISSN: 2582-3930

REFRENCES:

1]Zainab Agha, Neeraj Chatlani, Afsaneh Razi, and
Pamela Wisniewski. 2020. Towards conducting
responsible research with teens and parents regarding
online risks. In Extended Abstracts of the 2020 CHI
Conference on Human Factors in Computing Systems.

[2] Shiza Ali, Afsaneh Razi, Seunghyun Kim, Ashwag
Alsoubai, Joshua Gracie, Munmun De Choudhury,
Pamela J Wisniewski, and Gianluca Stringhini. 2022.
Understanding the Digital Lives of Youth: Analyzing
Media Shared within Safe Versus Unsafe Private
Conversations on Instagram. (2022), 1-14.

[3] Detect fake profiles on social media network
https://telanganatoday.com/detect-fake-profiles-on-
social- medianetworks

[4] S. M. Din, R. Ramli and A. A. Bakar, "A Review on
Trust Factors Affecting purchase Intention on
Instagram™, 2018 IEEE Conference on Application
Information and Network Security (AINS), 2018

[5] S.C. Boerman. "The effects of the standardized
Instagram disclosure for micro- and meso-influencers",
Computers in Human Beluvior, vol. 103, pp. 199-207,
2020.

[6] S. Sheikhi, An Efficient Method for Detection of Fake
Accounts on the Instagram Platform, 2020,

[7] J. Kane and 1 Wei, "Let me be at my funniest
Instagram users motivations for using Finsta (aka. ake
Instagram)”. The Social Science Journal 2019

[8] Mondal LA Silva and | Benevenute "A Measurement
Study of Hate Speech in Social Media", Proceedings of
the 28th ACM Conference on Hypertext and Social
Media-HT 17, 2017 .

[9]. B. Mathew, R. Dutt, P. Goyal and A. Mukherjee,
"Spread of Hatc Speech in Online Social Media",
Proceedings of the 10th ACM Conference on Web
Science.

[10]. H. Hilal Bashir and S. A. Bhat, "Effects of Social
Media on Mental Health: A Review". The International
Journal of Indian Psychology, vol. 4, no. 3, 2017.

[11]. Aleksei Romanov, Alexander Semenov, Oleksiy
Mazhelis and Jari Veijalainen 2017."Detection of Fake
Profiles in Social Media". In 13th International
Conference on Web Information Systems and
Technologies.

[12]. Indira Sen. Anupama Aggarwal,Shiven Mian 2018.
"Worth its Weight in Likes: Towards Detecting Fake
Likes on Instagram”. In ACM International Conference
on Information and Knowledge Management Nazir, Atif,
Saqgib Raza, Chen-Nee Chuah, Burkhard Schipper, and C.
A. Davis "Ghostbusting Facebook: Detecting and
Characterizing Phantom Profiles in Online Social
Gaming Applications." In WOSN. 2010.

[13] Nambouri Sravya, Chavana Sai praneetha, S.
Saraswathi. Identify the Human or Bots Twitter Data
using Machine Learning Algorithms". International
Research Journal of Engineering and Technology
(IRJET). Volume 06 Issue: 03 Mar 2019 www.rjet.net, e-
ISSN 2395-005b.p-1SSN: 2398-0072.

[14] M. Smruthi. N Harina A Hybrid Scheme for
Detecting Fake Accounts in Facebook. International
Journal of Recent Technology and Engineering (URTE
ISSN: 2277-3878 Volume-7, Issic-583, Feburary 20109.

[15]. Nazir, Atif, Sagib Raza, Chen-Nee Chuah,
Burkhard Schipper, and C. A. Davis. "Ghostbusting
Facebook: Detecting and Characterizing Phantom
Profiles in Online Social Gaming Applications." In
WOSN. 2010.

[16]. Rao, P. S., J. Gyani, and G. Narsimha. "Fake
profiles identification in online social networks using
machine learning and NLP." Int. J. Appl. Eng. Res 13.6
(2018): 973-4562.

[17]. Raturi, Rohit. "Machine learning implementation
for identifying fake accounts in social network."
International Journal of Pure and Applied Mathematics
118.20 (2018): 4785-4797. J. Wang, "Fundamentals of
erbium-doped fibre amplifiers arrays (Periodical style-
Submitted for publication)." IEEE J. Quantum Electron.,
submitted for publication.

© 2023, IJSREM | www.ijsrem.com

DOI: 10.55041/IJSREM26537 |

Page 4


http://www.ijsrem.com/

