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Abstract — In order to counteract the spread of false information, this study explores the use of machine
learning techniques, particularly decision tree classifiers and TF-IDF (Term Frequency-Inverse Document
Frequency). Using a dataset of tagged news items, the model is trained to identify patterns that differentiate
reliable content from unreliable information.A survey's analysis reveals a worrying trend: fake news has been
more common from 2017 to 2018, growing gradually before experiencing a noticeable spike in 2019. But
applying current models in 2020 has resulted in a slowdown in the spread of false information.A well-liked
machine learning approach called the decision tree classifier provides interpretability by showing decisions as
a tree structure. This helps to clarify how the model determines which news is real and which is phony by
identifying important characteristics that contribute to the categorization process.In contrast, TF-IDF plays a
crucial role in natural language processing tasks by assigning weights to terms according to their significance
within a corpus of documents. Through the integration of TF-IDF, the model is able to better identify
misinformation by capturing the meaning of words in news stories.All things considered, this study offers a
viable strategy to deal with the growing problem of false news by using machine learning techniques and
conducting an empirical examination of its effects over time

Keywords — Include at least 4 keywords or phrases, must be separated by commas to distinguish them.

I. INTRODUCTION

This facilitates the understanding of how the model
discriminates between real and fraudulent news by
enabling the identification of important features that
contribute to the classification process.TF-IDF, on the
other hand, weights terms according to their significance
within a document corpus, making it an essential part of
natural language processing jobs. Through the
integration of TF-IDF, the model is able to better
identify misinformation by capturing the meaning of
words in news stories. With the application of machine
learning techniques and an empirical examination of its
effects over time, this research offers a potential strategy
to combat the growing problem of fake news. Numerous
strategies are presently being investigated and studied in
order to address the complex nature of fake news. These

tactics cover a wide range of approaches designed to
deal with various forms of disinformation, such as
textual, visual, and audio-based content, among others.
In these efforts, machine learning algorithms, natural
language processing methods, and data analytics are
essential since they allow for the automatic identification
and categorization of false information.

The fight against false information goes beyond
technological fixes and involves multidisciplinary teams
of information scientists, psychologists, journalists, and
sociologists. Through the integration of technology
advancements and insights from several disciplines,
efforts to counteract false news aim to protect the
authenticity of information sharing in the digital era.

© 2024, IJSREM | www.ijsrem.com

DOI: 10.55041/IJSREM31643 |

Page 1l


http://www.ijsrem.com/

#%;g‘; AN g;ﬁ

" Iﬂiﬁé@lNTERNATlONAL JOURNAL OF SCIENTIFIC RESEARCH IN ENGINEERING AND MANAGEMENT (IJSREM)

w VOLUME: 08 ISSUE: 04 | APRIL - 2024

SJIF RATING: 8.448 ISSN: 2582-3930

1. PROBLEM STATEMENT

Misinformation keeps spreading uncontrolled in the lack
of effective steps to address this problem, which
undermines consumer confidence in internet material
and causes confusion among customers.The current
techniques for recognizing fake news frequently fail to
distinguish false material from genuine content, leaving
readers open to manipulation and exploitation by
unscrupulous parties. Online false information is so
common that it damages platforms' reputation and
makes it difficult to encourage people to make well-
informed decisions.

I11. OBJECTIVES

An innovative effort aimed at preventing the spread of
false information online is the fake news detection
project. Through the use of sophisticated text
preprocessing methods like TF-IDF vectorization and
stemming, as well as the application of machine
learning—specifically, a Decision Tree Classifier—the
system is able to examine textual data and distinguish
between reliable and unreliable news stories.

With the help of this strong foundation, an advanced
Flask web application can be developed, giving users a
smooth way to submit news articles for review. Users
can learn important information about the credibility of
internet material by using real-time prediction. This
initiative offers optimism in a time when false
information seriously jeopardizes rational decision-
making and public discourse. It encourages a more
astute online community by providing people with the
tools to evaluate news pieces critically. In the end, our
project helps to build a more knowledgeable and
resilient society that can confidently and clearly navigate
the intricacies of the digital era, in addition to addressing
the immediate worries about misinformation.

IV. PROPOSED SOLUTION

The suggested remedy provides a comprehensive
strategy to address the problem of identifying false
news. It starts by combining information from two
different sources into a single dataset so that it can be
thoroughly examined. This comprehensive dataset is
split into training and testing sections after undergoing
thorough preparation to guarantee cleanliness and
order.There are two main approaches for feature

extraction: the Decision Tree Classifier, which finds
patterns in the data, and the TF-IDF, which records the
importance of terms in texts. These characteristics form
the basis for further examination.The method leverages
the Long Short-Term Memory (LSTM) model's capacity
to learn and apply knowledge over long periods of time,
which makes it especially good at identifying temporal
patterns in textual data. The solution uses a range of
criteria, such as accuracy, precision, and recall, to
evaluate performance and give a thorough picture of
how well the model works to differentiate between real
and fraudulent news stories. TensorFlow, an open-source
framework known for its adaptability and effectiveness
in creating intricate neural network topologies, makes it
easier to implement the LSTM model. The suggested
approach aims to provide strong and trustworthy fake
news detection capabilities by utilizing this potent
toolkit, helping to create a more knowledgeable and
perceptive online environment.
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Fig.1. Web based fake news detector architecture.

V METHODOLOGIES
1.DATA COLLECTION
However, there aren't many publicly accessible
datasets for identifying false news.We used datasets
from GitHub and Kaggle to investigate the identification
of fake news. Our main dataset came from the Fake
News Detection dataset on Kaggle, which was
complemented by the Real and Fake News Dataset from
Kaggle as well. This method provided a thorough study
even in cases where publically available datasets were
scarce.
2.MERGING DATASET
Utilized a Kaggle fake news dataset that included
text, title, and type information for both false and real
news stories.Used the Github dataset for Fake News
Detection, which includes news headlines, news URLS,
news body content, and news labels with authenticity
indicators.2,155 records made up the consolidated
dataset when the two datasets were joined.Three
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columns make up the master dataset: title, text, and class
(which denotes whether the news is authentic or
fraudulent).
3.PREPROCESSING THE DATASET

One method used in data mining is data preparation.
NLTK (Natural Language Tool Kit) is used for text
preprocessing. One tried-and-true technique for fixing
problems like inconsistent or incomplete data is data
preparation.
techniques for preparing data, include lowercasing,
eliminating non-alphanumeric characters, and stop word
removal.

TF-IDF is calculated by multiplying the TF and IDF
values.

TF-IDF(t, d)=TF(t , d)xIDF(t)

A high TF-IDF score is obtained by a term that has a
high frequency in a document, and low document
frequency in the corpus.For a word that appears in
almost all documents the IDF value approaches 0,
making the tf-idf also come closer to 0.

6.MODEL

The LSTM model and Decision Tree Classifier are the
models that will be applied in this project.The
TensorFlow framework has been utilized to accomplish
the task of identifying fraudulent news. A memory unit

wijth gates that regulate information flow is a feature of
LETMs.When it comes to modeling tasks that are
appropriate for natural language processing, they work
well.
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Document Text
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Fig.2. Text classification.

4 TEST-TRAIN SPLIT

The data must be divided into train and test sets as
the next stage of the procedure. In this case, the split is
80% (17692) train data and 20% (4423) test data.

5.FEATURE EXTRACTION

To turn text into a matrix of features, we need to use
various feature extraction algorithms.TF-IDF is the
feature extraction technique applied.The term frequency
in a document indicates how often a term appears.

TR(t, d)= Total number of terms in document

Number of times term t appears
document d

Inverse Document Frequency measures the importance
of a term across a collection of documents.

IDF(t)=log( N/DF(t))

In the project, news stories are classified as genuine or
fraudulent using the Decision Tree Classifier. It goes
through the tree in prediction, giving each article a label.
Its effectiveness is assessed by the use of metrics
including F1-score, recall, accuracy, and precision.
calculates the percentage of cases that are correctly
classified out of all instances. Measures the proportion
of true positive predictions among all positive
predictions.

7.0UTPUT

Fake News &
Detector

Girl Horrified At What She
Watches Boyfriend Do After
He Left FaceTine On
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Fake News &
Detector

The Battle of New York: Why
This Primary Matters

V1. CONCLUSION

Developed a system to identify false news by utilizing
cutting-edge machine learning methods. Automated
news analysis to cut down on time spent manually fact-
checking. Resolved shortcomings such as reliance on
manually constructed rules and incapacity to manage
huge datasets. Employed computer learning algorithms
that are scalable to effectively handle large volumes of
data. Through frequent model updates and retraining,
adapted to changing disinformation tactics. Using Flask,
we developed an intuitive web application that allows
for easy news input. Encouraged the development of a
more  knowledgeable  online  community by
differentiating between news sources.
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