
          International Journal of Scientific Research in Engineering and Management (IJSREM) 

                       Conference - Volume 10 RACCES -2026                          SJIF Rating: 8.659                               ISSN: 2582-3930                                                                                                                                               

 

© 2026, IJSREM      | www.ijsrem.com                                      DOI: IJSREM.RACCES037                                               |        Page 1 
  

FAKE PROFILE IDENTIFICATION IN ONLINE SOCIAL NETWORK 

USING MACHINE LEARNING AND NLP 

Mrs.K. Kaviya , AP/CSE1, Gopika T2, , Dhivyapriya S3, Anbukarasi K4, Mahalakshmi S5 

1Assistant Professor, Computer Science And Engineering ,Bharathiyar Institute Of Engineering For Women 

(Autonomous),Salem,Tamilnadu,India 
2,3,,54UG Student  ,Computer Science And Engineering ,Bharathiyar Institute Of Engineering For  Women 

(Autonomous),Salem,Tamilnadu,India 

 

Abstract   -Online social networks have become an important 

platform for communication and information sharing. However, 

the rapid growth of these platforms has also led to the creation of 

fake profiles that spread spam, misinformation, and malicious 

content.   

Detecting such fake accounts is essential to ensure user safety 

and maintain the integrity of social networks.             This study 

focuses on identifying fake profiles in online social networks 

using Machine Learning (ML) and Natural Language Processing 

(NLP) techniques. 

 The proposed system analyzes user profile information, activity 

patterns, and textual content posted by users. Machine learning 

algorithms are used to classify accounts as real or fake based on 

features such as friend connections, posting frequency, and 

account behavior.  

 NLP techniques are applied to analyze the text content of posts, 

comments, and messages to detect suspicious patterns or spam-

like language. By combining behavioral analysis with text 

analysis, the system improves the accuracy of fake profile 

detection. 

The results show that integrating ML and NLP methods can 

effectively detect fake profiles and reduce harmful activities in 

social networking platforms. This approach helps social media 

platforms enhance security, protect genuine users, and maintain 

a trustworthy online environment. 
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1.INTRODUCTION 
Social networking has end up a well-known 

recreation within the web at present, attracting hundreds of 

thousands of users, spending billions of minutes on such 

services. Online Social network (OSN) services variety from 

social interactions based platforms similar to Instagram or 

Facebook or MySpace, to understanding dissemination-centric 

platforms reminiscent of twitter or Google Buzz, to social 

interaction characteristic brought to present systems such as 

Flicker. The opposite hand, enhancing security concerns and 

protecting the OSN privateness still signify a most important 

bottleneck and viewed mission. 

  When making use of Social Network’s (SN’s), one of 

a kind men and women share one-of-a-kind quantities of their 

private understanding. Having our individual know how 

entirely or in part uncovered to the general public, makes us 

excellent targets for unique types of assaults, the worst of 

which could be identification theft. Identity theft happens 

when any individual uses character’s expertise for a private 

attain or purpose.  

  During the earlier years, online identification theft 

has been a primary problem considering it affected millions of 

people’s worldwide. Victims of identification theft may suffer 

unique types of penalties; for illustration, they would lose 

time/cash, get dispatched to reformatory, get their public 

image ruined, or have their relationships with associates and 

loved ones damaged.  

At present, the vast majority of SN’s does no longer 

verifies ordinary users‟ debts and has very susceptible 

privateness and safety policies. In fact, most SN’s applications 

default their settings to minimal privateness; and 

consequently, SN’s became a best platform for fraud and 

abuse. 
   The details which can be supplied with the aid of the 
person on the time of profile creation is known as static 
knowledge, the place as the small print that are recounted with 
the aid of the system within the network is called dynamic 
knowledge.   

  Static knowledge includes demographic elements of a 
person and his/her interests and in dynamic knowledge 
includes person runtime. 

  Are many of the instances can utilizedfalse profiles 
on social networking sites. False can profiles are the profiles 
which are not specific. 

  They're the profiles are men and women with false 
are credentials. The false Facebook profiles more commonly 
are indulged in malicious and undesirable activities, causing 
problems online fake are detection  into networking to the 
social.  

                 Individuals create fake profiles for social 
engineering, online impersonation to defame a man or woman, 
promoting and campaigning for its character or a crowd of 
individuals. Facebook has its own security system to guard 
person credentials. 

 One of the major problems in online social networks 

is the creation of fake profiles. Fake accounts are created by 

malicious users to spread spam, misinformation, 

advertisements, and sometimes to perform cybercrimes suchas 

phishing, identity theft, and online fraud. 

These fake profiles can harm genuine users and 

reduce the trustworthiness of social media platforms. 

Therefore, detecting and social removing fake profiles has 

become an important task for maintaining the security and 

reliability of online social network.   

2. LITERATURE REVIEW 

Social networking platforms such as Facebook, Twitter, 

and Instagram have become an important part of modern 

communication. Then its                                                                                                                      

However, the rapid growth of these platforms has also 

increased the number of fake profiles, which are created for 

malicious purposes such as spam, fraud, spreading 

misinformation, and cybercrime.                                                                                                                          
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Therefore, researchers have focused on developing effective 

techniques to detect and prevent fake profiles. 
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Figure 1.1 Architecture 

Many studies have applied Machine Learning (ML) 

algorithms to identify fake some accounts. Techniques such 

as Naïve Bayes, and Support Vector Machine (SVM), 

Decision Tree, and Random Forest are commonly used to 

mainly classify profiles as real or fake. 

Recent research has also explored the use of Natural 

Language Processing (NLP) to analyze textual content 

posted by users. NLP used techniques help examine 

comments, messages, and posts to detect abnormal language 

patterns, spam content, or automated bot behavior. Methods 

such as sentiment analysis, text classification, and keyword 

extraction are used to identify fake or bot-generated profiles. 

 

Figure 2.1 

Recent research has also explored the  of   Natural 

Language Processing (NLP) to be analyze textual content 

posted by users. NLP techniques help examine comments, 

messages, and posts to detect abnormal language patterns, 

spam content, or automated bot behavior. 

 Methods such as sentiment analysis, text classification, and 

keyword extraction are used to identify fake or bot-generated 

profiles. 

In addition, Graph-based analysis has been used to 

study the relationships between users in social networks. By 

analyzing network can be structures, connections, and 

interaction patterns, researchers can detect groups of fake 

accounts or bot networks that operate together. 

 Several research works combine use Machine 

Learning, NLP, and graph analysis to improve detection 

accuracy. These hybrid can be approaches help analyze both 

user behavior and textual content, making the fake profile 

detection system more reliable and efficient. 

Overall, the literature shows that are integrating machine 

learning algorithms with NLP techniques and social 

network analysis provides a powerful solution for detecting 

fake profiles in online social networking. 

3.METHODOLOGY 

The methodology describes the process used to 

detect fake profiles in online social networks using Machine 

Learning (ML) and Natural Language Processing (NLP) 

techniques. The system follows several stages such as data 

collection, preprocessing, feature extraction, model training, 

and classification. 

The collected data may contain noise, missing 

values, or irrelevant information. Therefore, preprocessing is 

performed to clean the dataset. 

                    The proposed methodology combines Machine 

Learning and NLP techniques to analyze profile data, 

extract meaningful features, and classify social media 

accounts as real or fake. This approach improves the detection 

of fraudulent accounts and enhances the security of online 

social networks. 

The system analyzes user profile data and text 

content using Machine Learning and NLP techniques to 

identify suspicious patterns.The methodology for fake profile 

of identification in online social networking using this 

Machine Learning and Natural Language  Process (NLP) 

involves several important steps. First, data is collected from 

social networking then access platforms such as user profiles, 

posts, comments, and account activity information. 

              After feature extraction, machine learning algorithms 

such as Naïve Bayes, Support Vector Machine, Decision Tree, 

or Random Forest are applied to classify profiles as real or 

fake. The dataset is then divided into training and testing data 

to train the model and evaluate its performance.   

Finally, the trained model is used to detect fake 

profiles in social networking platforms basedon the learned 

patterns and behavioral characteristics of users. 

                            4. CONCLUSION 

In conclusion, fake profile identification in online 

social networking is important to maintain security and trust 

among users. By using machine learning and natural 

language processing techniques, it is possible to analyze 

user profile information, behavior patterns, and textual content 

to detect suspicious accounts. 
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The proposed system helps in accurately are to network 

classifying profiles as real or fake based on to that extracted 

features and trained models. This approach improves the 

reliability of social media . 
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