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Abstract: With increasing use of smart phones and
social media applications, the sharing of videos has
become extremely common. This has also led to the
sharing of fake videos. Due to the size and
complexity of the data being shared, it is almost
infeasible for manual detection of video forgery.
Since the data size to be analysed by time critical
applications is enormous indeed, therefore the
conventional techniques prove to be infeasible to
detect fake videos with high level of accuracy, which
primarily leads the focus to artificial intelligence and
machine learning tools for the same. The proposed
approach presents a frame decomposition, statistical
feature extraction and machine learning based
approach for fake video detection. The convolutional
neural network has been used in this approach for
detection of fake videos. The system achieves an
accuracy of 98.5% with convergence at 1170
iterations. The results indicate that the proposed
approach attains higher classification accuracy
compared to existing techniques.
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Neural Networks (CNN), Classification Accuracy

1. INTRODUCTION

Recent technological developments have exponentially
increased the amount of visual data (billions of images
and videos) generated every day on the web and by
social networks. Facebook, Twitter, YouTube and
Instagram are the most popular online websites enabling
people to upload and share billions of pictures.
Nowadays, social media websites are playing a more
important role in our daily life. They help users to

express themselves, make new friendships and share
their interests and ideas with others. In the digital
multimedia era, digital forensics is becoming an
emerging area of research thanks to the large amount of
image and video files generated. Ensuring the integrity
of such media is of great importance in many situations.
This task has become more complex, especially with the
progress of symmetrical and asymmetrical network
structures which make their authenticity difficult.
Consequently, it is absolutely imperative to discover all
possible  modes of manipulation through the
development of new forensics detector tools. Although
many solutions have been developed, tamper-detection
performance is far from reliable and it leaves this
problem widely open for further investigation

‘ Video Forensic l

| Source Video I ‘ Forgery Detectiuu\

Fig. 1 The Video Forgery Model

Differentiate
Original & edited
Video

The term video attack has gained attention under the
name video forgery. The simplest type of video forgery
is copy-move tampering which can be detected by
human eyes. The complex type of video forgery is video
falsifying which is more professional than copy-move
as highly improved techniques are needed to detect a
falsified video. The difficulty of detecting video
falsifying attack because of changing the semantic
meaning of the original videos by creating fake videos
can be conducted by editing, combining or generating a
new video content.

Multimedia Tampering: Image (or video) tampering can
be defined as the action of “adding or removing
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important features from an image (or video) without
leaving any obvious traces of tampering” . Generally,
the most common applied tampering operations are: (i)
deleting (or hiding) a region in the image, (ii) adding a
new object into the image, and (iii) misrepresenting the
image information (e.g., resizing an object within the
image). Despite this problem of digital forensics that
has attracted much attention, however, most research in
this area still lacks rigorous and solid results and
discussions. In addition, several methods have apparent
limitations and are difficult to implement.

I1. DEEP FAKES

A growing unease has settled around evolving deepfake
technologies that make it possible to create evidence of
scenes that never happened .Deepfakes are fake videos
or audio recordings that look and sound just like the real
thing. Concerns about deepfakes have led to a
proliferation of countermeasures. New laws aim to stop
people from making and distributing them. Earlier this
year, social media platforms including Facebook and
Twitter banned deepfakes from their networks. And
computer vision and graphics conferences teem with
presentations describing methods to defend against
them. Deepfakes technology can seamlessly stitch
anyone in the world into a video or photo they never
actually participated in. Such capabilities have existed
for decades. Deepfake (stemming from “deep learning”
and “fake”) is a technique that can superimpose face
images of a target person to a video of a source person
to create a video of the target person doing or saying
things the source person does. The underlying
mechanism for deepfake creation is deep learning
models such as autoencoders and generative adversarial
networks, which have been applied widely in the
computer vision domain

The deepfkae videos are depicted in figure 2.

Fig.2 Example of Using DeepFake to alter Facial
Expressions

The figure above illustrates the fact that the images
which are under consideration are generally edited using
sophisticated tools which makes it extremely difficult to
recognize the forgeries with naked eyes. Moreover, for
real time applications, automated systems need to be
designed which can work in the bound time limits to
meet the requirements of real time critical applications.

I11. PROPOSED METHODOLOGY

As mentioned earlier, detection of deep fakes of
morphed videos is a challenging task typically due to
the following reasons:

1) Copious amounts of data to be analysed since
video files are typically contain the maximum amount
of data compared to all data formats.

2) Video editing tools have become extremely
sophisticated in the recent years.
3) The amount of time needed to analyse the video

data is non-trivial.

Hence artificial intelligence and machine learning based
approaches are needed to detect fake videos and make
the detection mechanism relevant for time critical
applications. Today, the danger of fake news is widely
acknowledged and in a context where more than 100
million hours of video content are watched daily on
social networks, the spread of falsified video raises
more and more concerns. While significant
improvements have been made for image forgery
detection, digital video falsification detection still
remains a difficult task. Indeed, most methods used with
images cannot be directly extended to videos, which is
mainly due to the strong degradation of the frames after
video compression. . Current video forensic studies
mainly focus on the video re-encoding and video
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recapture however video edition is still challenging to
detect. For the last years, deep learning methods have
been successfully employed for digital image forensics
The various machine learning algorithms are typically
categorized as:

1) Unsupervised Learning: In this approach, the
data set is not labelled or categorized prior to training a
model. This typically is the most-crude form of training
wherein the least amount of apriori information is
available regarding the data sets.

2) Supervised Learning: In this approach, the data
is labelled or categorized or clustered prior to the
training process. This is typically possible in case the
apriori information us available regarding the data set
under consideration.

3) Semi-Supervised Learning: This approach is a
combination of the above mentioned supervised and
unsupervised approaches. The data is demarcated in two
categories. In one category, some amount of the data is
labelled or categorized. This is generally not the larger
chunk of the data. In the other category, a larger chunk
of data is unlabeled and hence the data is a mixture of
both labelled and unlabeled data groups. The neural
networks often tend to analyse extremely complex data
patterns. For neural architectures which need to analyse
complex image based data, the deep neural networks
(DNN) are used which happen to have multiple hidden
layers. It is shown in the figure 3.
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Fig.3 Internal structure of Deep Neural Network
Generally, it is used for extremely large and complex
datasets with highly uncorrelated patterns in the data.
In general, any type of video forgery is done by using
encoding techniques on the frames. A generic model for
generating forged video frames in depicted in fig. 4
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Fig.4 The process of Forged Video

It can be observed that shared encoders process the
frames to generate composite fake videos. Thus it
becomes customary to split the images into frames for
the detection of fake videos. Statistical features of the
frames can also augment the classifier’s accuracy of
classification. The CNN is an extremely effective deep
learning based classifier which performs pattern
recognition in each of its layers based on stochastic
computing. The fundamental operation in the CNN
hidden layers is the convolution operation
mathematically given by:

x(t) * h(t) = foox(r)h(t —1)dt

Here,

X(t) is the input

h(t) is the system

y is the output

*is the convolution operation in continuous domain

For a discrete or digital counterpart of the data sequence,
the convolution is computed as:

y(n) = X2
Here,

x(n) is the input

h(n) is the system

y is the output

*is the convolution operation in discrete domain

w X(k)h(n — k)
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Fig.5 The structure of the CNN

A CNN has the following salient features:

1) Strided convolution: While conventional convolution
is an overlap between the system and the data, strided
convolutions help in covering all the data samples rather
than just the internal samples of the data matrix. The
stride over is just a hop in convolution. Mathematically,
for an (n x n) and (f x f) convolution, if ‘p’ is the
number of strides, then the number of samples in the

output are:

P
‘ Convliion

Comoluton

YSamples = (

S N

Here,

n is the input sample matrix dimension
f is the system sample matrix dimension
p is the stride length

2) Pooling and Max Pooling: The pooling is an operation
to make the features more robust and reduce the
dimensionality. Typically, max-pooling is employed.

3) Employing Weighted Gradient Descent: The gradient
descent is used as the most common and effective cost
function optimization based CNN training algorithm. It

is given by:

de
Wi+1 = Wi — Of%
Here,

W41 IS the weight of the next iteration
wy, is the weight of the present iteration
e is the error

a is the learning rate

n+2p—f+1>(n+2p—f_
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IV. SIMULATION RESULTS

This section illustrates and explains the results obtained.
The steps depict the frame separation followed by the
CNN based classification.
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Fig. 8 Stochastic Analysis of Video
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Fig.10 ENN Training

The figure depicts the variation of the root mean square
error (rmse) of the system as a function of epochs. It can
be seen that the training converges with the rmse
stabilizing around 1200 iterations.

Table.1 Summary of Results

Conclusion: It can be concluded from pervious
discussions that there has been a rapid increase in
sharing of fake videos with emergence of social
media applications. Due to the size and complexity of
the data being shared, it is almost infeasible for
manual detection of video forgery. Since the data
size to be analysed by time critical applications is
enormous indeed, therefore the conventional
techniques prove to be infeasible to detect fake
videos with high level of accuracy, which primarily
leads the focus to artificial intelligence and machine
learning tools for the same. The proposed approach
presents a frame decomposition, statistical feature
extraction and machine learning based approach for
fake video detection. The convolutional neural
network has been used in this approach for detection
of fake videos. The system achieves an accuracy of
98.5% with convergence at 1170 iterations. The
results indicate that the proposed approach attains
higher classification accuracy compared to existing
techniques.
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