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Abstract -The proposed system leverages a federated
Internet of Things (1oT) and cloud computing approach to
create a pervasive patient health monitoring system,
integrating NodeMCU with a pulse sensor, temperature
sensor, SOS switch, and the Blynk app. This system
continuously monitors vital signs such as heart rate and
body temperature, transmitting the data in real time to the
cloud via the NodeMCU microcontroller. The Blynk app
serves as an interface for healthcare providers and
caregivers, offering instant access to patient data and
sending notifications during emergencies triggered by the
SOS switch. The federated loT framework enhances
scalability and data security by allowing multiple devices
to contribute to a central database, facilitating
comprehensive health analytics and remote patient
management. This innovative solution aims to improve
patient care through continuous monitoring, timely alerts,
and the ability to analyse health trends over time,
ultimately reducing the burden on healthcare facilities and
enabling proactive medical interventions.

Keywords: Federated 10T, Cloud Computing, Real-time
Health Data, Federated Learning, Data Privacy.

INTRODUCTION

In recent years, the convergence of Internet of
Things (loT) and cloud computing has opened new
horizons in the field of healthcare, particularly in the
development of pervasive health monitoring systems. This
project investigates the use of a NodeMCU, temperature
and pulse sensors, an SOS switch, and the

Blynk app to construct a patient health monitoring system.
The system is designed to continuously track vital signs
such as heart rate and body temperature, transmitting this

data in real-time to the cloud. By utilizing the Blynk app,
healthcare providers and caregivers can remotely access
and monitor patient data, ensuring timely medical
interventions when necessary. The incorporation of a

federated loT framework enhances the system's scalability
and security, allowing for comprehensive data aggregation
and analysis across multiple devices. This approach not
only improves patient care by enabling continuous
monitoring and prompt alerts but also aids in reducing the
strain on healthcare facilities through proactive health
management.

LITERATURE SURVEY

[1] M. D. Santos, A. A. S. Santos, and C. E. R. Oliveira,
"loT-based health monitoring system using cloud
computing: a systematic review," Journal of Health
Engineering, vol. 2019, Article ID 2107235, 2019.

This systematic review explores the integration of Internet
of Things (IoT) technologies with cloud computing for
health monitoring systems. The paper evaluates various
loT-based solutions for patient monitoring and highlights
how cloud computing enhances data management, storage,
and analysis. Key findings include the benefits of real-time
health data collection, remote patient monitoring, and
improved decision-making capabilities facilitated by
cloud-based platforms. The review identifies challenges
such as data security, system interoperability, and the need
for scalable solutions. The paper provides insights into
current trends, future directions, and potential
advancements in loT and cloud-based health monitoring.
The authors conducted a comprehensive literature review,
analysing recent studies and technological advancements
related to loT-based health monitoring systems that utilize
cloud computing. The review involved searching
academic databases for relevant articles, synthesizing
findings on system architectures, data management
practices, and implementation challenges. The
methodology included a comparative analysis of various
case studies and technological solutions, assessing their
effectiveness, benefits, and limitations. Key themes were
extracted to provide a holistic understanding of current
practices and future prospects in the field.

[2] S. P. Sharma, V. Kumar, and R. Tiwari, "Federated loT
system for scalable healthcare management,” IEEE
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Transactions on Network and Service Management, vol.
17, no. 3, pp. 1592-1604, 2020.

Sharma, Kumar, and Tiwari (2020) introduce a federated
IoT system designed to enhance scalability in healthcare
management. The paper emphasizes the integration of
federated learning with 0T technologies to efficiently
handle health data across distributed networks. This
federated approach allows for decentralized data
processing and preserves user privacy by avoiding central
data storage. The system's scalability is demonstrated
through simulations, highlighting its effectiveness in
managing extensive health data without compromising
performance or security. The authors conduct a
comprehensive review of existing federated learning and
loT frameworks, focusing on scalability and privacy issues
in healthcare applications. They propose a federated 10T
model that incorporates distributed data processing to
enhance system performance and scalability. The
methodology includes simulation experiments to evaluate
the system’s efficiency and effectiveness in handling
large-scale data. The performance metrics are compared
against traditional centralized systems to validate the
advantages of the federated approach.

[3] A. S. Bhatia, R. M. K. Sharma, and R. K. Gupta, "loT
and cloud-based health monitoring systems: Challenges
and future directions,” Health Information Science and
Systems, vol. 8, no. 1, Article ID 24, 2020.

Bhatia, Sharma, and Gupta (2020) explore the challenges
and future directions of loT and cloud-based health
monitoring systems. The paper provides a detailed review
of current technologies and identifies key issues such as
data security, system integration, and scalability. It
discusses emerging trends and proposes strategies for
overcoming these challenges to improve the effectiveness
and reliability of health monitoring systems. The study
aims to provide a roadmap for future research and
development in this evolving field. The paper employs a
systematic literature review methodology, analysing
various studies on 10T and cloud-based health monitoring
systems. The authors categorize the challenges and
opportunities identified in existing research and evaluate
potential solutions. They synthesize findings from
different sources to highlight gaps in current technologies
and propose future research directions. The methodology
includes a critical assessment of the state-of-the-art
systems and their limitations.

[4] R. T. Wilson, A. C. Gray, and J. A. Bell, "Scalable
health monitoring solutions: The role of cloud computing

in loT-based systems," IEEE Communications Magazine,
vol. 58, no. 6, pp. 60-65, 2020.

Wilson, Gray, and Bell (2020) discuss scalable health
monitoring solutions with a focus on the role of cloud
computing in loT-based systems. The paper highlights
how cloud technologies can enhance the scalability and
functionality of health monitoring systems. It examines
various cloud-based architectures and their impact on
managing large volumes of health data, providing a
comprehensive overview of current solutions and their
capabilities in supporting scalable healthcare applications.
The authors use a review methodology to assess the role of
cloud computing in scalable health monitoring systems.
They analyses different cloud-based architectures and their
integration with 10T technologies. The study includes case
studies and examples of existing systems to illustrate the
practical applications and benefits of cloud computing.
The methodology involves evaluating the performance and
scalability of these systems through comparative analysis
and literature synthesis.

[5] H. R. Rahman, M. R. Azad, and M. S. Islam, "Cloud-
based health monitoring system with real-time data
analysis,” Journal of Cloud Computing: Advances,
Systems and Applications, vol. 8, no. 1, pp. 1-12, 2019.
Rahman, Azad, and Islam (2019) present a cloud-based
health monitoring system with real-time data analysis
capabilities. The paper describes the system architecture,
which integrates wearable sensors with cloud computing
to provide continuous health monitoring and immediate
data processing. The system's real-time analysis
capabilities are demonstrated, showing how it can improve
patient care by delivering timely insights and alerts. The
study involves designing and implementing a cloud-based
health monitoring system that uses wearable sensors for
data collection. The authors conduct experiments to
evaluate the system's real-time data analysis capabilities.
They test the system in various scenarios to assess its
performance in delivering timely health insights and alerts.
The methodology includes system design,
implementation, and performance evaluation through
practical trials and data analysis.

METHODOLOGY

Initially, hardware components such as the
NodeMCU microcontroller, pulse sensor, temperature
sensor, and SOS switch are assembled and connected to
form a functional monitoring device. The NodeMCU,
programmed using the Arduino IDE, collects data from the
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sensors and transmits it to the cloud via Wi-Fi.
Concurrently, the Blynk app is configured to interface with
the NodeMCU, providing a real-time visualization of
health metrics and alert notifications. The system is
designed using a federated 10T framework, allowing for
secure and scalable data aggregation from multiple
devices. Data is analysed and processed in the cloud,
enabling proactive health management and early detection
of potential issues. The integration of these components
ensures continuous monitoring, remote access, and prompt
response to emergencies, improving overall patient care
and system efficiency.

PROPOSED METHODOLOGY

The proposed system aims to revolutionize patient
health monitoring by integrating 10T and cloud computing
technologies to create a comprehensive, real time
monitoring  solution. Utilizing a  NodeMCU
microcontroller, pulse sensor, temperature sensor, and SOS
switch, the system continuously tracks vital signs and
transmits data to the cloud. The Blynk app provides a user-
friendly interface for healthcare providers and caregivers,
allowing them to monitor patient health metrics remotely
and receive instant alerts in case of emergencies. The
federated 10T framework ensures secure and efficient data
aggregation from multiple devices, facilitating advanced
data analytics and enabling proactive health management.
This system addresses the limitations of existing methods
by offering continuous, real-time monitoring, remote
accessibility, scalability, and enhanced data security,
ultimately improving patient outcomes and reducing the
burden on healthcare facilities.
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BLOCK DIAGRAM DESCRIPTION
1. ESP8266 (Microcontroller)

At the heart of the system is the ESP8266, a Wi-Fi-
enabled microcontroller that collects data from various
sensors and transmits it to the cloud via Wi-Fi. It plays a
crucial role in processing and transmitting real-time health
data to ensure continuous monitoring.

2. Pulse Sensor

The pulse sensor detects the patient’s heart rate in
beats per minute (BPM). This data is crucial for diagnosing
conditions like arrhythmia, tachycardia, or bradycardia. It
sends real-time signals to the ESP8266 for further
processing.

3. Temperature Sensor

This sensor monitors the patient’s body
temperature. Abnormal fluctuations may indicate
infections, fever, or other health issues. The ESP8266
collects this data and transmits it to the cloud for remote
monitoring.

4. SOS Button

An SOS button allows the patient to send an
emergency alert manually. If the patient experiences
discomfort or any critical situation, pressing the SOS
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button will notify caregivers or medical staff via the cloud
application.

5. LCD Display

A local LCD display is connected to ESP8266
to provide real-time feedback to the patient. The display
shows vital health parameters such as heart rate and body
temperature.

6. Wi-Fi Module

The ESP8266 has an in-built Wi-Fi module
that enables wireless communication with the cloud. This
module ensures seamless data transmission between the
microcontroller and the cloud-based healthcare platform.

7. Blynk App

The Blynk App is used as a remote monitoring
platform. Through this app: Doctors and caregivers can
access real-time patient vitals. Alerts are sent in case of
anomalies. Historical health data can be stored for future
analysis.

8. Power Supply

The system is powered by an external power
supply, ensuring uninterrupted operation. The power
source could be a rechargeable battery or a direct power
connection.

WORKING OF THE SYSTEM

Step 1: Data Collection

The pulse sensor and temperature sensor continuously
measure the patient’s heart rate and temperature.

The ESP8266 microcontroller collects this raw sensor data.

Step 2: Processing and Display
The ESP8266 processes the collected sensor data.
The LCD display provides immediate feedback to the

allows patients to manually trigger an emergency alert in
case of distress.

Step 5: Cloud Integration and Analytics

The health data is stored in the cloud for historical analysis.
Machine learning and Al can be used to predict health
issues based on past trends.
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SYSTEM IMPLEMENTATION

Module 1: Interfacing all
Temperature, SP02)

to the microcontroller.
Module 2: Collecting all the sensor data and sending the
data to cloud

using inbuilt WIFI module.

Module 3: Displaying all the parameters in LCD display.
Module 4: Performing Al with the data and send the final
result and sensor data to guardian application.

Module 5: Displaying the Bio-parameter values through
Doctor application and if doctor sends prescription the data
is displayed in guardian application.

the bio-sensors (Pulse,

BENEFITS
patient about their health parameters.
Step 3: Wireless Data Transmission 1. Enhanced Patient Care: Timely detection and
i . - intervention for better outcomes.

The ESP8266 transmits the processed health data via Wi- 5 Imoroved Health Outcomes. Reduced
Fi. The data is sent to the Blynk App, where doctors and o _p . . '
caregivers can remotely access it complications and hospital readmissions.

' 3. Increased Accessibility: Healthcare services for
Step 4: Emergency Alerts remote or underserved areas.
If the system detects abnormal heart rate or temperature, an %~ Data Privacy and Security: Secure, local handling
alert notification is sent via the Blynk app. The SOS button  Of sensitive health data.
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5. Real-Time Alerts: Immediate notifications for
critical health changes.

6. Scalability: Adaptable to growing patient and
device needs.

7. Personalized Treatment: Tailored care plans based
on individual data.

8. Enhanced Research: Rich datasets for advancing
medical research.

9. Cost Efficiency: Lower costs through remote
monitoring and cloud solutions.

10. Improved Quality of Life: Better management of

chronic conditions and overall health.
RESULT AND DISCUSSION

The implementation of the proposed patient health
monitoring system demonstrated significant improvements
in real-time health management and remote monitoring
capabilities. The system successfully provided continuous
tracking of vital signs, including heart rate and body
temperature, with data transmitted in real-time to the cloud.
The Blynk app effectively displayed this data on user-
friendly dashboards, allowing healthcare providers to
monitor patient health remotely and receive instant
notifications in case of emergencies triggered by the SOS
switch. The federated 0T framework proved to be efficient
in aggregating data securely from multiple devices,
ensuring scalability and robust data security. The ability to
analyze health trends and receives proactive alerts
facilitated early intervention, potentially preventing health
crises. The system's integration of loT and cloud
technologies addressed key drawbacks of traditional
monitoring methods, such as the need for frequent hospital
visits and delays in detecting health issues, thereby
enhancing patient care and reducing the burden on
healthcare facilities. However, challenges related to device
calibration and network connectivity were noted, which
will require further optimization to ensure consistent
performance across varied environment.

CONCLUSION

In conclusion, the proposed patient health
monitoring system effectively leverages 10T and cloud
computing technologies to address critical limitations of
traditional healthcare monitoring methods. By providing
continuous, real-time tracking of vital signs and enabling
remote access through the Blynk app, the system enhances
patient care and facilitates timely medical interventions.

The integration of a federated l1oT framework ensures
secure and scalable data management, offering a robust
solution for continuous health monitoring and proactive
care. Despite some challenges related to device calibration
and network connectivity, the system demonstrates
significant potential in improving patient outcomes and
reducing the strain on healthcare facilities. Overall, this
innovative approach represents a substantial advancement
in health monitoring, paving the way for more efficient,
responsive, and patient centred healthcare solutions.

FUTURE SCOPE

The integration of advanced artificial intelligence and
machine learning algorithms will enhance predictive
analytics and automate diagnostics, leading to even more
personalized and accurate treatment plans. The ecosystem
of 10T devices is expected to expand, incorporating a
broader range of sensors to monitor various health
parameters and integrate data from diverse sources,
including smart home devices. Additionally, future
developments will focus on improving data privacy
through advanced encryption and decentralized storage
solutions. There will be greater emphasis on
interoperability with existing healthcare systems and
electronic health records, enabling a comprehensive view
of patient health. The system is also likely to integrate with
telemedicine platforms for seamless remote consultations
and interactions between patients and healthcare providers.
Scalable cloud infrastructure will be enhanced to
accommodate a growing number of devices and patients,
while personalized health recommendations based on
individual trends and risk factors will become more
refined. Global health monitoring capabilities will expand
to support public health initiatives and manage crises more
effectively. The integration with genomic data will pave
the way for precision medicine, and user experience
improvements will make the system more intuitive and
accessible for both patients and healthcare professionals.
These advancements will collectively enhance the
system’s effectiveness, scalability, and impact on patient
care.

© 2025, IJSREM | www.ijsrem.com

DOI: 10.55041/IJSREM45449 |

Page 5


http://www.ijsrem.com/

S Y
'JIJSREME:‘%
Sy e Jeurnal

International Journal of Scientific Research in Engineering and Management (IJSREM)

SJIF Rating: 8.586 ISSN: 2582-3930

W Volume: 09 Issue: 04 | April - 2025

REFERENCES

1. M. D. Santos, A. A. S. Santos, and C. E. R.
Oliveira, "loT-based health monitoring system using cloud
computing: a systematic review," Journal of Health
Engineering, vol. 2019, Article ID 2107235, 2019.

2. S. P. Sharma, V. Kumar, and R. Tiwari,
"Federated 10T system for scalable healthcare
management,"” IEEE Transactions on Network and Service
Management, vol. 17, no. 3, pp. 1592-1604, 2020.

3. S. Bhatia, R. M. K. Sharma, and R. K. Gupta, "loT
and cloud-based health monitoring systems: Challenges
and future directions,” Health Information Science and
Systems, vol. 8, no. 1, Article ID 24, 2020.

4. R. T. Wilson, A. C. Gray, and J. A. Bell, "Scalable
health monitoring solutions: The role of cloud computing
in loT-based systems," IEEE Communications Magazine,
vol. 58, no. 6, pp. 60-65, 2020.

5. H. R. Rahman, M. R. Azad, and M. S. Islam,
"Cloud-based health monitoring system with real-time
data analysis," Journal of Cloud Computing: Advances,
Systems and

Applications, vol. 8, no. 1, pp. 1-12, 2019.

6. J. M. Rogers, A. M. D. S. and J. B. Evans, "Cloud
computing and loT for healthcare: A review of
opportunities and

challenges," Journal of Cloud Computing:
Advances, Systems and Applications, vol. 8, no. 1, pp.
113, 2021.

7. M. B. Patel, S. R. B. Patel, and M. A. Sharma,
"Security and privacy issues in 1oT based health
monitoring systems: A review," IEEE Access, vol. 8, pp.
151442 151459, 2020.

8. Al-Turjman, F., & Ghaffar, A. (2021). "Data
Security and Privacy in Federated Learning for loT Based
Healthcare Systems: A Survey." Sensors, 21(10), 3394.

9. Alves, M., & Sousa, J. (2021). "loT-Based
Healthcare Systems: Current Trends and Future
Directions." IEEE Internet of Things Journal, 8(3), 1802-
1816.

10. Miller, D., & Richards, A. (2020). "Advanced
Data Analytics in loT-Based Health Monitoring Systems."
Journal of Biomedical Informatics, 108, 103516.

11. J. Y. Lim and S. K. Choi, "Federated loT
framework for smart healthcare applications,"” IEEE
Transactions on Network and Service Management, vol.
18, no. 1, pp. 12-23, 2021.

12. C.H. Tseng, H. S. Chen, and Y. J. Hsu, "Real-time
patient health monitoring using wearable sensors and cloud
computing," Computers in Biology and Medicine, vol.
104, pp. 78-87, 2018.

13. R. T. Wilson, A. C. Gray, and J. A. Bell, "Scalable
health monitoring solutions: The role of cloud computing
in loT-based systems," IEEE Communications Magazine,
vol. 58, no. 6, pp. 60-65, 2020.

14, M. P. Wang, C. M. Liu, and L. W. Wu, "Cloud-
based loT solutions for healthcare monitoring: A
comprehensive  review," Journal of Healthcare
Engineering, vol. 2020, Article ID 6789342, 2020.

15. S. Bhatia, R. M. K. Sharma, and R. K. Gupta, "loT
and cloud-based health monitoring systems: Challenges
and future directions,” Health Information Science and
Systems, vol. 8, no. 1, Article ID 24, 2020.

16. S.B. A. M. S. V. B. and H. M. Choi, "loT-based
health monitoring system for chronic diseases: A review,"
IEEE Transactions on Biomedical Circuits and Systems,
vol. 16, no. 3, pp. 536-548, 2022.

17. R. K. Gupta and S. S. Gupta, "Wearable health
monitoring devices: A survey and future directions," IEEE
Access, vol. 9, pp. 121376-121394, 2021.

18. N. B. S. and M. G. Chen, "Real-time health data
analytics using cloud and loT," Journal of Medical
Systems, vol. 45, no. 4, Article ID 24, 2021.

19. X. Zhang, Z. Zhang, and J. Liu, "loT-based
healthcare system using cloud computing: A survey,"
Future Generation Computer Systems, vol. 109, pp. 484-
499, 2020.

20. J. M. Rogers, A. M. D. S. and J. B. Evans, "Cloud
computing and 1oT for healthcare: A review of
opportunities and challenges,” Journal of Cloud
Computing: Advances, Systems and Applications, vol. 8,
no. 1, pp. 1-13, 2021.

21. Y. Liu, J. Zhang, and X. Zhao, "Integrating
wearable sensors with cloud services for personalized
health monitoring," IEEE Internet of Things Journal, vol.
8, no. 4, pp. 3210-3221, 2021.

22. M. B. Patel, S. R. B. Patel, and M. A. Sharma,
"Security and privacy issues in loT-based health

© 2025, IJSREM | www.ijsrem.com

DOI: 10.55041/IJSREM45449 |

Page 6


http://www.ijsrem.com/

¢a" TRy
7 =
¢ IISREM 3|
&u 2 International Journal of Scientific Research in Engineering and Management (IJSREM)

W Volume: 09 Issue: 04 | April - 2025 SJIF Rating: 8.586 ISSN: 2582-3930

monitoring systems: A review," IEEE Access, vol. 8, pp.
151442-151459, 2020.

23. H. R. K. Lim, Y. J. Kim, and M. S. Kim, "Cloud-
based IoT solutions for health monitoring and emergency
alert systems," Computers in Biology and Medicine, vol.
112, Article ID 103356, 2019.

24, S. P. Sharma, V. Kumar, and R. Tiwari, "Federated
IoT system for scalable healthcare management,” IEEE
Transactions on Network and Service Management, vol.
17, no. 3, pp. 1592-1604, 2020.

25. L. H. LiuandJ. K. Yang, "Cloud-based loT system
for health monitoring and management: Design and
implementation,” Health Information Science and
Systems, vol. 8, no. 1, Article ID 25, 2020.

26. R.T.Liu, A. M. Yang, and M. H. Chao, "Wearable
sensors and cloud computing for health monitoring
applications: A comprehensive review," Journal of
Healthcare Engineering, vol. 2021, Article 1D 7645380,
2021.

27. K. C. Yang, Y. S. Kim, and W. S. Lee, "Efficient
data management and analytics for health monitoring using
IoT and cloud technologies,” IEEE Transactions on
Emerging Topics in Computing, vol. 8, no. 2, pp. 345-357,

2020.
28. J. R. Brown and M. S. Patel, "A survey of cloud-
based  healthcare  monitoring  systems,” IEEE

Communications Surveys & Tutorials, vol. 22, no. 1, pp.
315-336, 2020.

29. V. M. Li, J. H. Chen, and P. K. Wong, "loT-based
health monitoring systems: A survey of technologies and
applications,”" IEEE Access, vol. 9, pp. 130734-130749,
2021.

30. H. J. Zhao, R. M. Gupta, and L. Y. Zhang,
"Privacy-preserving techniques for loT-based health
monitoring systems," IEEE Internet of Things Journal, vol.
8, no. 6, pp. 4872-4884, 2021.

© 2025, IJSREM | www.ijsrem.com DOI: 10.55041/1J]SREM45449 | Page 7


http://www.ijsrem.com/

