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Abstract

The rapid evolution of Next Generation Networks
(NGNs) has brought unprecedented capabilities in
connectivity, automation, and data-driven services.
However, the distributed and heterogeneous nature
of NGNs—spanning cloud, edge, and IoT
domains—poses
maintaining

significant ~ challenges  to
robust  cybersecurity  without
compromising data privacy or system latency.
Traditional centralized security models struggle to
cope with massive data volumes, privacy
constraints, and real-time threat detection
requirements.

To address these challenges, this paper proposes the
integration of Federated Learning (FL) into NGN
security  architectures, enabling  distributed
intelligence across network nodes while preserving
data locality. In the proposed framework,
participating edge devices and network entities
collaboratively train a shared intrusion detection or

anomaly detection model without exchanging raw
data. This approach enhances data privacy,
scalability, and adaptability to emerging threats.
Furthermore, it mitigates the risk of single-point
failures and bandwidth bottlenecks inherent in
centralized learning systems.

Experimental results and simulations demonstrate
that FL-based NGN security models can achieve
comparable or superior detection accuracy to
centralized methods while significantly reducing data
transmission overhead. The proposed system
architecture leverages secure aggregation, robust
model updates, and blockchain-based trust
mechanisms to ensure integrity and resilience against
model poisoning and adversarial attacks.

This study highlights Federated Learning as a
transformative paradigm for distributed NGN
security, paving the way for intelligent, privacy-
preserving, and self-adaptive defense mechanisms in
future 5G and 6G networks.
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I. Introduction

The emergence of Next Generation Networks
(NGNs) represents a paradigm shift in
communication systems, characterized by the
convergence of fixed and mobile infrastructures,
cloud-edge integration, and the proliferation of
intelligent devices. NGNs aim to deliver high-
speed connectivity, ultra-low latency, and
seamless interoperability to support diverse
applications such as smart cities, autonomous
systems, telemedicine, and industrial IoT [1],
[2]. However, these advantages come at the cost
of increased security vulnerabilities, as the
attack surface expands with the inclusion of
distributed devices, heterogeneous protocols, and
decentralized service architectures [3].

Traditional centralized security solutions,
which rely on aggregating data from all network
nodes to a single server for analysis, are
becoming impractical for NGN environments.
Centralized systems often suffer from data
privacy issues, high communication overhead,
and latency bottlenecks, and they are
vulnerable to single points of failure [4].
Furthermore, as NGNs evolve toward 5G and
beyond, the volume and velocity of data
generated across edge nodes make real-time
threat detection and response a critical
requirement [5], [6].

To overcome these challenges, Federated
Learning (FL) has emerged as a promising
distributed machine learning paradigm that
enables  multiple network  nodes to
collaboratively train a shared global model
without exchanging local data [7]. Each node
trains the model on its own dataset and only
transmits model parameters or gradients to a
central aggregator, thus preserving data privacy
while leveraging collective intelligence. This
makes FL particularly suitable for NGN
environments, where data privacy, bandwidth

efficiency, and distributed trust are essential [§],

[9].

In the context of NGN security, FL can be
leveraged to develop intelligent intrusion
detection systems (IDS), anomaly detection
frameworks, and threat intelligence sharing

mechanisms that operate across multiple
domains—core networks, access networks, and
edge nodes [10]. By decentralizing the learning
process, FL enhances the resilience, scalability,
and adaptability of security systems against
evolving cyber threats such as model poisoning,
denial-of-service = (DoS)  attacks, and
adversarial manipulations [11], [12].

This research explores the application of
Federated Learning to secure NGN architectures
by designing a privacy-preserving, distributed
defense framework. The study evaluates the
effectiveness of FL-based security models in
detecting network anomalies under varying data
distributions and adversarial conditions. The
expected contributions include a robust
architecture for FL-enabled NGN security,
comparative  performance analysis  with
traditional centralized models, and the
identification of best practices for real-world
implementation within 5G and future 6G
networks [13], [14].

2. Background and Related Work
2.1. Next Generation Network (NGN) Architecture

Next Generation Networks (NGNs) represent the
convergence of communication and computing
infrastructures that enable high-speed, low-latency, and
flexible connectivity across heterogeneous environments.
NGNs are designed to integrate IP-based packet
transport, cloud—edge computing, and service-aware

management under a unified control plane [1], [2].

Unlike legacy networks that rely on rigid, hierarchical
topologies, NGNs adopt software-defined networking
(SDN) and network function virtualization (NFV) to
decouple network control from data forwarding, thereby
improving scalability, flexibility, and programmability
[3]. This architectural evolution supports dynamic
resource allocation, end-to-end Quality of Service (QoS),

© 2025, IJSREM | https://ijsrem.com

DOI: 10.55041/IJSREM54628 |

Page 2


https://ijsrem.com/

gt
@REME}
< Journal

Rl

Volume: 09 Issue: 12 | Dec - 2025

International Journal of Scientific Research in Engineering and Management (I[JSREM)

SJIF Rating: 8.586 ISSN: 2582-3930

and the deployment of intelligent network services such
as Al-based security monitoring and autonomous fault
management [4].

However, the distributed and dynamic nature of NGNs
introduces new cybersecurity risks. Threat vectors such
as distributed denial-of-service (DDoS), advanced
persistent threats (APTs), and data exfiltration attacks
can propagate rapidly across virtualized and software-
defined components [5]. Moreover, the reliance on
heterogeneous devices—ranging from core data centers to
edge loT nodes—creates challenges for unified security
policy enforcement and real-time anomaly detection [6].

To address these concerns, researchers have proposed Al-
driven and data-centric defense mechanisms that
leverage machine learning for traffic classification,
behavior analysis, and intrusion detection [7]. Yet,
traditional centralized Al models are limited by the need
for aggregating large volumes of sensitive network data,
posing privacy and latency challenges [8]. This has led to
growing interest in Federated Learning (FL) as a
distributed, privacy-preserving alternative.

2.2. Federated Learning: Principles and Mechanisms

Federated Learning (FL), first introduced by McMahan
et al. [9], is a collaborative machine learning framework
that allows multiple participants (clients) to jointly train a
global model under the coordination of a central server,
without sharing raw data. Each client trains the model
locally using its private dataset and uploads only model
updates (weights or gradients) to the server, which
performs federated averaging (FedAvg) to aggregate
them into a global model [10].

According to [48], FL’s architecture in its basic view
comprises a director or server that organizes instructive
events. FL represents the advent of a new revolution in
machine learning that is employed when training data are
dispersed. This enables numerous customers to construct
a shared machine learning technique, despite protecting
the confidentiality of their data. This strategy differs from
conventional machine learning, which needs training data
to be centralized in a single data repository. On the other
hand, FL being able to train a model without centralizing
client datasets has gained significant interest in the field of
machine learning. Also, majority of clients are edge
devices which are readily available. Federated learning
has demonstrated its capability to enhance vast,

unstructured, and diversified datasets in zero-touch
networks. This is particularly advantageous as it
automatically facilitates learning at both local (local
server) and global (cloud edge terminal) levels,
enabling the extraction of hidden patterns from
massive data volumes [41]. Recently, research in
Federated Learning has gained prominence, as a
results of the emergence of 5G networks
accompanied by the fast growth of Internet of Things
(IoT). This research interest is evident in various
surveys that have provided comprehensive overviews
of FL, investigated its threats and vulnerabilities, and
explored its implementation across various domains.
In this direction, [40] provide a comprehensive
overview of FL, highlighting its unique properties
and challenges compared to traditional distributed
computing and privacy-preserving methods, such as
system heterogeneity and communications costs.
They survey recent research in federated settings and
several open problems that require
interdisciplinary research efforts. The work in [42]
takes the analysis one step further as it provides a
comprehensive study on the security issues and
defenses in FL, identifying and classifying various
adversarial attacks against FL to highlight the need
for secure and robust FL environments. More recent

identifies

surveys, such as [43] and [44], provide concise
overviews of privacy and robustness attacks and
defenses in FL. These papers enhance our
understanding of this landscape, with the former
focusing solely on insider attacks while the latter
addressing both insider and outsider attacks. With
respect to domain-specific surveys, several research
studies have been conducted in the various domains of
FL’s implementation. Among them, the area of smart
cities, including applications such as smart transportation
and unmanned aerial vehicles is a highly explored one.
The survey in [45] highlights the importance of FL in
enhancing security and privacy in smart cities across
transportation, healthcare, and communication
applications. It also refers to the open issues and
challenges of FL, concluding that evaluation of developed
FL systems in real-world scenarios is required, since
security and privacy attacks are more frequent there. The
works in [46] and [47] focus on the Internet of Vehicles
(IoV). Both examine the FL process and identify key
sources of vulnerabilities and attacks while introducing
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basic mitigation strategies. Reference [46] concentrate on
FL-based Intrusion Detection Systems (IDS) in Vehicular
Networks, offering a detailed literature review and
proposing a taxonomy for FL systems. In contrast, [47]
provide a broader overview of FL in vehicular loT
environments and suggest future research directions.

The standard FL process typically involves the following
steps:

1. Global model initialization by a central
orchestrator.

2. Local training on each client using its
dataset.

3. Model update transmission to the
server.

4. Global aggregation and redistribution
of the updated model.

This process repeats over several communication rounds
until convergence. The major advantage is that data
decentralized,
privacy regulations such as GDPR, and reducing the
communication cost associated with raw data transfer [11].

remains ensuring compliance with

Nonetheless, FL introduces new security and reliability
challenges. Adversaries may launch model poisoning
attacks, inject corrupted
gradients, or inference attacks, where attackers infer

where malicious clients
private data from shared updates [12], [13]. To counter
these, various defense mechanisms such as secure
aggregation, differential privacy, and blockchain-
based trust frameworks have been proposed [14], [15].

2.3. Federated Learning in Network Security

Applying FL to network security has gained considerable
attention as NGNs expand toward distributed and
intelligent architectures. Several studies have shown that
FL can effectively support intrusion detection systems
(IDS), malware detection, and anomaly classification
across distributed environments without centralizing
sensitive data [16], [17].

For instance, Kim et al. [18] proposed a Federated
Intrusion Detection System (FIDS) that allows multiple
edge nodes to collaboratively train an anomaly detection
model. Their results demonstrated that FL could maintain

high accuracy while preserving privacy. Similarly, Sun et
al. [19] designed a privacy-preserving FL framework
for 5G networks, employing differential privacy to defend
against gradient leakage attacks.

Moreover, edge-based federated architectures have
been integrated into software-defined security (SDSec)
systems to enhance adaptability against dynamic attacks in
real-time [20]. The combination of FL with blockchain
has also been explored to ensure integrity, transparency,
and trust among participants, reducing the risk of
malicious model updates [21].

Recent works have further extended FL’s capabilities by
introducing hierarchical and cross-silo federated
learning to fit NGN environments, where multiple
domains (e.g., core, edge, and loT) collaborate under
tiered aggregation schemes [22]. This hierarchical
approach improves scalability and mitigates the effects of
non-identically distributed (non-IID) data, which is
common in NGN scenarios.

2.4. Research Gaps and Motivation

Although FL has demonstrated strong potential in
distributed network security, several open research
challenges remain:

. Heterogeneity in data distribution:
Network traffic data across NGN nodes often
exhibit non-IID characteristics, reducing model
convergence efficiency [23].

0 Communication overhead: Frequent
model synchronization between numerous clients
may lead to significant latency, particularly in
low-bandwidth NGN segments [24].

J Vulnerability to adversarial attacks: FL
frameworks remain susceptible to model
poisoning, backdoor attacks, and free-rider
behaviors, which can degrade system reliability
[25].

o Lack of standardized frameworks:
Existing FL-based security systems are often
application-specific, lacking unified protocols for
interoperability across multi-domain NGNs [26].

Motivated by these challenges, this study proposes a
robust, privacy-preserving, and distributed Federated

© 2025, IJSREM | https://ijsrem.com

DOI: 10.55041/IJSREM54628 |

Page 4


https://ijsrem.com/

gt
@REM‘E&
< Journal

Rl

Volume: 09 Issue: 12 | Dec - 2025

International Journal of Scientific Research in Engineering and Management (I[JSREM)

SJIF Rating: 8.586 ISSN: 2582-3930

Learning architecture for NGN security. The proposed
framework integrates secure aggregation, adaptive
model weighting, and trust-aware mechanisms to
enhance resilience against adversarial threats and ensure
scalability across NGN domains.

3. Proposed Federated Learning Framework
for Distributed NGN Security

3.1. System Overview

To secure the highly distributed and data-intensive
environment of Next Generation Networks (NGNs), this
paper proposes a Federated Learning-based Distributed
Security Framework (FL-DSF) that enables
collaborative, privacy-preserving detection of network
intrusions and anomalies across multiple network
domains.

The proposed FL-DSF architecture comprises three major
layers (Fig. 1):

1. Edge Layer (Client Nodes): This layer
consists of edge routers, loT gateways, mobile
base stations, and user devices acting as local
clients. Each client collects network telemetry,
traffic flows, and system logs to train a local
intrusion detection model. Data remains local to
comply with privacy and regulatory requirements.

2. Federation Layer (Aggregator): A
central aggregation server—which can be hosted
within a Camtel or NGN security cloud domain
collects the model updates (weights or gradients)
from distributed clients. The server performs
secure model aggregation using a variant of the
Federated Averaging (FedAvg) algorithm.

3. Security Intelligence Layer: This layer
performs global model evaluation, anomaly
correlation, and attack intelligence
dissemination. It integrates with Security
Information and Event Management (SIEM)
tools or NGN orchestration platforms to deploy
the updated model back to clients for real-time
inference.

3.2. Federated Learning Workflow

The end-to-end training process follows the standard
Federated Averaging procedure with security and
communication enhancements:

1. Initialization:
The global model parameters wy are initialized
and distributed to k participating clients.

2. Local Model Training: Each client
k trains the local model wy, on its dataset D, using
local stochastic gradient descent (SGD):

WIEH = w; — NVF. (W),

where 7 is the learning rate and Fj (w;)is the local loss
function for client k.

3. Model Update and Secure Aggregation:
Clients send encrypted model updates Awf*'to
the server. The server aggregates updates using

weighted averaging based on local dataset size ny:

K
_ Nk 41
Wiy = z n W 7,
k=1
where n = YK_, n,.
4. Global Model Redistribution: The

updated global model w; , ;is broadcast back to all
clients for the next training round.

5. Convergence and Deployment: Once
convergence criteria (e.g., global loss threshold or
maximum rounds) are met, the global model is
deployed across all NGN nodes for real-time
intrusion detection and anomaly response.

3.3. Secure Aggregation and Privacy Preservation

To ensure confidentiality and robustness during training,
the proposed FL-DSF incorporates multiple defense
mechanisms:

. Secure Aggregation (SA):
Client updates are encrypted using homomorphic

or additive secret sharing techniques [1],
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preventing the aggregator from viewing
individual updates.
o Differential Privacy (DP):

Random noise N'(0,02)is added to model
gradients before transmission, ensuring that no
single data point can be inferred from model
updates [2].

. Blockchain-based Trust Layer:
A permissioned blockchain records all update
transactions, client identities, and aggregation

operations. Smart contracts enforce model
integrity and detect malicious contributions [3],
[4].

These combined mechanisms mitigate model poisoning,
gradient leakage, and collusion attacks, thereby
enhancing trust and transparency in the federated training
process.

3.4. Federated Anomaly Detection Model

The intrusion detection component of the proposed
framework uses a hybrid deep learning architecture
combining Convolutional Neural Networks (CNNs) for
spatial feature extraction and Long Short-Term Memory
(LSTM) networks for temporal sequence learning.

The local loss function for client kis defined as:

1
Fuw) = 757 ) L0 Gesw), ),

iEDg

where f(x;; w)denotes the local model prediction, y;is the
ground truth label, and L is the cross-entropy loss function.

Each local model learns to classify network events (e.g.,
Normal, DDoS, PortScan, SQL Injection, Botnet) based
on feature patterns in the local dataset. The aggregated
global model thus benefits from diverse threat
intelligence across distributed NGN domains.

3.5. Mathematical Model of Federated Learning
Optimization

The overall global objective function to be minimized is
expressed as:

N
Fw) = ) peFew), — = = =(1)
k=1

Where the parameters are defined as follows;

w =represents the global model parameters to be
optimized

N = is the total number of clients,

Fj. (w) = the local objective function or loss for client k
computed over the local data,

Pk = %: is the weight assigned to client k which is always

proportional to the size of the clients’ local dataset.

The objective of federated learning optimization is
to

find the global parameters t that minimizes the
global objective function in equation (1) above

t=arg M‘gn (Z kak(w),> -——=(2)
k=1

Training optimization scheme

A key methodological difference between the optimization
problem solved in FL and the one of DL lies in the
assumption of potentially non independent and identically
distributed (iid) data instances [49]. Proving convergence
in the non-iid setup is more challenging, and in some
settings, FedAvg has been shown to converge to a sub-
optimum, e.g. when each client performs a different
amount of local work [50] or when clients are not sampled
in expectation according to their importance [51].

According to [49], suppose w;(n) = d;(n) if client i
updated its work at optimization round n and w;(n) =0
otherwise. Then in a general setting, client i receives
6Pi(™ and its contribution is

Vi(pi(m) = 6, WK _ geitm,

K being the number of steps of the stochastic
gradient descent (SGD). By weighing each delays
Vl-(pi(n)) with its Stochastic
aggregation weight w;(n), the proposed aggregation
scheme is given as;

contribution
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M
0"t 1= 0" 41y ) () Vi (p,(m) = — = (3)
i=1

where 11 represents the global learning rate that the

server can use to mitigate the disparity in clients
contributions [52]. Equation (3) above generalizes the
FedAvg aggregation scheme which has the equation;

6"t = 6" + %L, p,Vi(n), withng = 1

subject to constraints on privacy leakage,

communication cost, and model accuracy trade-offs:

s.t. Privacy(w;) < ¢,Latency(w;) < 1.

Here, €1is the differential privacy budget, and 7is the
allowable communication latency threshold.

3.6. Expected Advantages

The proposed FL-DSF architecture provides the following
advantages for NGN security:

o Privacy Preservation: No raw traffic
data leaves local nodes.

. Scalability:  Enables  cross-domain

learning across thousands of devices.

o Resilience: Mitigates single-point failures
through decentralized intelligence.

. Adaptivity: Continuously evolves with
new threat data across NGN domains.

Blockchain-based
validation ensures data integrity and client

. Trustworthiness:

accountability.

3.7. Implementation Scenario

In a Camtel NGN context, the proposed FL-DSF can be
deployed as follows:

o Each regional data center acts as a
federated client, training on localized traffic data.

o The blockchain ledger is maintained
jointly by Camtel’s core, edge, and submarine
cable divisions to verify model updates.

. The global intrusion model continuously
evolves as new cyber threats are detected across
distributed NGN infrastructure (fiber, mobile, and
satellite).

4. Experimental Setup and Results

4.1. Experimental Design

To evaluate the effectiveness of the proposed Federated
Learning-based Distributed Security Framework (FL-
DSF), extensive experiments were conducted using
benchmark intrusion detection datasets—CICIDS2017
and NSL-KDD. These datasets were selected due to their
realistic traffic patterns and wide adoption in cybersecurity
research [1], [2].

Each dataset was partitioned into multiple local subsets
to emulate distributed NGN environments such as edge
routers, loT gateways, and mobile access nodes. Each
local subset contained non-identically distributed (non-
11D) samples to replicate real-world traffic heterogeneity.

The implementation was carried out using Python 3.10,
TensorFlow Federated (TFF), and Flower FL

Framework (v1.5). The simulation environment
consisted of:
o Hardware: 16-core CPU, 32 GB RAM,
and NVIDIA RTX 3080 GPU
o Clients: 10 federated nodes (simulated
NGN subdomains)
. Communication Rounds : 100
. Batch Size : 64
J Learning Rate : 0.001
o Local Epochs : 5

. The central Camtel Network
Operations Center (NOC) functions as the
aggregator.
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The proposed FL-DSF framework was compared with two
baselines:

1. Centralized Deep Learning (CDL) — a
traditional intrusion detection system where all
data is collected in a central server.

2. Local Learning (LL) — isolated models
trained at each node without collaboration.

4.2. Dataset Description

(a) CICIDS2017 Dataset:

Developed by the Canadian Institute for Cybersecurity,
this dataset captures benign and malicious network flows
including DDoS, PortScan, Botnet, Infiltration, and
Web attacks [3]. It contains over 2.8 million labeled
instances with 80+ extracted features such as flow
duration, packet length, and inter-arrival time.

(b) NSL-KDD Dataset:

An improved version of the KDD’99 dataset, NSL-KDD
removes redundant entries and provides 125,973 training
samples and 22,544 test samples across five attack
categories: DoS, Probe, R2L, U2R, and Normal [4].

Both datasets were preprocessed through
standardization, categorical encoding, and feature
selection using Principal Component Analysis (PCA) to

retain key attributes influencing traffic behavior.
4.3. Evaluation Metrics

Performance was assessed using standard classification
metrics:

R ~ TP + TN
WY = b Y TN + FP + FN

Precision = P Recall = i
recision = m, ecall = TP+—F1V
Precision X Recall
F1-Score = 2 X

Precision + Recall

Where TP, TN, FP, and FN represent true positives, true
negatives, false positives, and false negatives respectively.
Additionally, communication cost (MB/round) and
training latency (s/round) were measured to evaluate
efficiency.

4.4. Experimental Scenarios
Three experimental cases were tested:

1. Case 1 -
Distribution:

Homogeneous Data

All clients have balanced data representing all
attack classes.

2. Case 2— Non-IID Distribution:
Each client only has partial class representation
(e.g., one with DDoS, another with PortScan).

3. Case 3 - Clients:
One client injects malicious model updates to

Adversarial

simulate model poisoning attacks.
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4.5. Quantitative Results

Table 1 presents performance results on the CICIDS2017
dataset, and Table 2 summarizes results for NSL-KDD.

Table 1 — CICIDS2017 Results

Accura Precisi Rec Comm. Latenc
cy (%) on all Cost y
(MB/rou

(s/rou
nd) nd)

Local 87.6 1086 | 0.8 08 0.0 2.1
Learnin 4 5

g (LL)

Centrali | 958 | 096 09 09 423 4.8
zed DL 5 5

(CDL)

Propose 949 095 09 09 64 3.1
d FL- 4 4

DSF

Table 2 — NSL-KDD Results

Precisi Rec Comm.
on all Cost

(MB/rou
nd)

Local 83.1 1082 08 0.8 0.0 1.8
Learnin 0 1

g (LL)

Centrali | 91.7 091 |09 |09  36.7 4.1
zed DL 0 0

(CDL)

Propose 90.8 090 08 0.8 5.2 2.7
d FL- 9 9

DSF

4.6. Discussion

The results demonstrate that the Federated Learning-
based security model achieves comparable detection
performance to centralized deep learning while
significantly reducing communication cost (by up to
85%) and maintaining data privacy.

In non-IID settings (Case 2), accuracy degradation was
observed (~2-3%) compared to homogeneous data,

confirming the challenge of data heterogeneity in FL.
However, adaptive aggregation and fine-tuning
mechanisms in FL-DSF mitigated these effects.

In Case 3 (Adversarial setting), the use of secure
aggregation and blockchain verification successfully
filtered out corrupted updates, maintaining global model
integrity. The detection performance dropped by only
1.2%, compared to 8.5% in standard FedAvg without
security enhancements.

Overall, the proposed framework achieved a strong
balance between security, efficiency, and privacy,
validating its suitability for real-world NGN
deployments, such as Camtel’s national telecom
backbone or 5G edge domains.

4.7. Visualization of Model Convergence

Model convergence behavior (Fig. 2) showed stable loss
reduction across rounds, with the FL. model converging at
around 60 rounds, slightly slower than centralized
learning but with significantly reduced data transmission
overhead.

Global Loss vs. Communication Rounds:

. Centralized DL: rapid convergence (45
rounds)
. FL-DSF: smooth convergence (60

rounds) with privacy protection

. LL:
training

non-convergent due to isolated

4.8. Summary of Findings
The key insights from experimental evaluation include:

o High Detection Accuracy: 90-95%

across both datasets.

o Significant Privacy Gain: No raw data
exchange between nodes.

. Reduced Bandwidth Overhead: 80—
85% less data transmission than centralized
systems.
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. Resilience to Attacks: Robustness

against poisoning and gradient manipulation.

o Feasibility for NGN: Demonstrated
scalability for distributed telecom infrastructures.

5. Conclusion and Future Work

The growing complexity and decentralization of Next
Generation Networks (NGNs) present  both
technological opportunities and new cybersecurity
challenges. Traditional centralized security models, while
effective in isolated environments, are increasingly
unsuitable for distributed infrastructures where privacy,
latency, and scalability are critical constraints.

This research introduced a Federated Learning-based
Distributed Security Framework (FL-DSF) for NGN
environments. The framework leverages collaborative
intelligence across multiple network domains—core,
edge, and loT—without requiring the exchange of raw
data. Experimental results on benchmark datasets
(CICIDS2017 and NSL-KDD) confirmed that FL-DSF
achieves comparable detection accuracy (90-95%) to
centralized deep learning systems, while reducing
communication overhead by up to 85% and maintaining
data confidentiality.

Key contributions of this work include:

. A three-layered federated architecture
integrating edge nodes, aggregators, and a security
intelligence layer for scalable learning.

o The incorporation of secure aggregation,
differential privacy, and blockchain-based
trust mechanisms to defend against adversarial
attacks and ensure integrity.

. A comprehensive
validation under non-IID,

experimental
adversarial, and
resource-constrained conditions representative of
real NGN deployments.

For a national operator such as CAMTEL (Cameroon
Telecommunications), this framework provides a
practical pathway to intelligent, privacy-preserving, and
self-adaptive NGN security management. It can be
applied to monitor distributed infrastructures such as
fiber-optic backbones, submarine cables, mobile core
networks, and national cloud platforms while ensuring
data sovereignty and resilience against cyber threats.

Future Work

Although the proposed FL-DSF architecture demonstrates
promising performance, several challenges remain open
for future research:

1. Hierarchical Federated Learning
(HFL):

Future work should explore hierarchical
aggregation schemes where regional FL

aggregators coordinate under a global controller,
improving scalability for nationwide NGN
architectures such as CAMTEL’s.

2. Federated Reinforcement Learning
(FRL):

Integration with reinforcement learning could
enable adaptive policy control for real-time
attack mitigation, traffic prioritization, and
dynamic resource allocation in 6G networks.

3. Heterogeneous Device Optimization:
Developing lightweight FL algorithms optimized
for resource-constrained edge and IoT nodes
will improve energy efficiency and enable larger
participation in training.

4. Adversarial Robustness and Trust
Scoring:

Future models should incorporate trust-based
aggregation, updates  are
dynamically weighted by their trust level,

reducing the influence of potentially malicious

where  client

nodes.
5. Integration with 6G and Quantum-
Resilient Security:

As 6G introduces Al-native and quantum-safe
communications, research should adapt FL-DSF
cryptography and
semantic security frameworks suitable for next-

to quantum-resistant

generation intelligent infrastructures.

Conclusion

In summary, Federated Learning offers a transformative
approach to distributed NGN security by decentralizing
intelligence, preserving privacy, and improving
adaptability against evolving cyber threats. The proposed
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FL-DSF provides a foundation for building secure,
trustworthy, and intelligent NGN ecosystems, aligning
with global digital transformation goals and the strategic
vision of operators like CAMTEL to become leaders in
secure digital infrastructure for Cameroon and Central
Africa.
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wlits « nparrgy_aplit{tmtices, mea_clients)
ot - ()
for &, ddes bn evameratefaplite):

vot(1) = (x[atwex], ylides])

val_loadersval _loaser,

teat_lopdecitest_looder,
Felirn st devirenimvice,
lrsotran

local_epoctisepochy,

fliclimt, start_sumry cliost(server_address, cliestsclient)
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st wln st bt uh o ) ' Ol AT LX)
| = DRTAAT M CLIENTS, L2 o Barast pet'se wpnl)
Fuiuie Iow DEFANAT MRS,
18 b T Akl ation|
” 3 Wahannt pathoarpe . il ssel path,
erver, sddresy - "W
! [ R I CE R N I T
Incal_epechs o DEPMILY_LOCAL FPOCHS,
P g Ty,
]
hosdrgs. ey
e ek [
vlnt oGt lag Gatisdt *, dataset juth) Lol ppethesnrhy. Inesl atecly

|
)
i ) "y Noshapain), [ s Xovhapelt], 1 w7 lenCopauntiuely)))

K, ¥« lead oo dataser (dataset )ia

f il

Client splity o pertition date AR, ¥, mam nlissty)

Clhent sphive = pertithon Gate non L3d(X, v, nem tllents)

o ATt global, oy test gletal + tradn test selit(X, y, Tt 4lioen. 19, rendim sTate-AAex

oo test dosser plotad, scaler glodal « prepare Suts londersin, y, Setoh aireJEFART Raiin

deviem = tervn deviceTsiale” b taree cude. bs_svallablin() whe

\ . Mewl devize)
s _fawtarey » X mw(]
*ilmem - (wpouniger(y))
pestel b« bulld sodel Factoey()

glebel matel « wadel fnln featarws, u_classes)

stratugy = Fl,umrvor stralogy, fedia(
fraction_fita1,n,
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ale 110 ] (st yarum cliawty,
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wis avallovle cliestyergm (]lents,
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Niohal sadel, tedt Sooder

wvaloate faeget evaluate

pn_f1U config foslaateta mas (Tlocal spocin®: local_spocia),

server prucess o sultigrotessing, frocess( tarpet st server.atart server, wargse| wts

precass . startd)

Tempd . 0)

w{"s % ' Lt AT, oW sMiress)

cliont_processes = ||

for ¢ia o 7 (rm_clionts):

XC, ye = cliemt_splits[che]
P = multiprocessing. Process{
targeteclient process fn,
args=(cid, model fn, Xc, yc, device, surver address, Jocal epochs),
)
p-start()
ciiemt processss . append(p)

time.sleep(n.2)
for p Ao clipnt _peogesses:
p. foin()

sarver_process. jainl)

e inte wlat
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