&gl . 3@1&

i# IJSREM
*gﬁ International Journal of Scientific Research in Engineering and Management (IJSREM)
w Volume: 09 Issue: 03 | March - 2025 SJIF Rating: 8.586 ISSN: 2582-3930

Fingerprint Voting System

Gannamani Hemanth
Maddipati Vikas

G Poornendra
SaiNisarg D.Mehta

COMPUTER SCIENCE & ENGINEERING
Under the Guidance of

Prof.Gaurav Varshney

ASSISTANT PROFESSOR,CSE Department,PIET parul university.

VADODARA OCTOBER-2024

Abstract

Fingerprint voting systems offer a robust mechanism for ensuring secure and reliable electoral processes. This paper
proposes a comprehensive approach to government verification and voter authentication within fingerprint voting systems.
Beginning with the initial voter registration process, government authorities authenticate individuals by capturing their
fingerprints and verifying their identities against national databases. Upon successful verification, voters are enrolled in the
system and provided with unique biometric identifiers.

During elections, voters undergo authentication using their registered fingerprints to access the voting interface. The
system matches the presented fingerprint with the stored template to confirm the identity of the voter. Once authenticated,
voters proceed to cast their ballots electronically. Throughout this process, stringent security measures are implemented to
safeguard against unauthorized access and fraudulent activities.

Furthermore, the paper discusses the integration of government verification procedures into the voting system architecture,
ensuring compliance with legal requirements and electoral regulations. Additionally, considerations such as data privacy,
integrity, and accessibility are addressed to guarantee the inclusivity and transparency of the voting process.

By adopting this comprehensive approach, fingerprint voting systems can enhance the efficiency, integrity, and
trustworthiness of electoral procedures, thereby promoting democratic values and ensuring the legitimacy of election
outcomes. Fingerprint voting systems have emerged as a promising solution for ensuring the security and integrity of
electoral processes. This paper presents a comprehensive approach to government verification and voter authentication
within fingerprint- based voting systems, aiming to establish a robust framework for secure and reliable elections.

The proposed approach begins with the initial voter registration process, wherein government authorities verify the
identities of individuals seeking to participate in elections. During registration, individuals’ fingerprints are captured and
authenticated against national databases to ensure their eligibility to vote. Upon successful verification, voters are enrolled

in the system and assigned unique biometric identifiers, facilitating their authentication during subsequent electoral

© 2025, IJSREM | www.ijsrem.com DOI: 10.55041/1)SREM43165 | Page 1



http://www.ijsrem.com/

g' ‘3&

IJSREM
%{3 gﬁ International Journal of Scientific Research in Engineering and Management (IJSREM)
Volume: 09 Issue: 03 | March - 2025 SJIF Rating: 8.586 ISSN: 2582-3930

events.

During elections, voters are required to authenticate themselves using their registered fingerprints before accessing the voting
interface. This authentication process involves matching the presented fingerprint with the stored template to confirm the
identity of the voter. Only authenticated voters are granted access to cast their ballots electronically, thereby safeguarding

the integrity of the voting process.

Chapter 1

Introduction

1.1 Transforming Electoral Processes through Fingerprint Voting Systems and loT Integration

In the contemporary landscape of democratic governance, the quest for robust, secure, and inclusive electoral processes
stands as a cornerstone of civic participation and governance legitimacy. Traditional methods of voting, reliant on paper-
based ballots and manual verification, have long been plagued by challenges such as voter fraud, logistical inefficiencies,
and limited accessibility. However, the advent of biometric authentication technologies, particularly fingerprint
recognition, coupled with the transformative potential of Internet of Things (I0T) integration, presents an unprecedented
opportunity to revolutionize the electoral landscape and usher in a new era of democracy.

In the ever-evolving landscape of democracy, the quest for secure, accessible, and efficient voting systems remains
paramount. Traditional methods of paper-based voting have long grappled with issues of fraud, inefficiency, and
accessibility barriers. However, the advent of biometric authentication, particularly fingerprint recognition, coupled with
the transformative potential of Internet of Things (loT) technology, offers a promising avenue for revolutionizing the

electoral process.

1.2 Evolving Electoral Paradigms:

The evolution of electoral paradigms reflects the ongoing quest for democratic ideals and the pursuit of electoral integrity.
From ancient civilizations conducting voice votes to modern democracies embracing electronic voting machines, the
trajectory of electoral processes has been marked by innovation and adaptation. Yet, persistent challenges such as

voter impersonation, ballot

tampering, and logistical constraints continue to undermine the credibility and inclusivity of elections worldwide. In this
context, the emergence of biometric authentication technologies, notably fingerprint recognition, represents a paradigm

shift in voter verification methodologies, promising enhanced security, accuracy, and accessibility.

1.3 The Promise of Fingerprint Voting Systems:

At the heart of the transformation lies the promise of fingerprint voting systems, which leverage biometric authentication

to verify the identity of voters with unparalleled precision. Unlike traditional methods reliant on identity documents or
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voter registration cards, fingerprint recognition offers a unique identifier tied directly to an individual’s biometric
characteristics. Each person’s fingerprint is inherently distinctive, making it an ideal candidate for robust authentication in
electoral processes. By integrating fingerprint scanners into voting machines or registration systems, governments can
ensure that only eligible voters participate in elections, thereby mitigating the risks of voter fraud and enhancing the

overall integrity of the electoral process.

1.4 Advancing Authentication through Government Verification:

To complement the capabilities of fingerprint voting systems, governments can implement comprehensive verification
protocols to validate the eligibility of voters and safeguard against unauthorized participation. Government agencies
responsible for voter registration and identification can leverage existing databases and identity verification mechanisms
to corroborate voter information and confirm their eligibility to vote. By cross-referencing fingerprint data with national
identification databases or voter registration records, authorities can establish a robust framework for authentication,
ensuring that only bona fide voters exercise their democratic rights. Moreover, the integration of government verification
protocols enhances the transparency, accountability, and legitimacy of the electoral process, instilling public confidence

and trust in the outcomes of elections.

1.5 Empowering Voters through 10T Integration:

The convergence of fingerprint voting systems with Internet of Things (loT) technology heralds a new era of voter
empowerment and accessibility. By integrating loT-enabled devices such as voting machines or mobile applications with
fingerprint scanners, governments can facilitate secure and convenient voting experiences for citizens. loT-enabled voting
solutions empower voters to cast their ballots remotely from any location with internet connectivity, transcending

geographical

barriers and enhancing voter participation rates. Furthermore, real-time transmission of voting data to centralized servers
ensures swift tabulation and analysis of election results, facilitating prompt dissemination of outcomes while maintaining

the integrity and confidentiality of voter information.

1.6 Navigating Challenges and Opportunities:

While the potential benefits of fingerprint voting systems and loT integration are undeniable, their deployment also
presents a myriad of challenges and considerations. Ethical concerns surrounding data privacy, consent, and security must
be carefully addressed to uphold the rights and dignity of citizens. Moreover, technical vulnerabilities and risks, such as
system malfunctions or cyber threats, necessitate robust safeguards and contingency plans to ensure the reliability and
resilience of electoral infrastructure. Additionally, efforts to bridge the digital divide and ensure equitable access to voting

technologies are essential to prevent disenfranchisement and promote inclusivity in the electoral process.
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1.7 Authentication via Fingerprint Recognition:

Biometric authentication, especially through fingerprint recognition, stands as a beacon of trust and security in the realm
of voter verification. Each individual’s fingerprint is unique, providing a robust mechanism for confirming voter identity
with a high degree of accuracy. By integrating fingerprint authentication into voting systems, governments can ensure that
only eligible voters cast their ballots, thereby mitigating the risk of fraudulent voting practices such as impersonation and
multiple voting attempts. Moreover, fingerprint authentication offers a seamless and user-friendly experience, eliminating

the need for cumbersome identification documents and streamlining the verification process at polling stations.

1.8 Government Verification Protocols:

To uphold the integrity and transparency of elections, it is imperative to incorporate stringent government verification
protocols into the voting process. Government agencies tasked with voter registration and authentication can leverage
comprehensive databases to cross-reference voter information and verify their eligibility to participate in elections. By
integrating fingerprint data with existing government databases, authorities can authenticate voters in real-time, ensuring
that only registered individuals exercise their democratic right to vote. This collaboration between electoral authorities
and government agencies establishes a robust framework for safeguarding the sanctity of the electoral process and

bolstering public trust in the democratic system.

1.9 Proceeding to Vote Using loT:

The convergence of fingerprint authentication and loT technology heralds a new era in voting accessibility and efficiency.
Leveraging loT-enabled voting machines and devices, voters can securely cast their ballots from any location with
internet connectivity, transcending geographical constraints and enhancing voter participation. 10T devices equipped
with fingerprint scanners can authenticate voters remotely, enabling individuals to vote conveniently from the comfort of
their homes or designated polling locations. Furthermore, 10T infrastructure facilitates real-time transmission of voting
data to centralized servers, ensuring swift tabulation and analysis of election results while maintaining data integrity and
confidentiality.

Chapter 2
Literature Survey

1

2.1 »Trust Management for Multi-Agent Systems Using Smart Contracts”

Authors: K. Lad, M. A. A. Dewan, F. Lin

Conference: 2020 IEEE Intl Conf on Dependable, Autonomic and Secure Computing, Intl Conf on Pervasive Intelligence
and Computing, Intl Conf on Cloud and Big Data Computing, Intl Conf on Cyber Science and Technology Congress
(DASC/PiCom/CBDCom/CyberSciTech)

Pages: 414419

Publisher: IEEE, 2020
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Summary The paper proposes a novel framework for managing trust in multi-agent systems using smart contracts. The
framework aims to address the challenges of establishing trust and ensuring security in complex, decentralized
environments. By leveraging the immutability and transparency of blockchain technology, smart contracts provide a reliable
and secure mechanism for managing trust relationships between agents.

The proposed framework includes components for reputation management, trust evaluation, and access control. Agents can
assess the trustworthiness of their peers based on their past behavior and reputation, and make informed decisions about
granting access to resources and services. The framework also incorporates mechanisms for detecting and mitigating
malicious behavior, such as Sybil attacks and collusion.

The paper highlights the benefits of using smart contracts for trust management in multi-agent systems, including
improved transparency, accountability, and efficiency. Smart contracts can automate trust-related processes, reduce the
need for intermediaries, and enhance the overall security and reliability of multi-agent systems.

Overall, the paper demonstrates the potential of smart contracts to revolutionize trust

management in decentralized environments, enabling more efficient, secure, and trustworthy interactions between

autonomous agents.

2.2 ”Multi-biometric Systems: A State of the Art Survey and Research
2
Directions”

Author: A. El-Sayed

Publication: International Journal of Advanced Computer Science and Applications (IJACSA) Volume: 6

Year: 2015

Summary This paper provides a comprehensive overview of multi-biometric systems, which combine multiple biometric
modalities (e.g., fingerprint, face, iris) to improve the accuracy and reliability of biometric authentication. The author
discusses the various components of multi- biometric systems, including feature extraction, fusion, and matching
algorithms. The paper also explores the advantages and challenges of using multi-biometric systems, such as improved
security, reduced false acceptance rates, and increased robustness to spoofing attacks.

The paper presents a detailed analysis of different fusion techniques used in multi-biometric systems, including score-
level fusion, feature-level fusion, and decision-level fusion. The author compares the performance of these techniques and
discusses their suitability for different applications.

The paper also highlights the research directions in the field of multi-biometric systems, including the development of new
biometric modalities, the integration of multi-biometric systems with other technologies (e.g., blockchain, artificial
intelligence), and the addressing of privacy and ethical concerns.

In conclusion, the paper provides a valuable resource for researchers and practitioners interested in multi-biometric systems.
It offers a comprehensive understanding of the state of the art in this field and identifies potential areas for future

research.
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2.3 “Does the use of a biometric system guarantee an acceptable election’s

3
outcome? evidence from ghana’s 2012 election,”

Authors:E. Debrah, J. Effah, and |. Owusu-Mensah Conference/Journal:African Studies, Vol. 78, No. 3, 2019
Publisher:Published by Taylor Francis (Routledge)

Summary: The paper titled “Does the use of a biometric system guarantee an acceptable election’s outcome? Evidence
from Ghana’s 2012 election” provides an in-depth analysis of the impact of biometric voter registration (BVR) in Ghana’s
2012 general election. It explores whether the introduction of the biometric system improved the transparency and
credibility of the electoral process.

The study focuses on key concerns regarding the effectiveness of the biometric system in addressing electoral
malpractices such as double registration, voter impersonation, and overall election fraud, which were rampant in prior
elections. Through this technology, every eligible voter’s details were digitally captured, including fingerprints, to create a
reliable database for future elections.

The authors discuss how the biometric system, while representing a significant technological leap, encountered several
challenges during implementation. These included logistical issues such as faulty equipment, delays at polling stations,
and operational lapses. Despite these hurdles, the introduction of the system marked a significant step toward electoral
reform in Ghana.

The paper draws on evidence from interviews with stakeholders such as election officials, political parties, and civil
society organizations, as well as data from official reports on the election process. It critically examines both the positive
outcomes and limitations of the system, analyzing whether its implementation truly reduced voter fraud.

However, the authors argue that while the biometric system added a level of sophistication to the electoral process, it alone
could not guarantee the complete integrity of elections. They suggest that other institutional frameworks, such as a robust
legal system, political accountability, and an independent election commission, are equally crucial in ensuring a free and
fair election.

Ultimately, the study concludes that the biometric system played a role in improving the legitimacy of the 2012 election
but did not entirely eliminate public skepticism about the electoral process. This skepticism was evident in the post-
election petition filed by the opposition party, which contested the results based on alleged discrepancies, showing that

technological solutions

must be complemented by other measures to secure trust in election outcomes.
The paper is an important contribution to the broader debate on the role of technology in democratization, especially in

emerging democracies, where electoral integrity is often compromised by political and logistical challenges.
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2.4 “Secured e-voting system using two-factor biometric authentication,”

Authors:S. Komatineni and G. Lingala

Conference:2020 Fourth International Conference on Computing Methodologies and Communication (ICCMC)
Publisher:1EEE (Institute of Electrical and Electronics Engineers)

Summary:The paper titled “Secured E-Voting System Using Two-Factor Biometric Authentication” presents an
innovative approach to enhancing the security and reliability of electronic voting (e-voting) systems. The authors, S.
Komatineni and G. Lingala, focus on addressing vulnerabilities associated with traditional e-voting mechanisms by
proposing a solution that integrates two-factor authentication (2FA) with biometric technology.

In their study, the authors highlight that conventional e-voting systems, while convenient, are often susceptible to issues
such as identity theft, vote tampering, and unauthorized access. To mitigate these risks, the paper advocates for the use of
two-factor authentication, combining both fingerprint recognition and iris scanning, as a method of verifying voter
identity before casting a vote.

The system designed by the authors uses a two-step verification process. First, a voter must authenticate their identity
using a fingerprint scan. If the fingerprint is successfully verified, a second layer of authentication, using iris recognition,
is initiated. This multi-biometric approach ensures that even if one factor is compromised, the other remains secure,
significantly reducing the likelihood of fraud or impersonation.

The paper delves into the technical aspects of biometric data capture, storage, and verification, explaining how this dual-
layer method improves both security and accuracy. The system uses encrypted biometric data, ensuring that voter
information remains confidential and tamper-resistant. In addition to ensuring voter authenticity, the system also guarantees

that each voter can cast their ballot only once, thereby addressing concerns about multiple voting.

5

2.5 » Introducing biometric technology in elections”

Authors: P. Wolf, A. Alim, B. Kasaro, P. Namugera, M. Saneem, and T. Zorigt Conference/Report: Introducing Biometric
Technology in Elections

Publisher: International Institute for Democracy and Electoral Assistance (International IDEA), 2017

Summary: The report titled “Introducing Biometric Technology in Elections” explores the implications, benefits, and
challenges of implementing biometric technology in electoral processes worldwide. Authored by a group of experts—P.
Wolf, A. Alim, B. Kasaro, P. Namugera, M. Saneem, and T. Zorigt—the document serves as a comprehensive guide to
governments, election management bodies, and policymakers considering the adoption of biometrics in elections.

The report begins by discussing the increasing trend of using biometric technology—such as fingerprint, iris, and facial
recognition—as a tool for enhancing the accuracy and integrity of voter registration systems. It argues that biometric
technology can help eliminate common electoral issues, including voter fraud, duplicate registrations, and impersonation,
which have undermined the credibility of elections in many regions.

By presenting case studies from several countries, including those in Africa, Asia, and Latin America, the report
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demonstrates how biometric systems have been successfully introduced into electoral processes. In these examples,
biometric voter registration has reduced the number of errors and irregularities in voter rolls, ensuring that only eligible
individuals are allowed to vote.

The authors provide practical insights into the different phases of implementing biometric technology in elections, from
planning and procurement to voter registration and system deployment on election day. One of the key factors they
emphasize is the importance of developing a well- structured legal and regulatory framework to support the introduction of
biometric systems, ensuring that such technologies are used fairly, transparently, and securely.

However, the report also highlights several challenges associated with the adoption of biometric technology. These include
the high costs of acquiring and maintaining biometric equipment, the technical difficulties of implementation in rural or
remote areas, and the potential for technical malfunctions during the election process. Furthermore, the authors caution
against relying solely on biometric technology to guarantee electoral integrity, stressing the need for broader institutional
reforms to complement its use.

One of the major concerns discussed is the issue of privacy. With the collection of sensitive

personal data like fingerprints and iris scans, there is a growing risk of data misuse, breaches, or unauthorized access. The
report advocates for strict data protection laws and policies to safeguard voter information and prevent the misuse of

biometric data.

6

2.6 A review of electronic voting systems: Strategy for a novel.,”

Authors:S. E. Adekunle et al.

Conference/Journal:International Journal of Information Engineering Electronic Business, Vol.

12, No. 1, 2020

Publisher:MECS (Modern Education and Computer Science Press)

Summary: The paper titled “A Review of Electronic Voting Systems: Strategy for a Novel” by S.

E. Adekunle et al. presents a comprehensive review of existing electronic voting (e-voting) systems and proposes a strategy
for developing a novel, more secure e-voting system. The paper examines various e-voting systems that have been
implemented across different countries, analyzing their strengths, weaknesses, and the technological frameworks on
which they are built.

The authors begin by discussing the critical role e-voting systems play in modern democracies, especially as technology
evolves and the demand for transparent, accessible, and reliable voting systems grows. They emphasize that electronic
voting can streamline election processes, reduce human error, and address issues such as voter fraud, ballot tampering, and
inefficiencies in manual vote counting.

Through their review of existing e-voting systems, the authors identify common challenges faced by these technologies,
such as system vulnerability to cyberattacks, lack of voter privacy, and technical malfunctions. They cite examples from

countries like Estonia, Brazil, and India, where e-voting systems have been implemented with varying degrees of success.
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In some cases, these systems have enhanced election credibility, while in others, they have faced criticism due to security
breaches or malfunctions during elections.

A central theme in the paper is the need for secure, transparent, and user-friendly e-voting systems. Adekunle et al. argue
that many existing systems are either too complex for average voters to use or lack robust security features to prevent
hacking and fraud. They stress the importance of adopting a multi-layered security approach, incorporating encryption,

biometric authentication, and blockchain technology to ensure the integrity of votes.

2.7 “Enhancing electoral integrity: A fingerprint- verified voting system for

7
fair and secure elections,”

Authors:R. Gowtham, A. Mohankumar, and B. Gokul

Conference/Journal:Asian Journal of Applied Science and Technology (AJAST), Vol. 8, No. 1, 2024

Publisher:Asian Journal of Applied Science and Technology (AJAST)

Summary: The paper titled “Enhancing Electoral Integrity: A Fingerprint-Verified Voting System for Fair and Secure
Elections” by R. Gowtham, A. Mohankumar, and B. Gokul focuses on addressing the challenges of electoral fraud and
ensuring the integrity of elections through the use of a fingerprint-verified voting system. The authors propose a novel
system designed to combat voter impersonation, double voting, and other forms of electoral malpractice that can undermine
the credibility of election outcomes.

The paper begins by discussing the growing need for secure and reliable voting systems as democracies around the world
increasingly face challenges such as electoral fraud, low voter turnout, and disputes over election results. The authors
argue that the use of biometric verification—specifically fingerprint scanning—can help address these concerns by
ensuring that only eligible and registered voters can participate in elections.

The proposed system is based on a two-step verification process. First, voters’ fingerprints are captured and stored in a
secure, encrypted database during the voter registration process. On election day, voters are required to authenticate their
identity by scanning their fingerprints, which are then matched against the database to verify their eligibility to vote. Once
verified, the voter is granted access to cast their ballot.

One of the key advantages of this system, as noted by the authors, is its ability to prevent voter impersonation, as each
voter’s fingerprint is unique and cannot be duplicated. Additionally, the system ensures that each voter can only vote
once, eliminating the possibility of double voting, which has been a common issue in previous election systems. The
authors also highlight how this system enhances transparency and fairness, reducing the opportunities for manipulation or

tampering with election results.
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2.8 ” A Comparative Study of Fingerprint Recognition Algorithms for VVoting
8
Systems”

Authors:D. A. Kumar and T. U. S. Begum

Conference/Journal:Journal of Computer Sciences and Applications, Vol. 1, No. 4, 2013 Publisher:Science and Education
Publishing

Summary: The paper titled “A Comparative Study on Fingerprint Matching Algorithms for EVM (Electronic Voting
Machine)” by D. A. Kumar and T. U. S. Begum provides a detailed comparison of various fingerprint matching algorithms
used in electronic voting machines (EVMSs) to enhance security and accuracy. The study investigates the effectiveness,
speed, and accuracy of different algorithms, aiming to determine which is best suited for EVMs in terms of ensuring voter
authenticity and preventing fraud.

The authors begin by discussing the importance of biometric authentication, particularly fingerprint recognition, in
modern electronic voting systems. With an increase in voter impersonation and other forms of electoral fraud, integrating
biometric technology into EVMs has become a critical step toward ensuring fair and transparent elections. The fingerprint
matching process is key to verifying the identity of voters, and thus, choosing the right algorithm is essential for the
system’s overall reliability.

The paper evaluates several widely-used fingerprint matching algorithms, including minutiae-based, correlation-based,
and hybrid approaches. Each method has its own strengths and weaknesses, which the authors examine in terms of

accuracy, computational efficiency, and resistance to common challenges like poor image quality or noisy data.

9

2.9 “A privacy preserving e-voting system based on blockchain,”

Authors:W. Fan, S. Kumar, V. Jadhav, S.-Y. Chang, and Y. Park

Conference:Silicon Valley Cybersecurity Conference: First Conference, SVCC 2020, San Jose, CA, USA, December 17—
19, 2020

Publisher:Springer, 2021

Summary: The paper titled “A Privacy Preserving E-Voting System Based on Blockchain” authored by W. Fan, S.
Kumar, V. Jadhav, S.-Y. Chang, and Y. Park presents a novel e-voting framework designed to enhance voter privacy and

election security using blockchain technology. In

an era where concerns over electoral integrity and voter confidentiality are paramount, this paper outlines how blockchain
can provide a secure, transparent, and tamper-proof solution for conducting elections.

The authors begin by discussing the limitations of traditional e-voting systems, which often struggle with issues such as
data breaches, voter anonymity, and the potential for election fraud. These challenges necessitate a robust system that not

only secures votes but also protects voter identities. The proposed framework leverages the inherent properties of
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blockchain— decentralization, immutability, and transparency—to create a secure e-voting environment.

The system operates on a private blockchain to maintain confidentiality and ensure that only authorized participants can
access the voting data. By employing cryptographic techniques, the authors ensure that voter identities remain anonymous
while still allowing for the verification of each vote. This is achieved through the use of zero-knowledge proofs, which
enable one party to prove to another that a statement is true without revealing any additional information.

The paper details the technical architecture of the proposed e-voting system, explaining how it facilitates secure voter
registration, voting, and result tallying. Voters are first registered on the blockchain, where their identities are securely
hashed to protect their personal information. Once registered, voters can cast their ballots through a user-friendly

interface, which also utilizes cryptographic methods to ensure that their selections remain private.

2.10 “An overview of  end-to-end verifiable voting systems,”

10
Real-WorldElectronic Veting,”

Authors:S. T. Ali and J. Murray Conference/Book:Real-World Electronic Voting Publisher:2016

Summary: The chapter titled “An Overview of End-to-End Verifiable VVoting Systems” by S.

T. Ali and J. Murray provides a comprehensive examination of end-to-end (E2E) verifiable voting systems, focusing on
their design principles, benefits, and challenges. As electronic voting continues to gain traction in various jurisdictions,
ensuring the integrity and transparency of elections becomes paramount. This chapter serves as a foundational resource for

understanding how E2E verification can enhance electoral processes.

The authors begin by explaining the concept of E2E verifiability in the context of voting systems. E2E verifiable voting
allows voters to independently confirm that their votes were cast as intended, recorded as cast, and counted as recorded.
This process is crucial for building trust in electronic voting systems, as it empowers voters with the ability to verify the
accuracy of election outcomes without needing to rely solely on election officials.

Ali and Murray categorize E2E verifiable voting systems into three main components: the casting process, the recording
process, and the counting process. They emphasize that for a voting system to be considered truly E2E verifiable, it must
provide mechanisms for verification at each stage of the voting process.

Casting Process: The authors discuss various methods that enable voters to cast their votes securely while maintaining
anonymity. Techniques such as encryption and secure channels are explored to protect voter choices from potential
tampering during transmission. Voters are often provided with a unique receipt or verification code, allowing them to

confirm that their vote was recorded accurately.

2.11 ”Development of a fingerprint biometric authentication system for

11
secure electronic voting machines,”
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Authors:B. U. Umar, O. M. Olaniyi, L. A. Ajao, D. Maliki, and I. Okeke Conference/Journal:2019 (Specific conference or
journal name not provided) Publisher:2019

Summary: The paper titled “Development of a Fingerprint Biometric Authentication System for Secure Electronic Voting
Machines” by B. U. Umar et al. addresses the critical need for enhancing the security and integrity of electronic voting
machines (EVMs) through the integration of fingerprint biometric authentication. With growing concerns over electoral
fraud and the need for secure voter identification, this study proposes a robust biometric solution aimed at ensuring that
only eligible voters can cast their votes.

The authors begin by outlining the increasing reliance on electronic voting systems worldwide, alongside the challenges
these systems face, including unauthorized access and the potential for voter impersonation. They emphasize that
traditional methods of voter authentication, such as ID cards or passwords, can be easily compromised. In contrast,
biometric authentication, particularly fingerprint recognition, provides a more secure and reliable means of verifying
voter identity.

The proposed system employs a multi-layered approach, consisting of several key components designed to work together
seamlessly. The first step in the authentication process involves the enrollment phase, where registered voters provide their
fingerprint samples. These samples are then processed to extract unique minutiae features, which are stored securely in a

database for future verification.

2.12 ”An enhanced voters registration and authentication application using

12
iris recognition technology,”

Authors:K. Okokpujie, S. N. John, E. Noma-Osaghae, C. Ndujiuba, and I. Okokpujie Conference/Journal:International
Journal of Civil Engineering and Technology (1JCIET), Vol.

10, No. 2, 2019

Publisher:IAEME Publication

Summary: The paper titled “An Enhanced Voter Registration and Authentication Application Using Iris Recognition
Technology” by K. Okokpujie et al. addresses the challenges faced in the traditional voter registration and authentication
processes, proposing a biometric solution based on iris recognition technology. The authors emphasize the need for a
secure and efficient system to enhance the integrity of electoral processes, as conventional methods are often susceptible to
fraud and errors.

The study begins by discussing the importance of accurate voter registration and authentication in ensuring fair elections.
Traditional approaches, such as the use of identification cards or manual verification, can be easily manipulated, leading to
issues like voter impersonation and duplicate registrations. The authors argue that biometric methods, particularly iris
recognition, offer a promising alternative due to the uniqueness and stability of iris patterns over time.

The proposed application consists of several key components designed to facilitate both voter registration and

authentication during elections:
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Iris Image Acquisition: The authors detail the process of capturing high-quality iris images using specialized cameras.
They emphasize the importance of proper lighting and positioning to ensure that the iris patterns are clearly visible and
can be accurately processed by the system.

Feature Extraction: Once the iris images are captured, the application employs algorithms to extract unique features from
the iris patterns. The authors discuss various techniques for feature extraction, such as wavelet transform and Hamming

distance, and explain how these features are

stored in a secure database for future matching.
Voter Registration Process: The registration phase involves collecting personal information from voters alongside their
iris scans. The authors outline the workflow for registering voters, ensuring that all data is securely encrypted to protect

against unauthorized access and maintain voter privacy

2.13 » «“Improving end-to-end verifiable voting systems with blockchain
13
technologies”

Authors:A. J. Perez and E. N. Ceesay

Conference:2018 IEEE International Conference on Internet of Things (iThings), IEEE Green Computing and
Communications (GreenCom), IEEE Cyber, Physical and Social Computing (CPSCom), and IEEE Smart Data
(SmartData)

Publisher:IEEE, 2018

Summary: The paper titled “Improving End-to-End Verifiable VVoting Systems with Blockchain Technologies” by A. J. Perez
and E. N. Ceesay explores the integration of blockchain technology into end-to-end (E2E) verifiable voting systems to
enhance security, transparency, and voter confidence in the electoral process. As concerns about electoral integrity and
fraud continue to rise, this research highlights how innovative technological solutions can address these critical issues.
The authors begin by outlining the essential components of E2E verifiable voting systems, which allow voters to confirm that
their votes were cast, recorded, and counted accurately. They discuss the limitations of traditional voting systems, such as
susceptibility to tampering and lack of transparency, which can undermine public trust in electoral outcomes. The paper
emphasizes the necessity of a robust solution that combines the advantages of E2E verification with the decentralized
nature of blockchain.

Blockchain Fundamentals: The authors provide an overview of blockchain technology, explaining its key characteristics,
including decentralization, immutability, and transparency. They argue that these features make blockchain an ideal
candidate for securing voting systems, as it can create a tamper-proof record of each vote cast during an election.

Proposed Framework: The proposed voting framework integrates blockchain into the E2E verification process. Voters
first register on the blockchain, where their identities are securely stored. When casting their votes, they receive a

cryptographic token that represents their choice,
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ensuring anonymity while maintaining a verifiable link to their original vote. This token is then recorded on the

blockchain, creating an immutable record of the vote.

14

2.14 ”privacy and data protection issues of biometric applications”

Authors:E. J. Kindt

Conference/Journal: A Comparative Legal Analysis, VVol. 12 Publisher:Springer, 2013

Summary: The paper titled “Privacy and Data Protection Issues of Biometric Applications” by

E. J. Kindt provides a thorough examination of the legal and ethical implications surrounding the use of biometric
technologies in various applications. As biometrics increasingly becomes integral to identity verification systems—such as
those used in banking, border control, and voting—there are growing concerns about privacy and data protection.

The author begins by defining biometrics and its common applications, which include fingerprint recognition, facial
recognition, iris scanning, and voice recognition. Each of these technologies relies on unique physiological or behavioral
characteristics to identify individuals, offering advantages in security and convenience. However, the use of biometric data
raises significant privacy concerns due to its sensitive nature.

Legal Framework: Kindt explores the existing legal frameworks governing the collection and processing of biometric
data. The paper outlines various international laws and regulations, including the European Union’s General Data
Protection Regulation (GDPR), which imposes strict guidelines on how organizations handle personal data, including
biometrics. The author emphasizes the need for clear legal standards to protect individuals’ rights while enabling the
legitimate use of biometric technologies.

Data Protection Challenges: The author discusses the specific challenges posed by biometric data in terms of data
protection. Unlike traditional data, biometric information is permanent and immutable; once compromised, it cannot be
changed like a password. This permanence raises concerns about data breaches and the potential for misuse of sensitive
information. Kindt argues for robust measures to secure biometric databases and limit access to authorized personnel only.
Informed Consent: A key aspect of data protection in biometric applications is obtaining informed consent from
individuals whose data is being collected. The author highlights the importance of transparency in informing users about

how their biometric data will be used, stored,

and shared. Ensuring that individuals fully understand the implications of providing their biometric information is essential

for fostering trust in biometric systems

2.15 ”Security, usability, and biometric authentication scheme for electronic

15
voting using multiple keys”

Authors:M. Ahmad, A. U. Rehman, N. Ayub, M. D. Alshehri, M. A. Khan, A. Hameed, and H. Yetgin
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Conference/Journal:International Journal of Distributed Sensor Networks, Vol. 16, No. 7, 2020 Publisher:SAGE
Publications

Summary: The paper titled “Security, Usability, and Biometric Authentication Scheme for Electronic Voting Using
Multiple Keys” by M. Ahmad et al. addresses the critical intersection of security and usability in electronic voting
systems, emphasizing the need for robust biometric authentication methods. As electoral processes increasingly rely on
technology, ensuring the integrity and accessibility of voting systems is paramount to maintaining public trust in democratic
institutions.

The authors begin by outlining the challenges faced in current electronic voting systems, particularly those related to
security vulnerabilities and user experience. They highlight incidents of electoral fraud, unauthorized access, and the
potential for identity theft as significant threats that undermine the democratic process. In response to these challenges,
the authors propose an innovative biometric authentication scheme that incorporates multiple keys to enhance security
while maintaining user-friendliness.

Biometric Authentication Overview: The paper begins by discussing various biometric authentication methods, including
fingerprint recognition, facial recognition, and iris scanning. The authors argue that biometric systems offer a unique
advantage in voter verification, as they provide a higher level of security compared to traditional methods, such as passwords
or identification cards. However, they also acknowledge the need to address potential usability issues that may arise with
biometric systems.

Proposed Authentication Scheme: The authors present a novel biometric authentication scheme designed specifically for
electronic voting. This scheme utilizes multiple biometric traits—such as fingerprints and facial recognition—to create a
multi-factor authentication process. By requiring multiple keys (biometric traits) for voter verification, the system enhances

security and reduces the

risk of unauthorized access.

16

2.16 ”Fingerprint voting system using arduino”

Authors:A. Piratheepan, S. Sasikaran, P. Thanushkanth, S. Tharsika, M. Nathiya, C. Sivakaran, N. Thiruchchelvan, and K.
Thiruthanigesan

Conference/Journal:Middle-East Journal of Scientific Research, Vol. 25, No. 8, 2017 Publisher:Asian Network for
Scientific Information

Summary: The paper titled “Fingerprint Voting System Using Arduino” by A. Piratheepan et al. presents an innovative
approach to enhancing the electoral process through a fingerprint-based voting system utilizing Arduino technology. The
authors recognize the importance of ensuring secure and efficient voting mechanisms and propose a cost-effective solution
to address challenges in traditional voting systems, such as voter fraud and lengthy procedures.

The study begins with an overview of the existing voting systems, emphasizing their vulnerabilities, including the

potential for multiple voting, impersonation, and lack of transparency. The authors argue that biometric solutions,

© 2025, IJSREM | www.ijsrem.com DOI: 10.55041/1)SREM43165 | Page 15



http://www.ijsrem.com/

g' ‘3&

IJSREM
%{3 gﬁ International Journal of Scientific Research in Engineering and Management (IJSREM)
Volume: 09 Issue: 03 | March - 2025 SJIF Rating: 8.586 ISSN: 2582-3930

particularly fingerprint recognition, can provide a robust framework for secure voting while simplifying the process for
voters.

System Architecture: The authors outline the architecture of the proposed fingerprint voting system, which integrates an
Arduino microcontroller with fingerprint scanning technology. The system consists of several key components, including a
fingerprint sensor, an LCD display for user interaction, and a database for storing voter information.

Fingerprint Registration: The paper details the process for voter registration, wherein individuals provide their fingerprint
data to create a unique profile. This registration phase is crucial, as it establishes a database that will be referenced during
the voting process. The authors emphasize the importance of ensuring that the fingerprint data is securely stored and protected

against unauthorized access.

2.17 ”Do get-out-the-vote calls reduce turnout? the importance of statistical

17
methods for field experiments”

Author:K. Imai
Conference/Journal:American Political Science Review, Vol. 99, No. 2, 2005 Publisher:American Political Science

Association

Summary: The paper titled “Do Get-Out-The-Vote Calls Reduce Turnout? The Importance of Statistical Methods for
Field Experiments” by K. Imai critically examines the impact of get-out- the-vote (GOTV) phone calls on voter turnout,
highlighting the significance of robust statistical methodologies in evaluating the effectiveness of political mobilization
strategies. With electoral participation being a vital aspect of democracy, understanding the factors that influence turnout
is essential for political parties and organizations aiming to engage voters.

Introduction to GOTV Calls: Imai introduces the concept of GOTV calls as a common practice among political campaigns
and advocacy groups aimed at increasing voter turnout. These calls are designed to remind and encourage individuals to
participate in upcoming elections, with the underlying assumption that such interventions will have a positive effect on
turnout rates.

Research Question and Hypothesis: The author poses a critical research question: Do GOTV calls actually reduce voter
turnout? This inquiry challenges the conventional belief that such mobilization efforts always lead to increased
participation. Imai hypothesizes that the effectiveness of GOTV calls may vary depending on the context and the methods
used to assess their impact.

Methodological Framework: A significant portion of the paper is dedicated to discussing the importance of statistical
methods in conducting field experiments related to voter mobilization. Imai critiques common methodological pitfalls,
such as selection bias and inadequate control groups, that can lead to erroneous conclusions about the effectiveness of
GOTV interventions. He emphasizes the need for rigorous experimental designs that account for these issues to yield

valid results.
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18

2.18 »M-vote: a reliable and highly secure mobile voting system”

Authors:A. Khelifi, Y. Grisi, D. Soufi, D. Mohanad, and P. Shastry

Conference/Journal:2013 Palestinian  International ~ Conference  on Information  and
Communication Technology

Publisher:1EEE, 2013

Summary: The paper titled “M-Vote: A Reliable and Highly Secure Mobile VVoting System” by

A. Khelifi et al. addresses the increasing demand for secure and efficient voting mechanisms in the digital age,
particularly focusing on mobile voting systems. As mobile technology becomes ubiquitous, the authors propose M-Vote,
a mobile voting solution designed to enhance voter accessibility and security while maintaining the integrity of the

electoral process.

Introduction to Mobile Voting: The authors begin by outlining the challenges associated with traditional voting systems,
including logistical issues, accessibility barriers, and concerns about voter fraud. They highlight the potential of mobile
voting systems to address these challenges by allowing voters to cast their ballots conveniently using their mobile
devices.

System Architecture: The M-Vote system is designed with a robust architecture that incorporates multiple layers of security
to ensure the integrity and confidentiality of the voting process. The authors detail the various components of the system,
including the user interface, backend server, and database management system, emphasizing the importance of each in
maintaining a reliable voting environment.

Security Features: A significant focus of the paper is on the security mechanisms implemented within the M-Vote system.
The authors discuss the use of encryption techniques to protect voter data and ensure secure transmission of votes.
Additionally, they outline measures to prevent unauthorized access, such as multi-factor authentication and secure user
identification processes.

19

2.19 ”Ethical, legal, and social implications of biometric technologies”

Authors:S. Tanwar, S. Tyagi, N. Kumar, and M. S. Obaidat Conference/Journal:Biometric-Based Physical and
Cybersecurity Systems, 2019 Publisher:Springer

Summary: The paper titled “Ethical, Legal, and Social Implications of Biometric Technologies” by S. Tanwar et al.
examines the multifaceted issues surrounding the implementation and use of biometric technologies in various
applications, including security, law enforcement, and personal identification. As biometric systems gain prevalence due
to their perceived benefits in enhancing security and efficiency, it becomes essential to address the ethical, legal, and
social implications that accompany their deployment.

Introduction to Biometric Technologies: The authors begin by defining biometric technologies and their applications,

which include fingerprint recognition, facial recognition, iris scanning, and voice recognition. They highlight the
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increasing adoption of these technologies in both public and private sectors as a response to growing security concerns
and the need for reliable identity verification.

Ethical Considerations: A significant focus of the paper is on the ethical dilemmas posed by biometric technologies. The
authors discuss issues related to consent, privacy, and the potential for misuse of biometric data. They emphasize the

importance of obtaining informed consent from

individuals before collecting their biometric information and ensuring transparency in how this data is used and stored.

Legal Framework: The paper outlines the existing legal frameworks governing biometric technologies across different
jurisdictions. The authors analyze various laws and regulations related to data protection, privacy rights, and surveillance,
highlighting gaps and inconsistencies in the legal landscape. They advocate for comprehensive legislation that addresses

the unigue challenges posed by biometric data.

2.20 ”An  examination of  afghanistan’s 2018  wolesi  jirga

20
elections:Chaos,confusion and fraud”

Authors:T. H. Johnson and R. J. Barnhart

Conference/Journal:Journal of Asian Security and International Affairs, Vol. 7, No. 1, 2020 Publisher:SAGE Publications
Summary: The paper titled “An Examination of Afghanistan’s 2018 Wolesi Jirga Elections: Chaos, Confusion and Fraud”
by T. H. Johnson and R. J. Barnhart analyzes the contentious and turbulent nature of the 2018 parliamentary elections in
Afghanistan. The authors delve into the myriad challenges faced during the electoral process, including allegations of fraud,
logistical issues, and the overall impact on the democratic landscape of the country.

Context of the 2018 Elections: Johnson and Barnhart provide a backdrop to the 2018 Wolesi Jirga elections, explaining
the significance of this electoral event in the context of Afghanistan’s ongoing struggle for democratic governance. They
highlight previous electoral failures and the continued influence of political instability and insecurity on the electoral
process.

Pre-Election Preparations: The authors discuss the preparatory phase of the elections, including the role of the Independent
Election Commission (IEC) and the challenges faced in organizing a transparent and fair election. They note issues such
as insufficient funding, lack of public trust in electoral institutions, and the logistical difficulties posed by the country’s
geography and security situation.

Election Day Chaos: A significant portion of the paper is devoted to describing the chaos that unfolded on election day.
Johnson and Barnhart recount incidents of violence, intimidation, and confusion at polling stations. They highlight how

these factors contributed to a climate of fear that affected voter turnout and participation.

Chapter 3

Analysis / Software Requirements Specification (SRS)
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3.1 introduction

311 Purpose of the Document

This section articulates the goal of the Software Requirements Specification (SRS). It explains why the document is created,
who will use it, and what they can expect to find within it. The purpose might include facilitating communication between

stakeholders, guiding development teams, or serving as a reference for testing and validation.
3.1.2 Scope of the Software System

Here, the boundaries of the software system are defined. It outlines what functionalities are included in the system and what
functionalities are excluded. This section helps stakeholders understand the extent of the project and what they can expect

from the final product.
3.1.3 Definitions, Acronyms, and Abbreviations

To ensure clarity and consistency throughout the document, this section provides definitions for technical terms,
acronyms, and abbreviations that are used. It helps avoid misunderstandings and ensures that everyone interpreting the

document understands the terminology used.

3.2 Overall Description

3.2.1 Product Perspective

This section describes how the software system fits into the larger context of the environment in which it operates. It
might include discussions about other systems it interacts with, interfaces it

has, and dependencies it relies upon.
3.2.2 Product Functions

Here, the high-level functions or features of the software system are outlined. It provides stakeholders with an overview of

what the system can do without diving into the specifics of how it does it.
3.2.3 User Classes and Characteristics

This section identifies the different types of users who will interact with the system and describes their characteristics.

Understanding the user base helps in designing user interfaces and tailoring functionalities to meet their needs.
3.24 Operating Environment

Details about the hardware, software, and network environments in which the system will operate are provided here. It

includes information about supported platforms, system requirements, and any specific environmental considerations.
3.2.5 Design and Implementation Constraints

Constraints that impact the design and implementation of the system are documented here. This might include limitations

on technologies that can be used, compatibility requirements with existing systems, or regulatory constraints.
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3.2.6 Assumptions and Dependencies

This section outlines any assumptions made during the requirements gathering process and dependencies the system has
on external factors. It helps stakeholders understand the context in which the requirements were developed and identifies

potential risks.

3.3 Specific Requirements

3.3.1 External Interface Requirements

Details about the interfaces the system has with external entities such as users, other systems, or hardware devices are

provided here. It includes descriptions of user interfaces, APIs, and data exchange formats.
3.3.2 Functional Requirements

Functional requirements describe the specific behaviors and functionalities of the system. These are typically presented as a

list of features, use cases, or user stories, each accompanied by detailed

descriptions of expected behavior.

3.3.3 Performance Requirements

Quantifiable criteria related to the performance of the system are outlined here. This includes metrics such as response

times, throughput, and system availability under different load conditions.
334 Design Constraints

Constraints imposed by architectural or design decisions are documented in this section. It might include limitations on

the choice of technologies, design patterns to be followed, or constraints related to scalability and maintainability.
3.35 Software System Attributes

Quality attributes such as reliability, maintainability, and security are specified here. These attributes describe the non-

functional aspects of the system that are important for its overall quality.
3.3.6 Other Requirements

Any additional requirements that don’t fit into the previous categories are documented here. This might include legal or

regulatory requirements, constraints related to user experience, or specific business rules.

3.4 Appendices

This section contains supplemental information that supports the main body of the SRS. It might include diagrams,
mockups, prototypes, data dictionaries, or detailed technical specifications. Appendices are used to provide additional
context or detail that is not essential to understanding the core requirements but may be useful for developers, testers, or

other stakeholders.
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Chapter 4

System Design

4.1 System Architecture

41.1 Client-Server Model

The system can be designed based on a client-server architecture, where client devices (voting machines) interact with a

central server for voter authentication and vote tallying.
4.1.2 Distributed Architecture
Alternatively, a distributed architecture can be employed, where authentication and vote tallying processes are distributed

across multiple nodes to enhance scalability and fault tolerance.

4.2 User Interface Design

4.2.1 Voter Registration Interface

Design a user-friendly interface for voter registration, where voters provide their biometric data (fingerprint) and other

relevant information.
4.2.2 Voting Interface

Develop an intuitive interface for casting votes, displaying candidates’ names, parties, and other relevant information

clearly.
4.2.3 Confirmation Interface

Include a confirmation step to allow voters to review their choices before submitting their votes securely.

4.3 Biometric Authentication

43.1 Fingerprint Recognition

Implement robust fingerprint recognition algorithms to authenticate voters’ identities securely.
4.3.2 Biometric Database

Establish a centralized database to store voters’ biometric data securely, ensuring privacy and compliance with data

protection regulations.
4.3.3 Biometric Matching

Employ efficient biometric matching algorithms to compare captured fingerprints with stored templates for
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authentication.

4.4 Security Measures

Data Encryption: Use encryption techniques to secure communication channels between client devices and the central
server, preventing unauthorized access and tampering.

Access Control: Implement strict access control measures to restrict access to sensitive system components, such as the
biometric database and administrative interfaces.

Audit Trail: Maintain a comprehensive audit trail to track all system activities, including voter registrations,

authentication attempts, and vote tallies, for accountability and transparency.

4.5 Scalability and Performance

Load Balancing: Employ load balancing techniques to distribute incoming traffic evenly across multiple server nodes,
ensuring optimal performance and scalability during peak voting periods. Database Optimization: Optimize database

queries and indexing to handle large volumes of voter data efficiently, minimizing latency and ensuring responsiveness.

4.6 Redundancy and Fault Tolerance

Redundant Servers: Deploy redundant server nodes and data replication mechanisms to ensure high availability and fault
tolerance, minimizing the risk of system downtime.
Failover Mechanisms: Implement failover mechanisms to automatically switch to backup servers in the event of hardware

failures or network outages, ensuring uninterrupted voting operations.

4.7 Compliance and Standards

Legal and Regulatory Compliance: Ensure compliance with relevant laws, regulations, and electoral guidelines governing the
use of biometric technology in voting systems, such as data protection regulations and election integrity laws.
Industry Standards: Adhere to industry standards and best practices for system security, biometric authentication, and

software development to uphold the integrity and reliability of the fingerprint voting system.

4.8 Testing and Quality Assurance

Unit Testing: Conduct rigorous unit testing of individual system components, including biometric algorithms, database
operations, and communication protocols, to verify their functionality and correctness.

Integration Testing: Perform comprehensive integration testing to validate the interaction and interoperability of system
modules, ensuring seamless operation during real-world scenarios.

Security Testing: Conduct thorough security testing, including vulnerability assessments and penetration testing, to

identify and address potential security vulnerabilities and threats.
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Chapter 5

Methodology

5.1 1. Fingerprint Voting System Methodology

5.11 Hardware Integration

The system uses an Adafruit Fingerprint Sensor connected to an Arduino via software serial communication. The sensor

reads the fingerprint of a voter and matches it against previously stored templates.
512 Fingerprint Enrollment and Matching

During the initial setup, fingerprints of voters are enrolled and stored in the sensor’s memory. In the main loop, the sensor
continuously checks for any fingerprint input using the getFingerprintiD() function. When a finger is placed on the

sensor, the fingerprint is matched with the pre-registered templates.
51.3 Vote Registration

Once a valid fingerprint is detected, the system registers a vote. This is done by encoding the vote into a string format
(e.g., ”al23b234...”), where each segment represents a candidate’s votes. The system provides a unique fingerprint ID and

associates it with the candidate, ensuring each voter casts a single vote.
514 Data Transmission

The vote data string is transmitted to the ESP8266 Wi-Fi module via serial communication for further processing and

cloud storage.

CHAPTER 5. METHODOLOGY

52 2. ESP8266 Wi-Fi and ThingSpeak Integration Methodology

521 Wi-Fi Setup

The ESP8266 is programmed to connect to a specified Wi-Fi network using the provided SSID and password. The Wi-Fi

connection enables communication between the local system and the remote server (ThingSpeak).
5272 Data Reception

The ESP8266 listens for incoming serial data from the Arduino, which contains the vote information in a structured string

format.
523 Data Parsing

The incoming string data is parsed to extract individual values. Each value corresponds to votes for a specific candidate or
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voting metrics. These values are then formatted for upload to the ThingSpeak platform.
524 HTTP POST Request Formation

An HTTP POST request is created, where the parsed data is assigned to different fields in the ThingSpeak channel. For
instance, values like a=123, b=234, etc., are mapped to different fields (field1, field2, etc.).

525 Data Upload to ThingSpeak

The ESP8266 connects to the ThingSpeak server and sends the HTTP POST request containing the vote data. ThingSpeak

records the data and provides real-time visualization of the voting results.
5.2.6 Ensuring Compliance with API Restrictions

A delay of 15 seconds between each upload is enforced to comply with ThingSpeak’s requirement of limiting updates to

once every 15 seconds.
5.2.7 Closing the Connection

After the data has been uploaded, the connection to the ThingSpeak server is closed, and the system waits for the next vote

transmission.
Chapter 6

Implementation
In this implementation, we combine a fingerprint sensor with an ESP8266 Wi-Fi module to create a basic loT-based voting

system. The key components include the fingerprint sensor for voter authentication and the ESP8266 for transmitting the

voting data to the ThingSpeak server for real-time monitoring.

6.1 Components

6.1.1 Adafruit Fingerprint Sensor

Figure 6.1
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Used for authenticating voters through fingerprint recognition. It captures the fingerprint,

compares it to stored templates, and returns a unique 1D if matched.

6.1.2 Arduino Uno

2 < = C \ « M N o~
; . - 8CLSDAL Z o \3 o @ R W $ 7
'©20°, C16 - AR | ERAT i
-GG e pmiON DIGITAL P

- Wat R17 AN
- 2D N

2 RX

= RY g
4 qawR? i R EELN
= eRTX c 3

WERR8 -

(o C8°

L edd rys
.,. = =210 (o) o) OfXt i Be! d
34 77 crimycapm)  “RR1G RX TX 5U GND

scL SDA S5V GND
3,3V 3.3V GND GND

o
.

-
.
1)

At Rttt %
ditlaaastistae
At tentaltaite

Figure 6.2

Microcontroller used to manage fingerprint sensor data, perform fingerprint matching, and handle communication
between the sensor and ESP8266.

6.1.3 ESP8266 Wi-Fi Module

Connects the system to the internet via a Wi-Fi network, transmitting the voting data to the cloud (ThingSpeak) for

remote monitoring and visualization.

6.1.4 ThingSpeak API

Cloud platform for storing and visualizing data. In this project, it is used to receive and store votes transmitted by the
ESP8266 module.

6.1.5 Breadboard

Serves as a platform for connecting the components, including the fingerprint sensor and ESP8266, to the Arduino without

soldering.
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Figure 6.3
6.1.6 Jumper Wires

Used to connect the components on the breadboard to the Arduino and ESP8266 for signal and power transmission.

6.1.7 5V Power Supply or USB Cable

Powers the Arduino and ESP8266, which in turn power the fingerprint sensor.

6.1.8 LCD Display
Can be used to display system information such as whether a fingerprint has been successfully recognized and a vote has

been cast.

Can be added for additional input options, such as confirming the vote after fingerprint authentication.
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Figure 6.4

6.2 Implementation Steps
6.2.1 1. Hardware Setup

Connect the fingerprint sensor to the Arduino using the following pin connections: TX (sensor)

— Pin 2 (Arduino) RX (sensor) — Pin 3 (Arduino) VCC — 5V GND — GND Connect the ESP8266 Wi-Fi Module to
the Arduino for communication: TX (ESP8266) — Pin 10 (Arduino) RX (ESP8266) — Pin 11 (Arduino) VCC — 3.3V
GND — GND

6.2.2 2. Fingerprint Enrollment

Before using the system, fingerprints need to be enrolled into the sensor’s memory using the Enroll() function. This involves:
Scanning the fingerprint multiple times to capture its image and store it under a unique ID. The unique ID serves as a

voter’s identification during the voting process.
6.2.3 3. Fingerprint Authentication (Voting Process)

Once the fingerprints are enrolled, the system enters the main voting loop:

The fingerprint sensor continuously checks for a finger placed on the sensor using the getFingerprintID() function. If a
registered fingerprint is detected, it matches the fingerprint with the stored templates in its memory. Each fingerprint is
associated with a unique voter ID. The system recognizes the voter and allows them to cast a vote. The vote is encoded as

a string with each candidate’s vote represented by fields (e.g., a, b, etc.).
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6.2.4 4. Data Formatting and Transmission

After casting a vote, the system encodes the vote into a string format: ”al23b234c345...g456”, where each letter
corresponds to a candidate and the number represents the number of votes. The string is sent to the ESP8266 module,

which processes the vote data.
6.2.5 5. ESP8266 Wi-Fi Setup

The ESP8266 connects to the configured Wi-Fi network using the SSID and password. Once connected, the ESP8266

listens for incoming vote data from the Arduino through serial communication.
6.2.6 6. Data Parsing

When the ESP8266 receives the vote string from the Arduino, it parses the string into individual candidate values. Each

value (e.g., 123 for a) is extracted for transmission to the cloud.
6.2.7 7. Data Upload to ThingSpeak

After parsing the vote string, the ESP8266 prepares an HTTP POST request to send the vote data to ThingSpeak. The API
key and data fields are included in the POST request. Each parsed vote value is mapped to a corresponding field in the

ThingSpeak channel. The ESP8266 sends the POST request to ThingSpeak, where the vote data is recorded.
6.2.8 8. Real-Time Data Visualization

On the ThingSpeak platform, the voting data is visualized in real-time, with each field representing votes for different

candidates. Users can monitor the voting progress via the ThingSpeak dashboard.
6.2.9 9. Ensuring Smooth Operation

A delay of 15 seconds between each vote upload is implemented to adhere to ThingSpeak’s API rate limits, ensuring data

is sent without interruption.
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Chapter 7

Testing

The testing phase is a critical part of the Fingerprint Voting System, ensuring that all components function correctly and
the system meets the necessary requirements for accuracy, security, and efficiency. The following subsections detail the

testing methodologies used.
7.0.1 Unit Testing

In this phase, individual components of the system were tested independently to verify that each module performs as

expected. This includes the fingerprint sensor module, the database connection, and the voting logic. Each unit test

involved:

. Verifying that the fingerprint sensor correctly captures and processes fingerprint data.
. Ensuring that data is correctly sent to and retrieved from the voter database.

. Testing the logic of vote submission and ensuring that votes are counted correctly.
7.0.2 Integration Testing

Once the individual units were validated, integration testing was performed to ensure that all modules work together as a

unified system. This included:
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. Verifying communication between the fingerprint scanner and the voting application.
. Ensuring seamless interaction between the voter database, fingerprint authentication, and vote casting modules.
. Testing the entire workflow of user authentication, vote submission, and result storage.
7.0.3 System Testing

System testing was conducted to assess the system’s overall functionality in a real-world environment. The following

factors were evaluated:

. Load Testing: Simulating multiple voters attempting to authenticate and cast their votes simultaneously to
test system performance under heavy load.

. Security Testing: Ensuring that unauthorized users cannot access the system or manipulate the voting data.

. User Acceptance Testing (UAT): Involving a group of users to evaluate the system’s usability and reliability in a

mock election scenario.

7.0.4 Performance Testing

The performance of the fingerprint voting system was tested to ensure it operates efficiently within acceptable time limits.

This involved:

. Response Time: Measuring the time taken for the fingerprint system to recognize a user and for the vote to be
cast.

. Throughput: Assessing how many voters the system can handle in a given time period without performance

degradation.

7.0.5 Bug Fixing and Retesting

After initial tests, any identified bugs were addressed and fixed. The system was then retested to ensure that all issues

were resolved without introducing new ones. This process included:

. Regression Testing: Verifying that recent code changes did not adversely affect existing functionality.
. Re-validation: Ensuring that the fixed bugs do not reappear and that the system meets the set requirements.
7.0.6 Final Review and Sign-Off

After completing all phases of testing, the system was reviewed to ensure it met all technical, security, and performance

standards. Upon successful completion, the system was approved for deployment in the voting environment.
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7.0.7 Result

.

Figure 7.1

Figure 7.2
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Figure 7.3

Figure 7.4
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Sr. No Party Name Votes Cast
1 Party 1 120
2 Party 2 150
3 Party 3 100

Total Votes for Party 2: 150 (Winner)

Figure 7.5

Chapter 8

8.1 conclusion

We conclude that it demonstrates a comprehensive implementation of an loT-based system using the ESP8266
microcontroller and ThingSpeak cloud integration. The system successfully connects to a Wi-Fi network, receives data
from various sensors or inputs, processes the data, and uploads it to ThingSpeak for real-time monitoring and analysis.
This setup offers an efficient way to handle multiple types of data, ensuring each data value is parsed accurately and sent to
the respective field on the cloud.

The first code handles Wi-Fi connectivity and data transmission, highlighting how the ESP8266 can interact with cloud-
based platforms like ThingSpeak using HTTP requests. The second code emphasizes data handling, where input data is
parsed based on specific markers, ensuring correct values are extracted and sent to ThingSpeak. This process ensures that
the system can handle complex data inputs from various sources and transmit them reliably.

This approach is highly scalable and adaptable to different loT applications, such as home automation, environmental
monitoring, or industrial data logging. It also lays a strong foundation for future development, including the integration of
more advanced sensors, real-time alert systems, or enhanced security protocols. Ultimately, this project offers a solid
framework for building robust and reliable 10T systems with cloud integration capabilities.

In conclusion, this project demonstrates a practical and scalable way to build an 10T system with the ESP8266 and
ThingSpeak. With its real-time monitoring capabilities, cloud-based data storage, and visualization, this system opens the
door to numerous applications in smart environments, remote sensing, and automation. The modular nature of the system

also ensures that it can be easily expanded and adapted to meet the growing demands of future 10T applications.

© 2025, IJSREM | www.ijsrem.com DOI: 10.55041/1)SREM43165 | Page 33


http://www.ijsrem.com/

&gl . 33%

i# IJSREM
*gﬁ International Journal of Scientific Research in Engineering and Management (IJSREM)
w Volume: 09 Issue: 03 | March - 2025 SJIF Rating: 8.586 ISSN: 2582-3930

CHAPTER 8.

8.2 Future Work

8.2.1 Usability Improvements

Conduct user studies and usability tests to identify and address usability issues, ensuring that the voting process is
intuitive and accessible to all voters, including those with disabilities or limited technical proficiency.
Explore innovative user interface designs and interaction paradigms to streamline the voting experience and

accommaodate diverse user preferences.
8.2.2 Biometric Technology Advancements

Investigate advancements in biometric recognition technology, such as multimodal biometrics (combining fingerprints
with other biometric modalities), to improve the accuracy and reliability of voter authentication.
Research novel approaches for biometric template protection and privacy-preserving authentication techniques to address

concerns related to data privacy and security.
8.2.3 Security Enhancements

Develop and evaluate advanced cryptographic techniques and security protocols to enhance the security of fingerprint
voting systems, safeguarding against emerging threats such as insider attacks, tampering, and manipulation of biometric
data.

Investigate techniques for ensuring the integrity and verifiability of voting results, including cryptographic verifiable

voting schemes and end-to-end verifiable systems.
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