) 5 1!§‘
@5&} International Journal of Scientific Research in Engineering and Management (IJSREM)

Volume: 10 Issue: 05 | May - 2026

SJIF Rating: 8.659

ISSN: 2582-3930

FOCAL VISION: Intelligent AI-Powered Image Forensic and
Manipulation Detection System

MR. KARAN MARUTI ARADE
Ashokrao Mane Group Of Institution, Vathar
Department of Computer Science and Engineering
karanarade@gmail.com

MR. ASHISH KRUSHNAT DHUMAL
Ashokrao Mane Group Of Institution, Vathar
Department of Computer Science and Engineering
ashishdhumall76(@gmail.com

MR. PRADIP VIKAS PATIL
Ashokrao Mane Group Of Institution, Vathar
Department of Computer Science and Engineering
patilp993 1 @gmail.com

Abstract : Digital image manipulation and Al-generate
d synthetic content have become major challenges in
the fields of cybersecurity, journalism, digital evidence
verification, and social media authentication. The rapid
advancement of image editing software and deepfake
generation techniques has increased the demand for
intelligent and automated image forensic systems
capable of accurately detecting manipulated content.
The present paper focuses on an Al-powered image
forensics system for detection and localization of forged
and Al-generated images. This system is named

FOCAL VISION.
The proposed system uses Convolutional Neural
Networks (CNNs), Vision Transformer (ViT),

RetinaNet, YOLOVS, EfficientNet, and GAN detection
models to automatically extract image features and
identify manipulated regions with high accuracy. While
conventional image forensic approaches mainly rely on
handcrafted feature extraction techniques and
machine learning classifiers such as Support Vector
Machine (SVM), these methods require manual feature
engineering and often fail against sophisticated image
manipulations. Deep learning and transformerbased
architectures overcome these limitations by
automatically learning complex spatial and contextual
features directly from digital images.

Before processing the images through the trained
models, preprocessing techniques such as Error Level
Analysis (ELA), normalization, metadata extraction.
noise reduction, and image enhancement are
performed to improve detection accuracy and
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robustness. The proposed framework is trained and
evaluated using publicly available benchmark datasets
such as CASIA and FaceForensics++, which are widely
used for image forgery and deepfake detection
research. Experimental results demonstrate that the
proposed deep learning-based framework achieves
high accuracy, precision, recall, and robustness for
manipulation detection and localization tasks. The
advanced system also aims to support real-time
forensic analysis and scalable deployment through a
web-based interface for accessibility and ease of use.
The proposed framework assists forensic investigators,
cybersecurity analysts, journalists, and digital media
professionals in accurately identifying manipulated
images, reducing manual verification effort, and

improving the reliability of digital content
authentication.
INDEX  TERMS: Artificial Intelligence,

Convolutional Neural Network, Deep Learning,
Image Forensics, Forgery Detection, Deepfake
Detection, Vision Transformer, YOLOVS, Explainable
Al, Error Level Analysis, GAN Detection, Image
Processing, Computer Vision, Transfer Learning,
Digital Image Authentication.

1.INTRODUCTION

Digital image manipulation and Al-generated synthetic
media have become major concerns in the modern digital
world. Advanced image editing software, deepfake
technologies, and generative Al tools allow users to
modify digital images with high realism, making forged
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content increasingly difficult to identify. Manipulated
images can spread misinformation, create cybersecurity
threats, and compromise the authenticity of digital
evidence used in journalism, legal investigations, and
social media platforms. In many cases, manipulated
images appear visually authentic, making early and
accurate detection extremely important to prevent misuse
and maintain trust in digital media.

Traditional image forensic methods mainly depend on
manual inspection and statistical analysis of image
artifacts. However, manual examination requires expert
knowledge, significant time, and computational effort.
Furthermore, conventional machine learning approaches
such as Support Vector Machines (SVMs) and handcrafted
feature-based methods depend heavily on manually
extracted features and high-quality images, limiting their
effectiveness against modern Al-generated manipulations
and deepfake content.

Recently, significant advancements in Deep Learning and
Computer Vision have improved the performance of
automated  image  forgery  detection  systems.
Convolutional Neural Networks (CNNs) have
demonstrated strong capability in automatically learning
complex image features directly from manipulated images
without requiring manual feature engineering. Researchers
have successfully applied deep learning architectures such
as ResNet, EfficientNet, RetinaNet, YOLO, and Vision
Transformers (ViT) for image forgery detection and
localization tasks. Transfer learning techniques further
enhance performance by utilizing pretrained models
trained on large-scale datasets, reducing training
complexity and improving generalization capability.
Although deep learning-based image forensic systems
have achieved promising results, challenges such as
manipulation localization, model interpretability, dataset
imbalance, and real-time deployment still remain. Existing
approaches often focus on only a single type of forgery and
may fail against complex Al-generated synthetic images.
In this work, we introduce FOCAL VISION, an intelligent
Al-powered image forensics and manipulation detection
system designed to detect and localize forged and
Algenerated images with high accuracy. The proposed
framework integrates preprocessing techniques, Error
Level Analysis (ELA), metadata extraction, CNNs, Vision
Transformers, YOLOvV8, RetinaNet, GAN detectors, and
Explainable Al methods to provide accurate, robust, and
interpretable forensic analysis. The system is developed as
a web-based platform capable of real-time image
authentication, making it suitable for large-scale forensic
investigation, cybersecurity applications, and digital
media verification.
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2. LITERATURE REVIEW:

Initially, research in digital image forgery detection
mainly relied on traditional image processing and
classical machine learning techniques. Handcrafted
features such as noise inconsistencies, compression
artifacts, pixel variations, edge distortions, and color
abnormalities were extracted from digital images for
forgery analysis. These features were then processed
using classifiers such as Support Vector Machine (SVM),
Decision Trees, and Principal Component Analysis
(PCA) for manipulation detection. Although these
techniques achieved acceptable performance under
controlled conditions, their accuracy highly depended on
manual feature extraction quality and preprocessing
techniques, making them less effective against modern
Al-generated manipulations and deepfake content.

With the rapid advancement of Deep Learning and
Computer Vision, Convolutional Neural Networks
(CNNs) became widely adopted for automatic image
forgery detection without requiring handcrafted feature
engineering. Deep learning architectures such as
AlexNet, ResNet, VGGNet, and EfficientNet
demonstrated strong capability in learning hierarchical
image features directly from manipulated images. These
models achieved high accuracy in detecting copy-move
forgery, image splicing, object removal, and deepfake
manipulations using benchmark datasets such as CASIA,
FaceForensics++, and Celeb-DF.

To further improve detection performance and
generalization capability, researchers introduced transfer
learning and ensemble learning techniques. Pre-trained
deep learning models such as ResNet50, InceptionNet,
EfficientNet, ShuffleNet, and Vision Transformer (ViT)
were fine-tuned for image forensics applications. Some
approaches combined multiple deep learning
architectures using feature fusion and optimization
frameworks to improve classification accuracy and
localization performance. These ensemble-based
methods achieved better results for both binary forgery
detection and multi-class manipulation classification
tasks.

In addition to CNN-based approaches, several studies
explored the use of object detection and localization
frameworks such as Faster R-CNN, RetinaNet, YOLO,
and Mask R-CNN for identifying manipulated regions
within digital images. More recently, transformer-based
architectures and GAN detection models have gained
significant attention for detecting Al-generated synthetic
images and deepfake content. Explainable Al techniques
such as Grad-CAM were also introduced to improve
interpretability by highlighting suspicious manipulated
regions responsible for model predictions.
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Despite the significant progress in image forensics
research, several challenges still remain unresolved.
Existing systems often suffer from dataset imbalance,
limited generalization capability, lack of interpretability,
and difficulty in detecting highly realistic Al-generated
manipulations. Furthermore, real-time deployment and
scalable implementation for practical forensic applications
continue to be challenging. Therefore, there remains a
need for a robust, interpretable, and scalable Alpowered
image forensic framework capable of accurately detecting
and localizing diverse image manipulations in real-world
scenarios.

3. PROPOSED SYSTEM:

3.1. System description:

FOCAL VISION is an intelligent Al-powered image
forensics and manipulation detection platform designed
to detect, classify, and localize forged and Al-generated
images. The proposed system is developed to address
the growing challenges of digital image manipulation
by providing accurate, fast, scalable, and automated
forensic analysis. By utilizing advanced deep learning
and computer vision techniques, the framework can
identify subtle manipulation artifacts that are often
difficult to detect through manual inspection, thereby
improving the reliability of digital content
authentication.

The system operates through a well-defined processing
pipeline that begins with image acquisition and

preprocessing, followed by automated feature
extraction, forgery localization,  manipulation
classification, and explainable Al analysis. For

optimized performance and faster convergence, the
framework integrates multiple pre-trained deep learning
architectures including ResNet50, EfficientNet, Vision
Transformer (ViT), RetinaNet, YOLOvS, and GAN
detection models using transfer learning techniques.
The preprocessing stage standardizes input images
through operations such as normalization, resizing,
Error Level Analysis (ELA), metadata extraction,
contrast enhancement, and noise reduction to improve
detection accuracy and robustness.

The feature extraction and classification modules
automatically learn complex spatial, contextual, and
texture-based features from digital images without
requiring manual feature engineering. The localization
module identifies suspicious manipulated regions using
object detection techniques, while the GAN detection
module analyzes Al-generated synthetic content and
deepfake artifacts. The framework then classifies the
image as authentic or manipulated and generates
detailed localization outputs for forensic analysis. To
improve interpretability and user confidence, the
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proposed system integrates Explainable Al techniques
such as Grad-CAM to highlight manipulated regions
responsible for model predictions. The generated
attention heatmaps help forensic analysts better
understand model behavior and improve trust in the
automated detection process.

For enhanced accessibility and real-world deployment,
the proposed framework is implemented as a
userfriendly web-based application. Users can upload
images and instantly obtain forensic predictions,
localization heatmaps, confidence scores, and
downloadable forensic reports. The system is scalable,
efficient, and suitable for deployment in cybersecurity
applications, journalism, law enforcement agencies,
digital media verification systems, and remote forensic
environments where expert analysis may not always be
available.

3.2. Functional Modules:

1. Image Input Module

This is the initial component of the FOCAL VISION
system that allows users to upload digital images through
the web-based application. The module supports
commonly used image formats such as JPEG, PNG, BMP,
and TIFF. It also performs basic validation to ensure that
the uploaded image satisfies the required quality,
resolution, and format criteria necessary for forensic
analysis. The module is designed to be simple and
userfriendly so that both technical and non-technical users
can easily interact with the system.

2. Image Preprocessing Module

The objective of this module is to improve image quality
and standardize the input before forensic analysis is
performed. Digital images may vary in resolution,
compression quality, lighting conditions, and device
specifications.  Therefore, this module performs
preprocessing operations such as image resizing,
normalization, noise reduction, contrast enhancement,
metadata extraction, and Error Level Analysis (ELA).
These preprocessing techniques help improve the visibility
of manipulation artifacts, inconsistencies, and suspicious
regions, thereby enhancing the overall performance and
robustness of the deep learning models used for forgery
detection.

3. Feature Extraction and Classification Module

This is the core analytical component where the system
applies deep learning for image forgery detection and
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classification. The module uses pre-trained deep learning
architectures such as ResNet50, EfficientNet, and Vision
Transformer (ViT) combined with transfer learning
techniques to automatically extract meaningful image
features.

The extracted features are analyzed to determine whether
the image is authentic or manipulated. Unlike traditional
machine learning approaches that rely on handcrafted
features, deep learning models automatically learn
complex spatial and contextual patterns directly from
images, significantly improving detection accuracy and
reducing manual feature engineering efforts.

4. Explainable AI Module

This module is responsible for detecting and localizing
manipulated regions within digital images. Advanced
object detection models such as RetinaNet and YOLOv8
are utilized to identify suspicious tampered regions and
generate localization outputs such as bounding boxes and
heatmaps.

The localization process helps forensic investigators
visually identify manipulated areas within the image and
improves the interpretability of the overall detection
system.

5. Multi-Disease Screening Module

This module focuses on identifying Al-generated synthetic
content and deepfake images created using Generative
Adversarial Networks (GANs). The detector analyzes
texture inconsistencies, facial artifacts, frequency-domain
irregularities, and latent-space patterns commonly found
in Al-generated images.

The module improves the capability of the framework to
detect modern synthetic media manipulations that are
difficult to identify using conventional forensic methods.

6. Report Generation Module

This module generates detailed forensic analysis reports
containing prediction results, manipulation type,
confidence score, metadata analysis, localization
heatmaps, and explainable Al visualizations. The reports
can be generated in multiple formats such as PDF and
JSON for storage, sharing, and future forensic
investigation.

The generated reports improve documentation and assist
analysts in maintaining digital forensic records efficiently.
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7. User Interface Module

This module provides a visually appealing and easy-to-use
interactive web interface for users. The interface allows
users to upload images, view forensic predictions, analyze
localization heatmaps, and download forensic reports. The
user interface is responsive across multiple device sizes
and is designed for real-time accessibility, making the
system suitable for deployment in cybersecurity
environments, journalism platforms, digital verification
systems, and law enforcement applications.

3.3. System Workflow

The workflow of the FOCAL VISION system begins
when the user uploads a digital image through the
webbased application. Once the image is successfully
received by the system, it undergoes a preprocessing
stage to improve image quality and standardize the input
for accurate forensic analysis. The preprocessing
operations include image resizing, normalization,
contrast enhancement, noise reduction, metadata
extraction, and Error Level Analysis (ELA) to highlight
possible manipulation artifacts and inconsistencies
within the image.

After preprocessing, the processed image is passed into
the deep learning framework where feature extraction,
forgery detection, and manipulation classification are
performed using multiple pre-trained models such as
ResNet50, EfficientNet, Vision Transformer (ViT),
RetinaNet, YOLOvVS, and GAN detection architectures.
These models automatically learn complex spatial,
contextual, and texture-based features from the image to
determine whether the image is authentic or manipulated.
The forgery localization module then identifies
suspicious tampered regions within the image and
generates localization outputs such as bounding boxes
and attention heatmaps. Additionally, the GAN detection
module analyzes the image to identify Al-generated
synthetic content and deepfake artifacts.

To improve transparency and interpretability, the
Explainable Al module generates Grad-CAM heatmaps
highlighting the image regions responsible for the model
prediction. These visual explanations help forensic
investigators understand and validate the automated
analysis results effectively.

Finally, all prediction outputs including manipulation
classification, confidence score, localization heatmaps,
metadata analysis, and forensic reports are displayed to
the user through the web interface. The generated
forensic report can also be downloaded in formats such
as PDF and JSON for future forensic investigation,
digital evidence management, and cybersecurity analysis
purposes.
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4. SYSTEM ARCHITECTURE

The architecture of the FOCAL VISION system is
designed in a structured and layered manner to achieve
high computational efficiency, modularity, scalability, and
real-time forensic analysis capability. The proposed
framework integrates multiple preprocessing techniques,
deep learning models, forgery localization methods,
Explainable Al modules, and report generation
components into a unified image forensic pipeline. The
system architecture consists of the following layers:
Frontend Layer, Backend Layer, Preprocessing and Data
Augmentation Layer, AI Model Layer, Explainability
Layer, Report Generation Layer, and Output Layer.

IMAGE FORENSIC SYSTEM
ARCHITECTURE DIAGRAM

Fig 4.1 System Architecture

1. Frontend Layer (User Interface Layer)

The frontend layer acts as the interface between the user
and the FOCAL VISION system. It is implemented as a
web-based application through which users can upload
digital images for forensic analysis. The frontend handles
user interaction, image upload validation, result
visualization, and report download functionality. The
interface is designed to be responsive, user-friendly, and
compatible across different devices and platforms,
enabling accessibility for forensic analysts, journalists,
cybersecurity professionals, and law enforcement
agencies.

2. Backend Layer (Application Server Layer)

The backend layer controls the core functionality and
workflow of the system. Images uploaded through the
frontend are transmitted to the backend using API
requests. This layer is responsible for managing image
storage, executing preprocessing operations, coordinating
communication between different modules, and handling
security and authentication mechanisms.

The backend also manages the interaction between
preprocessing modules, deep learning models, localization
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frameworks, Explainable AI components, and report
generation systems.

3. Preprocessing and Data Augmentation Layer

This layer standardizes and enhances input images before
they are processed by the deep learning models. The
preprocessing pipeline includes operations such as image
resizing, normalization, contrast enhancement, noise
reduction, metadata extraction, and Error Level Analysis
(ELA).

Additionally, data augmentation techniques such as
rotation, flipping, zooming, cropping, and brightness
adjustment are used during model training to improve
generalization capability and reduce overfitting. These
preprocessing operations ensure consistency in image
quality and improve the robustness of the forensic
detection framework.

4. Al Model Layer (Deep Learning Layer)

This is the core analytical layer of the FOCAL VISION
framework. It contains multiple deep learning
architectures including ResNet50, EfficientNet, Vision
Transformer (ViT), RetinaNet, YOLOvS, and GAN
detection models.

The Al models automatically extract spatial, contextual,
and texture-based features from digital images to identify
manipulation artifacts and suspicious regions. Transfer
learning techniques are used to optimize model training
performance and improve accuracy using pre-trained
weights from large-scale datasets.

The localization models detect tampered regions within
the image, while GAN detectors identify Al-generated
synthetic content and deepfake manipulations.

5. Explainability Layer (Interpretation Module)

To improve transparency and user trust, the system
integrates an Explainable Al module using Grad-CAM
visualization techniques. This module generates attention
heatmaps that highlight manipulated regions responsible
for the model prediction.

The Explainability Layer enables forensic investigators to
visually interpret model decisions and verify suspicious
image regions, thereby improving confidence in the
automated forensic analysis process.

6. Report Generation Layer

The Report Generation Layer combines the outputs
generated by the deep learning models, localization
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frameworks, metadata analysis, and Explainable Al
module into a comprehensive forensic report.
The generated report includes:

. Manipulation prediction result

. Confidence score

. Localization heatmaps

. Metadata analysis

. Forgery classification

. Al-generated content detection results

The reports can be exported and downloaded in
formats such as PDF and JSON for future forensic
investigation and documentation purposes.

7.0utput Layer (Result presentation layer):

This is the final layer where the forensic analysis results
are presented to the user through the frontend interface.
The Output Layer displays the following information:

a. Image authenticity prediction

b. Manipulation type classification

c. Confidence score

d. Localization heatmap visualization

e. Al-generated content detection result

f. Downloadable forensic report

The output layer provides real-time forensic insights and
enables users to efficiently analyze suspicious digital
images.

4.1 DFD Diagram:

4.1.1 Level 0 DFD:

Wab Portal Oighd insgss Forarakc Analyst

Upicnct Irane rin [
Uner remtacn

Image Sources Database

FOCAL VISION
IMAGE FORENSIC
SYSTEM

Camwrs ! Vb
S Ve ! Dt

g Secort /
Metatats | dwtry

Ve adets ©f

DFD DIAGRAM LEVEL 0

Fig 4.2 Level 0 Data Flow Diagram

The Level 0 DFD provides a high-level overview of the
complete FOCAL VISION system and represents the
image forensic framework as a single integrated process.
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External entities such as the Web Portal, Image Sources,
Forensic Analysts, and Database interact with the system
by providing image inputs and receiving forensic analysis
outputs.

The system accepts digital images uploaded through the
web portal or obtained from various image sources such as
cameras, mobile devices, social media platforms, and
online datasets. These images are processed by the
FOCAL VISION framework for forgery detection,
manipulation localization, and Al-generated content
analysis.

The preprocessing and analysis module enhances image
quality and extracts relevant forensic features before
forwarding the data to the deep learning model engine. The
model engine performs classification, localization, GAN
detection, and forensic analysis using CNNs, Vision
Transformers, YOLOvVS, RetinaNet, and other Al-based
models.

The generated forensic outputs including manipulation
prediction, localization heatmaps, metadata analysis,
confidence scores, and detailed reports are then provided
to forensic analysts and stored securely in the database for
future investigation and record management. The system
also supports report generation in downloadable formats
such as PDF and JSON for documentation and evidence
purposes.

4.1.2 Level 1 DFD:

"-v

DFD DIAGRAM LEVEL !
FOCAL VISION - IMAGE FORENSIC SYSTEM

Fig 4.3 Level 1 Data Flow Diagram

The Level 1 DFD presents the FOCAL VISION system as
multiple interconnected internal processes and illustrates
how data flows through different modules within the
framework. The process begins when digital images are
uploaded through the web portal, imported from online
datasets, or collected from external image sources such as
cameras, mobile devices, social media platforms, and
forensic databases.
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The uploaded images are forwarded to the preprocessing
and data enhancement module, where operations such as
image resizing, normalization, contrast enhancement,
metadata extraction, Error Level Analysis (ELA), and
noise reduction are performed. Data augmentation
techniques including rotation, flipping, zooming,
cropping, and brightness adjustment are also applied
during training to improve model generalization and
robustness.

After preprocessing, the enhanced images are passed to the
feature extraction and deep learning analysis module. This
module uses multiple Al architectures such as ResNet50,
EfficientNet, Vision Transformer (ViT), RetinaNet,
YOLOvVS, and GAN detectors to extract meaningful
forensic features, identify manipulated regions, and
classify the image as authentic or manipulated.

The extracted outputs are then transferred to the
Explainable Al module, where Grad-CAM heatmaps are
generated to highlight suspicious manipulated regions
responsible for the prediction. These visualization results
improve transparency and help forensic analysts
understand model decisions.

Finally, the generated outputs including manipulation

classification, confidence score, localization heatmaps,

metadata analysis, and forensic reports are sent to the

output and report generation module. The final results are

displayed through the web interface and stored securely

in the database for future investigation, documentation,

and forensic evidence management purposes.

5. METHODOLOGY

The FOCAL VISION system operates using a systematic
and data-driven methodology for automatic image
forgery detection, manipulation localization, and Al-
generated content identification. The proposed
methodology is designed based on modern image
forensic research techniques including preprocessing,
data augmentation, deep learning-based classification,
localization, explainable Al analysis, and performance
evaluation to ensure accurate, reliable, and interpretable
forensic results.

The first stage of the methodology involves dataset
acquisition and preparation. Publicly available
benchmark datasets such as CASIA v2, FaceForensics++,
Celeb-DF, and DeepFake Detection Challenge (DFDC)
datasets are utilized for training and evaluation. These
datasets contain authentic and manipulated images
involving copy-move forgery, image splicing, object
removal, deepfake generation, and Al-generated
synthetic content. The datasets include significant
variations in image quality, resolution, compression
artifacts, lighting conditions, and manipulation
complexity, which are essential for developing a robust
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and generalized forensic framework. Similar to existing

research methodologies, the dataset is divided into

training, validation, and testing sets for accurate model

evaluation and performance analysis.

The next stage involves image preprocessing and data

augmentation, which play a critical role in improving

model performance and robustness. Digital images

collected from various sources may contain

inconsistencies such as noise, compression artifacts,

varying illumination conditions, and resolution

differences. Therefore, preprocessing techniques

including resizing, normalization, contrast enhancement,

metadata extraction, Error Level Analysis (ELA), and

noise reduction are applied to standardize the images and

improve feature visibility.

Additionally, dataset imbalance is a common challenge in

image forensics, especially when dealing with multiple

manipulation categories. To address this issue, data

augmentation techniques such as rotation, flipping,

zooming, cropping, brightness adjustment, and scaling

are applied during model training to improve model

generalization capability and reduce overfitting.

After preprocessing, the system performs feature
extraction and model training using advanced deep
learning architectures. Multiple pre-trained models such as
ResNet50, EfficientNet, Vision Transformer (ViT),
RetinaNet, YOLOvS, and GAN detection networks are
integrated into the framework using transfer learning
techniques. Transfer learning enables the models to utilize
pre-trained weights from large-scale datasets, improving
feature learning efficiency and reducing training
complexity.

Unlike traditional machine learning approaches that rely
on handcrafted feature engineering, deep learning
architectures automatically learn low-level and high-level
spatial, contextual, and texture-based features directly
from raw images. CNN-based models extract local image
features, while transformer-based architectures capture
long-range  dependencies and global contextual
relationships within the image.

Forgery localization is performed using RetinaNet and
YOLOV8 object detection frameworks, which identify
suspicious manipulated regions and generate localization
outputs such as bounding boxes and heatmaps. GAN
detection models analyze latent-space inconsistencies and
texture artifacts to identify Al-generated synthetic images
and deepfake content.

To further improve the reliability and transparency of the
framework, model training and evaluation are performed
using multiple performance metrics including accuracy,
precision, recall, Fl-score, and Intersection over Union
(IoU). Confusion matrices and comparative performance
analysis are used to evaluate classification performance
across different manipulation categories. Hyperparameter
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tuning and architecture optimization are also conducted to
improve overall detection accuracy and robustness.
Furthermore, the proposed framework integrates an
Explainable AI module using Grad-CAM visualization
techniques to provide visual explanations for model
predictions. The Grad-CAM  module highlights
manipulated regions responsible for classification outputs,
enabling forensic investigators to understand and verify
model decisions effectively.

Finally, the generated outputs including manipulation
classification, confidence score, localization heatmaps,
metadata analysis, and explainable Al visualizations are
displayed through the web-based interface and compiled
into structured forensic reports. These reports can be
downloaded and stored for future forensic investigation,
cybersecurity  analysis, and  digital evidence
documentation purposes.

Moreover, the explained model integrated with
GradCAM explainability module to provide visual
explanation to its decision, that highlight regions
responsible for specific classification prediction. These
highlighted region of the fundus image provide the
confidence in system for specific output. Finally, the
output along with confidence score and visual
explanation are presented using the webbased interface
and compiled in the form of a report.

6. IMPLEMENATION

FOCAL VISION is designed as an end-to-end web-based
image forensic framework that integrates deep learning,
image processing, manipulation localization, Explainable
Al, and report generation modules for automatic image
forgery detection and analysis. The system follows a
modular architecture where each component performs a
specific task efficiently, starting from image acquisition
and preprocessing to manipulation classification and
forensic report generation. The framework is
implemented using Python-based technologies along
with advanced deep learning libraries such as
TensorFlow, PyTorch, OpenCV, and Keras, which are
widely used in computer vision and image forensic
applications.

Initially, the digital image datasets are -collected,
prepared, and managed for training and evaluation.
Benchmark  datasets such as CASIA  v2,
FaceForensics++, Celeb-DF, and DeepFake Detection
Challenge (DFDC) are utilized because they contain
authentic and manipulated images involving copy-move
forgery, image splicing, object removal, deepfake
generation, and Al-generated synthetic content. Similar
to existing forensic research approaches, the dataset is
preprocessed and balanced before model training. Each
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image is resized to a fixed dimension suitable for model
input, and pixel values are normalized to improve model
convergence and consistency.

To improve dataset diversity and model generalization
capability, several data augmentation techniques such as
rotation, horizontal flipping, zooming, cropping, scaling,
and brightness adjustment are applied during training.
These augmentation methods help reduce overfitting and
improve the robustness of the deep learning models
against different image variations and manipulation
conditions.

The deep learning framework is then developed and
trained using multiple advanced architectures including
ResNet50, EfficientNet, Vision Transformer (ViT),
RetinaNet, YOLOvVS8, and GAN detection networks.
Transfer learning techniques are applied using pre-trained
weights obtained from large-scale datasets such as
ImageNet. The models are trained using labeled authentic
and manipulated images so that the framework can
automatically learn forensic features and classify images
accurately.

Unlike traditional machine learning methods that depend
on handcrafted feature extraction, the proposed deep
learning framework automatically extracts hierarchical
spatial, contextual, and texture-based features from digital
images. CNN-based architectures focus on local image
patterns, while transformer-based models analyze
longrange contextual relationships for improved forgery
detection performance.

Forgery localization is implemented using RetinaNet and
YOLOV8 object detection frameworks. These models
identify suspicious manipulated regions and generate
localization outputs such as bounding boxes and heatmaps.
GAN detection models are also integrated to identify Al-
generated synthetic content and deepfake manipulations
by analyzing latent-space inconsistencies and visual
artifacts.

Model evaluation and performance analysis are also
performed during implementation. The trained models are
evaluated using separate validation and testing datasets
based on performance metrics such as accuracy, precision,
recall, Fl-score, and Intersection over Union (IoU).
Confusion matrices and comparative performance analysis
are used to study classification behavior across different
manipulation categories. Hyperparameter tuning and
architecture optimization are further performed to improve
overall detection accuracy and model efficiency. To deploy
the framework as a practical forensic system, the trained
models are integrated into a web-based application. The
web interface allows users to upload digital images for
forensic analysis. The uploaded image is processed by the
backend framework, and the system generates
manipulation classification results, localization outputs,
confidence scores, metadata analysis, and forensic reports.
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The system also integrates an Explainable Al module using
Grad-CAM visualization techniques to generate heatmaps
highlighting manipulated regions responsible for the
model prediction. These visual explanations improve
transparency and help forensic investigators understand
the decision-making process of the Al models. Finally, the
generated forensic results including prediction outputs,
confidence scores, heatmaps, metadata analysis, and
downloadable reports are presented to the user through the
web interface. The outputs are also stored securely in the
database for future forensic investigation, cybersecurity
analysis, and digital evidence management purposes.

7. RESULTS AND DISCUSSION

FOCAL VISION was evaluated using widely used public
image forensics and deepfake detection datasets including
CASIA v2, FaceForensics++, Celeb-DF, and DeepFake
Detection Challenge (DFDC). The proposed deep learning
framework demonstrated strong performance in both
image forgery detection and manipulation localization
tasks. Experimental results indicate that the system
achieved high classification accuracy, precision, recall,
and Fl-score across multiple categories of image
manipulation including copy-move forgery, image
splicing, object removal, deepfake generation, and
Algenerated synthetic content.

The proposed framework achieved an overall
classification accuracy of approximately 94% to 97%
depending on the dataset and manipulation category. The
integration of CNN-based feature extraction, Vision
Transformer architectures, object localization models, and
GAN detection techniques significantly improved
detection robustness and generalization capability. The
experimental results demonstrate that the ensemble-based
approach outperformed several traditional single-model
forensic systems in both binary and multi-class
manipulation classification tasks.

The preprocessing and data augmentation techniques
contributed  significantly to  improving  model
performance. Operations such as Error Level Analysis
(ELA), normalization, contrast enhancement, metadata
extraction, resizing, and noise reduction improved the
visibility of manipulation artifacts and enhanced feature
extraction efficiency. Data augmentation techniques
including rotation, flipping, cropping, zooming, and
brightness adjustment helped reduce dataset imbalance
and improved the model’s capability to generalize across
diverse image conditions.

Compared to traditional machine learning approaches such
as Support Vector Machine (SVM), handcrafted feature-
based classifiers, and statistical forensic methods, the
proposed framework demonstrated superior robustness,
scalability, and automation capability. Traditional

© 2026, IJSREM | https://ijsrem.com

approaches generally require extensive manual feature
extraction and often fail against sophisticated deepfake
and Al-generated manipulations. In contrast, the proposed
deep learning framework automatically extracts
hierarchical spatial and contextual features directly from
digital images, improving detection accuracy and reducing
dependency on manual engineering.

The incorporation of transfer learning and ensemble
learning strategies further improved the performance of
the system. Pre-trained models such as ResNet50,
EfficientNet, and Vision Transformer were fine-tuned
using forensic datasets, enabling the framework to learn
complex manipulation patterns efficiently even with
limited training data.

Forgery localization performance was also significantly
improved through the integration of RetinaNet and
YOLOVS object detection frameworks. These models
accurately identified manipulated image regions and
generated localization outputs such as bounding boxes and
attention heatmaps, which enhanced interpretability and
forensic analysis capability.

Additionally, the Explainable Al module using GradCAM
provided visual explanations for model predictions by
highlighting manipulated regions responsible for
classification outputs. These visualization results
improved user confidence and made the system more
practical for real-world forensic  investigation,
cybersecurity analysis, journalism verification, and legal
evidence examination.

Overall, FOCAL VISION demonstrates a strong balance
between accuracy, speed, scalability, interpretability, and
real-time usability, making it a highly effective framework
for modern Al-powered image forensic analysis and
manipulation detection applications.

8. FUTURE WORK

Although the proposed FOCAL VISION framework
demonstrates strong performance in image forgery
detection, manipulation localization, and Al-generated
content analysis, several improvements and extensions can
be explored in future work. Recent advancements in deep
learning and computer vision have introduced more
powerful architectures such as EfficientNet variants, Swin
Transformers, diffusion-based models, and multimodal
transformer networks that can further improve forensic
detection accuracy and robustness. Future research can
integrate these advanced architectures to enhance feature
extraction and improve detection capability against highly
sophisticated image manipulations and deepfake content.
Ensemble learning techniques involving multiple deep
learning models can also be further explored to improve

classification accuracy, localization precision, and
generalization  capability. Combining CNN-based
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architectures, transformer-based models, GAN detectors,
and frequency-domain forensic analysis may help the
system achieve stronger resistance against adversarial
attacks and unseen manipulation techniques.

The incorporation of larger and more diverse datasets
collected from multiple sources, demographics, image
devices, and real-world environments can further improve
the scalability and adaptability of the framework.
Including more challenging datasets containing heavily
compressed images, social media manipulated content,
and low-quality synthetic media can help develop a more
generalized forensic detection system.

Future work can also focus on integrating multimodal
forensic analysis by combining image-based detection
with metadata analysis, source device identification,
blockchain verification, and contextual information
analysis. Such integration can improve digital evidence
validation and provide more comprehensive forensic
investigation capability.

Another important direction is fine-grained manipulation
and lesion-level localization, where the system can
precisely identify small tampered regions, edited objects,
hidden artifacts, and Al-generated inconsistencies within
the image. Advanced segmentation techniques such as
Mask R-CNN and semantic segmentation frameworks can
be incorporated for pixel-level forgery localization.

The deployment of the framework on mobile devices, edge
computing systems, and cloud-based forensic platforms
can further improve real-time accessibility and practical
usability. Lightweight model optimization techniques and
model compression approaches can also be explored for
efficient deployment in low-resource environments.
Additionally, future improvements in Explainable Al can
enhance model transparency and interpretability. More
advanced explainability techniques can help forensic
analysts better understand Al decisions, thereby increasing
trust and reliability in automated forensic systems.
Overall, future enhancements will focus on improving
accuracy,  scalability, interpretability,  real-time
performance, and adaptability of the FOCAL VISION
framework for broader applications in cybersecurity,
digital  forensics, journalism verification, law
enforcement, and Al-generated media detection.

9.CONCLUSION

In this work, we proposed an intelligent Al-powered image
forensics and manipulation detection system named
FOCAL VISION for detecting, classifying, and localizing
manipulated and Al-generated images using advanced
deep learning techniques. The proposed framework
integrates Convolutional Neural Networks (CNNs), Vision
Transformers (ViT), RetinaNet, YOLOvS, EfficientNet,

GAN detectors, and Explainable Al methods to perform
accurate and reliable forensic analysis of digital images.
The system also incorporates preprocessing techniques
such as Error Level Analysis (ELA), metadata extraction,
image enhancement, and data augmentation to improve
detection robustness and classification performance.
Unlike traditional image forensic approaches that rely
heavily on handcrafted features and manual analysis, the
proposed deep learning-based framework automatically
learns complex spatial, contextual, and texture-based
features directly from digital images. The integration of
transfer learning further improves model generalization
capability while reducing computational complexity and
training time, making the framework suitable for practical
real-world deployment.

Experimental evaluation demonstrated that the proposed
framework achieved high accuracy, precision, recall, and
Fl-score across multiple image forgery and deepfake
detection datasets. The use of ensemble architectures
combining CNNs, transformer-based models, object
detection frameworks, and GAN detectors significantly
improved manipulation detection and localization
performance compared to conventional methods. The
integration of Explainable Al using Grad-CAM
visualization techniques further enhanced the transparency
and interpretability of the system by highlighting
manipulated regions responsible for model predictions.
This improves user trust and assists forensic investigators
in understanding and validating automated forensic
decisions effectively.

Therefore, the proposed FOCAL VISION framework
provides an efficient, scalable, and reliable solution for
modern digital image forensic analysis. The system can
assist cybersecurity professionals, forensic investigators,
journalists, and law enforcement agencies in detecting
manipulated digital content, reducing manual verification
effort, and improving the authenticity verification process
of digital media. With large-scale deployment and future
enhancements, the framework has the potential to play a
significant role in combating digital misinformation,
deepfake attacks, and Al-generated media manipulation.
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