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---------------------------------------------------------------------***---------------------------------------------------------------------
Abstract – IoT is a global network with dynamic 

capabilities that use standard communication protocols. 

Security is the process of securing data as they are transmitted 

and exchanged among objects which can reduce the 

limitations. Cryptography is an important algorithm means in 

security that can be defined as converting plaintext into 

ciphertext.The algorithm of cryptography provides a high-

level security but does not concern itself in hardware 

requirements like power consumption, computation cost, and 

memory overhead. To solve these challenges, special 

algorithms are designed and called light Weight Cryptography 

to be suitable for resource constrained devices. The goal of 

light Weight Cryptography is to reduce the overall 

implementation cost of traditional encryption, through several 

aspects such as area, throughput, latency, and power and 

energy consumption. Recently, several algorithms have been 

proposed for LWC. Comparing with different circumstances, 

we observed that PRESENT has much competence and many 

advantages. Several basic attacks PRESENT but all know 

attacks are ineffective. Given the importance of IoT security 

in this project, we are focusing on improving the S-Box 

implementation for essential measures such as power 

consumption and performance using Xilinx tool and spartan 7 

and Artix 7 device. 

 

Software Tools: 

 Xilinx Vivado 2020.2 

 Quartus Prime and Modelsim 

 

Key Words:Cryptography, Lightweight Cryptography, SBOX, 

PBOX, Key Rounding, PRESENT Algorithm 

 

 

1.INTRODUCTION 
IoT is a technology in which a large number of 

devices are controlled over the Internet through programs or 
directly by consumers. The possibility of cyber-attacks or 

malicious attacks are highly common and sometimes it is 

uncontrollable if objects are connected via internet. The 

malicious attacks can directly affect the whole physical world. 

With the increasing demand for the Internet of Things (IoT) 

and its applications in today’s markets and industry, the 

importance of security in device-to-device communication 

between edge nodes is becoming more and more critical.  

The Cryptography is the field of cryptographic 

methods for securing the information and communication 

techniques where the plaintext is transformed into cipher text 

using a key generated by cryptographic algorithm. 

Implementing a conventional cryptographic environment 

would be impractical due to the constraints in the IoT device 

such as power dissipation, area and cost. The standard 

cryptographic algorithms can be of larger, very slow, and 

consumes more power.  

Therefore, security solution at hardware level 

requires algorithm with small footprint which all comes under 

the energy budget. Lightweight cryptography gives a solution 

to security implementation in hardware level. These 

cryptographic methods specially established for embedded 

systems. The usage of IOT devices has increased worldwide 

due to lightweight engineering used in IOT devices, it also 

provides secure end-to-end communication under 

computation, limited memory and low power consumption. 

2.AIM AND OBJECTIVE 

To secure the information in this type of application, 

it is necessary to choose a scheme, where it is clear how the 

information will be encrypted, what kind of algorithm, how to 

share the secret, and generally the type of cryptographic 
scheme to use. In this case, we choose a symmetric encryption 

scheme, in which there is a single secret key, known to the 

sender and the receiver, this type of encryption has 

characteristics and advantages, and it has a very short 

execution time, which makes it available for use in high-speed 

applications and/or applications in which devices using low 

computational power. 

3.LITERATURE SURVEY 

This section provides the discussion on various existing 

researches in cryptographic technologies for security 

enhancement at hardware level.  

 

The light weight block cipher PRESENT implementation 

on FPGAs was presented in research work of Sbeiti et al. The 

minimal hardware design of PRESENT cipher algorithm was 
exhibited. The outcome of the scheme produced more 

efficiency, so that PRESENT is well suitable for high 

throughput and high-speed presentations. 

 

 The S-box architecture for secure data and 

implementation of cryptographic hardware was presented in 

work of Rahaman et al. In this method C-testable S-box was 

invited for data encryption which is most complex block in 

hardware implementation so S-box structure was divided into 

a Read-Muller form and these are tested by using BIST 
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circuit. The proposed architecture was efficiently evaluated 
against S-box functionality.  

 

The FPGA implementation of the Ultra lightweight cipher 

PRESENT algorithm was evaluated in research work of 

Kavun and Yalcin. In the first design Sboxes were utilized 

within the slices and next design these all combined into the 

same RAM box used for state storage, which all more suitable 

for lightweight applications. The outcome of the proposed 

method produced reasonable throughput is 6.03kbps and 

5.13kbps at 100 kHz, low cost and low area.  

 

The work of Yalla and Kaps introduced lightweight 
cryptography for FPGAs. In this method block cipher 

independent optimization technique was presented for Xilinx 

Spartan3 FPGAs which all put on to the PRESENT and 

HIGHT lightweight cryptographic algorithm. With the 

analysis of proposed scheme, the ratio of throughput and area 

in PRESENT gives 240kbps/ slice and HIGHT with 

720kbps/slice. 

 

 The system integration of AES and PRESENT 

coprocessors was performed in Guo et al. where the system 

outline analysis was performed by simulating the system 
model over FPGA based System on Chip (SoC). The 

outcomes of the system performance, energy and 

implementation were estimated for both PRESENT and AES 

which suggests that PRESENT less energy efficient than AES 

in a lightweight block cipher with lesser security level.  

In this paper, we produced the SBOX implementations in 

a different coding style and compare them for power analysis. 

4.PRESNET BLOCK CIPHER 
Different lightweight block ciphers include KLEIN, 

LBlock, PRESENT, HIGHT, Piccolo, SPECK, and AES. 

Among these block ciphers, the PRESENT block cipher has a 

compact nature for hardware implementation and serves as a 

benchmark for the new hardware-oriented block ciphers, and 

its efficiency is higher. 

The substitution box (S-box) is the only nonlinear 

part and essential constituent of different lightweight block 

cipher algorithms. During the process of encryption, it creates 

confusion in plaintext. For the improvement of the PRESENT 

algorithm, one S-box is chosen among 16 good S-boxes. It is 

shown that the PRESENT algorithm provides more security 

than the fixed present S-box. 

The proposed design can be implemented using 

Verilog code and is simulated by ModelSim simulator and 

synthesized by Quartus prime tool. The performance and 

power metrics are estimated after logical synthesis, map, and 

place and route compilation by Xilinx Vivado2020.2 on the 

Xilinx Spartan-7 (devices). Here in this proposed algorithm, 

we mainly focused on Modelling SBox in different styles and 

the designs for state-of-the-art are evaluated and compared, by 

using Power, and utilization. 

Present Algorithm: 

The block cipher PRESENT is a Substitution Permutation 

Network with a block size of 64 bits and two key lengths of 

80 and 128 bits are supported. We recommend the version 

with 80-bit keys for the applications we have in mind. 

Present Encryption: 

Each round of PRESENT consists of three stages: key 

addition, substitution layer, and bit-wise permutation layer. 

Keyregister
Plain Text

Key Update
SBox

PBox

AddRound Key

SBox

PBox

Key Update
AddRound Key

Cipher Text

31 

Rounds

 

Fig 4.1: PRESENT encryption process 

This encryption technique uses the Substitution-Permutation 

idea and contains 31 rounds. XOR operation is performed on 

each round to generate round key Ki for 0 < I < 31. 

There is a permutation layer (P-Box) and substitution 

layer (S-Box) based operation. A 4-bit S-box is used 16 times 

in parallel for each round in the substitution layer. The four 
functions included in this algorithm are s-box layer and p-

layer, key scheduling, and add round key. 80 bit is given to 

the key scheduling block which generates 31 round keys for 

31 individual rounds. 

Step 1. Generate RK ( ) 

Step 2. for n=1,2,3, ……. 31   

addRK(STATE, Kn)  

SBox(STATE) 

PBox(STATE) 

Step 3. addRK(STATE, K32); where RK is Round Key 

Note:Consider Plain text as STATE and Kn as Key for Nth 

round  

AddRoundKey(RK): 

It is amongst the most vital blocks because it generates new 

keys for each round; yet, there was only an 80-bit 

implementation for this implementation, for that reason, a 

vector K of 80 positions was generated, as it can be seen as 

K79K78...K0. In each round only the most significant 64 bits of 

the new Ki key of the next round will be mixed, how the 

rotation must be made is shown below:  

𝐾𝑖 = 𝐾63𝐾62. . .𝐾0 = 𝐾79𝐾78. . .𝐾16………………..(1)  
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Then the following operations must be performed, in the order 
in which they have been presented: Bit rotation of the input 

key: 

[𝐾79𝐾78. . .𝐾0] = [𝐾18𝐾17. . .𝐾20𝐾19]……………....(2)  

Substitution by using S-Box for the 4 bits K78 to K76 of the 

key:  

[K79K78𝑘77K76] = 𝑆[K79𝑘78K77K76]……………..…..(3) 

Using the XOR technique, nibble adding or combining K19 to 

K15 of the key with the round counter:  

[K19K18K17K16K15] = [K19K18K17K16K15] ^ 

𝑅𝑜𝑢𝑛𝑑𝐶𝑜𝑢𝑛𝑡𝑒𝑟………………………………......(4) 

SBox: 

The S-box used at present is a 4-bit input and 4-bit output 

of each 16 S-Boxes. 

The following table shows the action of the S-Box in the 

hexadecimal notation:  

Table 4.1: S-box from PRESENT algorithm 

For SBoxLayer the 64 bits in state b63 . . . b0 will be made into 

sixteen 4-bit words w15 . . . w0 

PBox: 

It is a layer that combines a 64-bit information block 

employing bit-to-bit substitution, with Bit i of the round being 

shifted to the P position (i); The order of these substitutions is 

displayed in the table below. 

 
Table 4.2: P-box from PRESENT algorithm 

5.SIMULATION RESULTS AND DISCUSSION 
 

SIMULATION RESULTS: 

The system design is performed by using Verilog 

code and implemented on Artix-7, Spartan7, Artix-7 Low 

Voltage FPGA board. The verification of the designed system 

is verified by using a design supporting tool like Intel FPGA 

Quartus Prime and is simulated by using Mentor Graphics 

ModelSim and power simulation Is done by using Xilinx 
vivado 2020.2 Here we mainly focus to compare the Power 

analysis of SBOX using different Coding styles.  

 

SBOX is 4-bit width which is given 4-bit input and it 
generates 4-bit output.  

 

Note that during the design phase of PRESENT we 

use the same S-box 16 times rather than having 16 different S-

boxes and this eases a further serialization of the design. The 

simulation results obtained for SBOX for PRESENT CIPHER 

are shown in figure 6.1. 

 
Figure 5.1: Simulation results for 4-bit SBOX 

 

The simulation results obtained from the KEY 

Rounding (80bit key) are given. If the 31st cycle reaches high 

as k load then reaches low in the next cycle. The process 

begins with the parallel key updating process. Once the key 

updating process is completed, the obtained Key output 

(Kout) is generated on simulation results. 
 

 
Figure 5.2: Simulation results for Key Updating 

 

 
Figure 5.3: Transcript view for Key updating 
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The simulation results obtained from the PRESENT 
cipher model (80bit key) are shown. If the 31st cycle reaches 

high as k load then reaches low in the next cycle. Later, d load 

is extended to logic high and the encryption of the data input 

(din) process begins with the parallel key updation process. 

Once the key update process is completed, the obtained data 

output (dout) is generated on simulation results. 

 

 
Figure 5.4: Present-80 Simulation results with Din and Key 

given as “0” 

 

 
Figure 5.5: Transcript view for Present-80 Simulation results 

 

Synthesis Results: 

As said SBOX is implemented in different methods 

like using Multiplexer, LUT based and using only logic gates. 

The RTL of the proposed models of SBOX is shown below 

figures. 

 
Figure 5.6: RTL for SBOX using Multiplexer 

 

 
Figure 5.7: RTL for SBOX using LUTs 

 

 
Figure 5.8: RTL for SBOX using Logic Gates 

 

The RTL for key Rounding is shown in below figure 6.9 

 

The execution of the system gives significant results 

respective to outputs. The RTL of the proposed PRESENT 

cipher model is given below, which contains 64bit data input 

(din), 80bit key input, clock (CLK), d load, k load, and yields 

a corresponding output of 64bit (dout). 
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Figure 5.10: Top module of PRESENT cipher model 
 

Power Analysis: 

 

 The Power analysis of the proposed cipher model is 

performed by comparing the proposed models of SBOX and 

PRESENT Block cipher using these SBOX. The target device 

utilized for comparison proposed PRESENT cipher model is 

Artix-xc7a50tcsg324-2L and spartan-xc7a50csga324-2. 

 
 

Fig 5.11: Power Analysis for SBOX using Gates 

 
 Fig 6.12: Power Analysis for SBOX using LUT’s 

 

 
Fig 5.13: Power Analysis for SBOX using LUT’s 

 

The comparative results are shown in the below tables. 

 
Table 5.1: Comparison of Power between different SBOX 

Models 

 

 
Fig 5.14: Power Analysis for PRESENT Top using Gated 

SBOX 
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Fig 5.15: Power Analysis for PRESENT Top using LUT 

SBOX 

 

 
Fig 5.16: Power Analysis for PRESENT Top using MUX 

SBOX 

 

The comparative results for PRESENT Block cipher Top 

Modules are shown in the below tables. 

 
Table 5.2: Comparition of Power between PRESENT TOP 

Modules 

6. CONCLUSIONS 
This paper introduces the hardware architecture 

implementation of the PRESENT cipher model using different 

models of SBOX. The design of the PRESENT cipher model 

is performed by using Verilog programming language on 
Xilinx Vivado 2020.2 platform implemented over Artix-7 and 

spartan FPGA for encryption through an 80bit key module. In 

the proposed PRESENT cipher model, a 64bit data path 

enables the entire round execution in a single cycle. This 

execution operation requires a 64bits permutation layer as 

well as sixteen S-box layers of 4bits. In this paper, the 80bit 

key-based PRESENT cipher model using different SBOX 

implementations is compared to analyse the power between 

each and achieved up to x4 times reduction. 

 

FUTURE SCOPE 
Future Work As technology is emerging people are 

looking for more speed in addition to power and memory in 

future, we can focus on implementing PRESENT algorithm 

Using Pipelining method in different stages so that we can 

achieve more speed. Considering the emerging technology, 
the ASIC devices are also gradually coming under more 

resource constraints devices due to huge requirement of 

security in these devices in future we research to implement 

the PRESENT Block Cipher algorithm in ASIC design and try 

to verify in chip level. 
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