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Abstract—With the rapid increase in digital transactions, fi-
nancial fraud has become a serious concern for organizations and
individuals. Traditional rule-based systems fail to detect complex
and evolving fraud patterns efficiently. This paper presents
Fraud-Auditor, a machine learning-based system designed to
detect fraudulent transactions using multiple classification al-
gorithms such as Support Vector Machine (SVM), Multi-Layer
Perceptron (MLP), Logistic Regression, and Gradient Boosting.
The system incorporates data preprocessing, feature engineering,
and real-time prediction through a web-based interface. Experi-
mental results demonstrate an accuracy of up to 95.22%, making
the system reliable for fraud detection. Additionally, evaluation
techniques such as confusion matrix and ROC curve are used to
analyze performance in detail.

1. INTRODUCTION

Financial fraud has increased significantly due to the growth
of online transactions and digital financial systems. Fraudsters
continuously develop advanced methods to exploit system vul-
nerabilities, making detection challenging. Traditional auditing
systems rely on predefined rules, which are inefficient for
handling large-scale and dynamic datasets. Machine learning
provides an intelligent alternative by learning patterns from
historical data and identifying anomalies. The proposed Fraud-
Auditor system automates fraud detection using multiple
machine learning models and provides real-time predictions
through an intuitive interface. This improves detection accu-
racy, reduces manual effort, and enhances financial security.

II. LITERATURE REVIEW

Recent research has explored machine learning techniques
such as Decision Trees, Random Forests, Neural Networks,
and Support Vector Machines for fraud detection. These
models have shown promising results in identifying fraudulent
patterns. However, most systems lack real-time implementa-
tion and integration of multiple models. Additionally, many
studies do not provide user-friendly interfaces for practical
deployment. The proposed system improves upon existing
approaches by combining multiple models and offering an
end-to-end solution with visualization tools and real-time
prediction capabilities.

[II. METHODOLOGY
A. System Architecture

The architecture consists of multiple layers including data
collection, preprocessing, feature engineering, machine learn-
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Fig. 1. System Architecture

ing, and user interface. As shown in the diagram, the FraudAu-
ditor module interacts with various machine learning models
such as SVM, MLP, Logistic Regression, and Gradient Boost-
ing. The modular design ensures scalability and flexibility,
allowing new models to be added easily. The system processes
user inputs, trains models, and provides prediction results
efficiently.

B. Data Processing

Data preprocessing includes handling missing values, en-
coding categorical variables, and normalizing features. Feature
engineering extracts relevant attributes such as transaction
amount, frequency, and behavioral patterns. The dataset is then
divided into training and testing sets for model evaluation.

IV. MACHINE LEARNING MODELS

The system implements multiple machine learning models
for fraud detection. Support Vector Machine (SVM) is effec-
tive in handling high-dimensional data and complex decision
boundaries. Multi-Layer Perceptron (MLP) captures nonlin-
ear relationships using neural networks. Logistic Regression
serves as a baseline model for binary classification. Gradient
Boosting improves performance by combining weak learners
into a strong model. The use of multiple models enhances
accuracy and reliability by comparing their performance and
selecting the best one.

Below is the Model Performance Table:
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Model Accuracy  Precision  Recall
MLP 95.01% T77% 75%
SVM 95.22% 77% 75%
Logistic Regression 89.37% 75% 72%
Gradient Boosting 73.31% 80% 78%
TABLE I
MODEL PERFORMANCE COMPARISON
A. Model Performance Table
V. MATHEMATICAL MODEL
TP + TN
Accuracy = (1)
TP+ TN+ FP +FN
TP
Preciszon TP+ 2)
FP
3
Recall= __ TP
TP + FN

| — 2 x Precision % Recall 4
Fl= Precision + Recall @)

VI. RESULTS AND VISUALIZATION

A. User Management
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Fig. 2. User Management Dashboard

The dashboard allows administrators to manage users effi-
ciently. It displays user details and statistics such as total users
and active users, improving monitoring and control.

B. Model Performance
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Fig. 3. Model Performance Summary

This figure shows the comparison of models. SVM achieved
the highest accuracy, followed by MLP, as also discussed in
your results section (page 2).

C. Prediction Ratio
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Fig. 4. Prediction Ratio

This graph shows the proportion of fraudulent and non-
fraudulent cases, helping in understanding dataset imbalance.

D. Prediction Result
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Fig. 5. Prediction Result

The system displays whether a transaction is fraudulent or
legitimate, enabling real-time decision-making.

E. User Interfaces
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Fig. 7. Home Page

© 2026, IJSREM | https://ijsrem.com

| Page 2


https://ijsrem.com/

Volume: 10 Issue: 04 | April - 2026

International Journal of Scientific Research in Engineering and Management (IJSREM)

SJIF Rating: 8.659 ISSN: 2582-3930

The user interface is designed for simplicity and ease of
use, allowing seamless interaction with the system.

F. Confusion Matrix
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Fig. 8. Confusion Matrix

The confusion matrix evaluates model performance by
showing true positives, true negatives, false positives, and false
negatives. It provides deeper insights beyond accuracy.

G. ROC Curve
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Fig. 9. ROC Curve

The ROC curve illustrates the trade-off between true posi-
tive rate and false positive rate. A higher AUC value indicates
better classification performance.

VII. FUTURE SCOPE

Future improvements include integrating deep learning
models, implementing real-time fraud detection, deploying the
system on cloud platforms, and incorporating explainable Al
techniques to improve transparency.

VIII. CONCLUSION

The Fraud-Auditor system demonstrates the effectiveness
of machine learning in detecting financial fraud with high
accuracy. By integrating multiple models and providing a user-
friendly interface, the system offers a practical solution for
real-world applications. The use of visualization techniques
such as confusion matrix and ROC curve enhances understand-
ing of model performance. With further enhancements such as
real-time processing and deep learning integration, the system
can evolve into a robust and scalable fraud detection solution.
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