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Abstract— Blockchain is one of the underlying technologies which
is an open and distributed ledger that efficiently, verifiable, and
permanent records of transactions between two parties. It can be
used to store data on cryptocurrency exchanges or even anything
that needs to be secure and transparent. It is a decentralized
database containing blocks of data that are cryptographically
linked together and stored on each computer or node (computer
connected to the network) that contains a complete copy of the
blockchain.

Often, when a project receives funds, it is not known how the
funds were used, and many of those transactions never appear on
file due to poor resource management. To solve this problem, a
system has been proposed that uses Blockchain to provide
transparency. This article also describes a prototype developed
using Blockchain delegation, it then discusses the future
development of this prototype and, finally concludes on the
applicability of Blockchain.

Keywords— Blockchain, Distributed Databases, Proof of Work,
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I. INTRODUCTION

The Blockchain system initiates transactions by placing them in
groups called blocks and then linking these blocks through what
is called Blockchain. The transactions in blockchain
represented as individual blocks are said to be taking place at
the same time. These blocks are linked to each other (like a
chain) in a proper linear, chronological order with every block
containing the hash of the previous block, each block will be
accepted in the blockchain provided it contains “proof of
work”—node generating a block needs to prove that it has put
enough computing resources. The “proof of work™ consists of
a “nonce" when hashed with previous transactions or the
genesis block and the hash block generates a hash with a leading
zero. The average effort required is exponential with the
number of zero bits required but the verification process is
simple and can be done by running a single hash function.

Itis difficult to grant resources and control them across multiple
organizations. This is especially true for a large-scale dynamic
system. One of the main problems of such a system is to provide
secure access control. In particular, the transfer of an entity's

access rights to another item safely, flexibly, and precisely. In
this project report, we present a cross-organizational
authorization framework using blockchain. Our solution is built
on the blockchain concept of smart contracts to define a
communication channel and grant and control funds between
businesses. We show the feasibility of our solution in a real
scenario using the grant of credits within a multi-level
organizational framework. Our results show that the proposed
system is effective and can be used for businesses and
organizations, even scalable across the government entities with
a shared blockchain with complex access control rules. It also
brings more transparency to authorization access and control
over the transaction of credits in the organization.

Blockchain technology can be used to build applications where
multiple parties can transact directly through a peer-to-peer
network without a central authority verifying the transaction.
Each participant in the network has access to a shared ledger
that records all transactions cryptographically and immutably,
and there is no single owner of the network.

A. Problem Statement and interpretation of the solution

In a business is necessary to perform multiple operations with a
limited number of operational resources. These manipulations
are visible in everyday life. The problem can be described as the
Distribution of finite indivisible objects between a finite
number of agents or processes resulting in poor fund tracing.
This can be seen in the budgeting allocation of funds. In this
case, the improved system performance is highly desirable, but
the complexity involved in resource granting and tracing can
become very difficult.

Blockchain technology has the potential to deal with these
problems associated overcome the restrictions of fund tracing
mechanisms in a very economical and fine-grained way. The
distributed platform of blockchain permits a lucid balance of
power wherever no taking part entity has sole control of the
system, this implies that the parties should reach an agreement
on any additions, deletions, or updates to the contract and
therefore the payments for every transaction. This creates a
balanced atmosphere for the business enterprises through a web
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application where tracing and demand are dynamic. In addition,
blockchain as a base delivers new opportunities by providing
distributed storage and process framework, which ultimately
ends up in the distributed database and provides secure and safe
facilities for transparency, audit, and efficiency. In addition, the
utilization of blockchain as a platform presents new
opportunities by providing a distributed database and
immutability framework for efficiency, secure and personal
interactions can be set dynamically whereas it inherits the
properties of the blockchain.

Il. PROPOSED SYSTEM

In this section, we have elaborated on (i) features of the
proposed system (ii) contributions of the system, and the
solution to the problem statement (iii) system requirements
(iv) User interface, (v) Server-side of the web application and
(vi) working process of the proposed system:

Create a block to
represent the transaction

Categorize the
transaction

Broadcast the block
in the network

Funds Allocated

Add block to
the
blockchain

Visualize the

Database blockchain

Fig. 1. Workflow of the web application

With blockchain, the transactions are tracked and documented
updates to a single shared ledger, which provides complete data
visibility and a single source of truth. Because transactions are
always time-stamped and up to date, businesses can query a
payment status at any point in time. This helps to combat issues
like compliance violations, delays, and waste. In addition,
immediate action can be taken during emergencies and
regulatory warnings are ensured by the ledger audit trail.
Moreover, combining blockchain with finance makes it easy in
tracing the status of the transaction.

A. Features of the proposed system

We take advantage of blockchain to offer granulated
decentralized administration of resource grants and traces
within a business establishment. It also features a business-
centric ecosystem catered to other blockchain entities in
various disciplines. The various aspects of the proposed
system are as follows:

*  Awebapplication to bid the interface for the officials
and the employees to achieve decentralization.

+ Toachieve a three-dimensional graphical database to
model blocks by detouring conventional ledgers and
provide a visual aid for laymen.

* To obtain immutability, tamper-proof and fault-
tolerant application to represent the transactions.

+ Develop a system to provide transparency for the
employee.

B. Contributions

The main contributions of the proposed system can be
summarized as follows:

e Enhanced protection for monetary data: Blockchain's
function as an enhancement for administrators is
described by its security capabilities. Blockchain has
been confirmed to be very powerful for software
program protection and threat management.
Blockchain implementations can assist and save
financial data theft of sensitive monetary records.
Admittance to the network is restricted.

e Streamline payroll and expense tracking: Blockchain
can update manual work and eliminate latency in
contemporary payroll systems. Smart contracts help
businesses to validate and regulate their transactions.
These contracts may be designed so that, as soon as
the transaction is initiated, the system relies
absolutely on those codes. It additionally cannot be
modified except for the phrases of the settlement that
want to be updated. Real-time, blockchain system
assists trace invoices and facilitates the distribution,
and transparency of transactions.

C. System requirements

These are the tools that need to be installed to run the web
application.

Ganache v2.5.4

Node.js v10.19.0

Meta Mask v9.5.4

Truffle v4.0.8 (core: 4.0.7)

Neo4j Database v4.4.6
Web Browser

D. User Interface

The frontend portal is developed which provides the user to
grant funds and later trace back the funds granted. To
develop the front-end of the web application we have
designed the portal using technologies like HTMLS5 and
CSS3, and for dynamic nature and operations handling, we
have used JavaScript.
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The User Interface acts as the pathway between the end-user
and the database where the administrator (granting funds)
and end-user (tracing funds) were using this transparent and
tamper-proof system powered by blockchain.

E. Server-side

The server side of the web application comprises delegated
frameworks based on blockchain technology with the power
to the web application.

To harness the ability of blockchain in the web application, we
have used Ganache which is a personal development
environment for executing tests, and conditions and inspecting
the current state of the blockchain transactions. Similarly,
each transaction made in the network is stored in the form of
blocks with some properties like Timestamp, proof of work,
hashes, and other necessary details needed to make the registry
complete.

To develop the DApps i., e Distributed applications smoothly
and efficiently we make use of Truffle which is IDE i.,e
Integrated Development Environment and testing framework
altogether. Using Truffle, we can test the blockchain suite
seamlessly and helps in deploying it in the form of a web
application.

The key part of the web application is the graphical database,
so we use the Neodj graph database system. Neo4j database
uses cypher query and it has massive write and read
scalability, it also has single sign-on which increases the
authenticity of the web application. To carry out the financial
transactions we have used the meta-mask, which is a digital
wallet and acts as a payment gateway.

All of the blockchain suites and implementation is carried out
by using Node.js which increases the reliability of the
application and easy execution of the blockchain frameworks
for the web application.

F. Process

To overcome the problem of corruption and tampering with
the transactional data which is difficult to trace so we
developed a system that is purely based on blockchain
delegation, that comprises granting of the funds and tracing of
the funds granted till a low-level transaction in the businesses.
This allows the businesses to keep track of the transactions
and funds allocated on a demand-to-know basis. This creates
a crystal-clear ledger with a three-dimensional data
representation

The system is designed to use encryption standards to secure
transaction data by using a hash function to maintain a block
of transactions in an on-chain manner maintained and verified

by each node involved to verify the transaction and record data
transparently.

This system enables a secure, secure, and authentic fund
tracing and granting system to help shape the integrity of
transactions in the enterprise process. The whole process starts
with the transaction made by the granting authority and ends
with a publicly available transparent database. Thus, the
details of the transaction like granting authority, time of the
transaction, fund availability, and reason for the transaction,
all are noted and recorded in the distributed database.

Additionally, a block containing transaction details is added to
the network. After the validation process, the block containing
the transaction details with the checksum is then added to the
blockchain network. The transaction can then be displayed in
the network. All transactions and transaction details,
published and will be added to the distributed ledger, and will
be available to the public to trace the transactions in an
immutable way.

Machine(1)

Fig. 2. Three-dimensional depiction of the funds for
tracing.

Here we illustrate the final achieved result in a graph database
system and cater to the needs of a fault-tolerant tracing system.

I1l. CONCLUSION AND FUTURE WORK

In the proposed system, we discussed resource allocation from
a supported multi-organization point of view by blockchain
technology. We used access control authorization Transfer,
maintain and control granting and tracing of funds in the
organization. The proposed system uses blockchain smart
contracts to maintain Safe and secure interaction between
organizations and businesses without the need for trusted third
parties. The use of blockchain smart contracts allows the
resource that the exchange takes place on an open market
without an imbalance of power among the participants. it also
allows some market participants and consumers. Our
proposed system is catered to provide a security system
unleashing the power of blockchain technology.
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In the future, we plan to conduct further tests to evaluate
security levels and see the feasibility of our framework with
more complex access control policies. We also plan to add
more application functions to the system based on patterns in
historical transit data. Each of these features will add Another
aspect of this that can be seen in traditional fund allocation
methods today, with the aim of creating a transparent economy
and truly decentralized open fund allocation system. We are
planning on evaluating the effectiveness of that proposed
system and highlight the main advantages of implementing
such a system.
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