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Fundamental Understanding of Network and Network Security

Raghav Vivekanadan

Introduction

This paper encompasses the aspects of how website was created and operated in the 2008 to 2010 era. As
current technologies has long surpassed the methods of the technologies just 12 years ago. | have made this paper
for the people to understand the traditional and the fundamental way of hosting a website, and also the security
aspects back then. This even includes an explanation of group policy management, a very overlooked concept in
the field of IT, and for aspiring IT professionals as myself, this is a necessary skill to learn. Since current
technologies require a variety of skills are required to present a fully working website (including programming
languages such as python or C++, scripting languages such Java script, HTML, CSS and backend applications,
understanding of APl and etc..), it can be daunting for new aspiring developers, this paper creates the fundamental
understanding of network and network security, in which these aspiring developers and take an understanding of
the past technologies and move ahead with their careers.

The working has all been done on windows 2008 r2 server using a virtual machine. The infrastructure
required are Windows Desktop, Preferably with i5 Processor (Even i3 will be sufficient). RAM recommended 8
GB (Min 4 GB) HDD can be above 500 GB, Router: D-Link router with wi-fi support. Software are Operating
System: Windows 10 (Prefer Windows 7 or Windows 8) Windows server 2008. Software: Virtual Box (VMware
also acceptable)

The first four topics are about creating website (Creation of forest, active domains, and DNS
configurations), the next four topics are about group policy management, and the last topic is a simple router

configuration.
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The following table explains each part of the paper with a brief description.

Topic Name Description Infrastructure Software
Create a network, Create virtual Windows  Desktop. Operating System:
machines using Preferably with i5 Windows 10 (Prefer

Host a HTML page in

1S Web server,

Configure a DNS
server,

Configuring  Active
Directory Domain
Controller

Should connect three

PC via ethernet cable

or using  virtual
machines and
communicate with

each other, Install IS

service within the
machine ¢ Create a
HTML page & host in
the created VM e
Browse from other
machines to access the

hosted HTML page,

Configure a DNS

server inside the

windows server for

domain name & IP

Processor (Even i3

will be sufficient).
RAM recommended 8
GB (Min 4 GB) HDD

can be above 500 GB.

Windows 7 or
Windows 8) Windows
server 2008. Software:
Virtual Box (VMware

also acceptable)
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Topic Name

Description

Infrastructure Software

mapping Suggest a
single machine
multiple  configured
servers for both web &
DNS Can use the
existing website
template from
previous activity for
this configuration.
Give a domain name to
the website created.
Can host multiple sites
as well. Reviewer to
access the website
using domain name
from the said browser,
Install Active
directory service
within the machine
Create new forest e

Create 2 user and try to
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Topic Name Description Infrastructure Software
login from the
machines connected to
the domain
Configuring  Group Configure active Windows  Desktop. Operating System:
policy, directory and create a Preferably with i5 Windows 10 (Prefer
new forest with at least Processor (Even i3 Windows 7 or
Configuring  Group
2 machines. ¢« Use any will be sufficient). Windows 8) Windows

policy for windows

update,

Configuring  Group
policy to disable
Backing up in local
machine,

Configuring  Group
policy to delegate
control to reset the

password of the users.

windows

flavour RAM recommended 8

preferably ~ windows GB (Min 4 GB) HDD

server 2008 « Install can be above 500 GB.

Active directory

service within the
machine ¢ Create three
or more users and try
to login from the
machine connected to
the domain * One user
should have access to
USB and the others
should not have USB

access ¢ One user

server 2008. Software:
Virtual Box (VMware

also acceptable)
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Topic Name

Description

Infrastructure Software

should have access to
Camera and the others
should not have
camera access * One
user should have
access to SD Card
reader and the others
should not have
access. ¢ One user
should have access to
CD/DVD drive and the
other user should not

have access,

Create 2 user and try to
login from the
machine connected to
the domain Check for
windows update every
day at 5.00pm for the

first user and at
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Topic Name

Description

Infrastructure Software

7.00pm for the second

user,

* Create 2 or more user
and try to login from
the machine connected
to the domain ¢ One
user should have
access to take back up
and the other user
should not have access
to take back up ¢ One
user takes back up of
few files / directories
in the system using the
scheduled back up

configuration,

* Create 3 user and try
to login from the
machine connected to
the domain * One user

should have
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Topic Name

Description

Infrastructure

Software

Configure a router

permission to reset the
password of other user
and the other user
should not have
permission to reset
password ¢ One user
should reset other
users’ passwords and

access

* Create a network of 3
machines <« Allow
internet access to two
machine and one
machine should not

have internet access

Windows  Desktop.
Preferably with i5
Processor (Even i3
will be sufficient).
RAM recommended 8
GB (Min 4 GB) HDD
can be above 500 GB.
Router: D-Link router

with wi-fi support.

Operating System:
Windows 10 (Prefer
Windows 7 or
Windows 8) Software:

Virtual Box (VMware

also acceptable)
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In the following topics, I have used “>” which means select the given option to continue . For example
in each directory if wanted to access the sub directories, | select the main category and in the main category , |
select the desired sub category, this is represented by “>”

Topic 1

Create a network
The first step was to create a virtual machine. | used a virtual box for this task. I installed windows 7(.iso file, as
it is a recognizable for my virtual machine) and set it up on my virtual box. The other one I used windows 2008
server r2 and set it up on my virtual box.

This figure is basic representation of the above steps

¥ Oracle VM VirtualBox Manager — O

File Machine Help

i = Fe D

New Settings Discard Start

r. Raghavos2 . General - Preview
1'7' (W) Powered Off Hame: Raghav0S1
Operating System: Windows 2008 (64-bit)
e » (] system
) L)
2008) 1% " Base Memory: 2048 MB

Boot Order: Floppy, Optical, Hard Disk
Acceleration:  VT-x/AMD-V, Nested Paging, Hyper-¥
Paravirtualization

Ml opisplay

Video Memory: 27 MB
Graphics Controller: WBOXSVGA
Remote Desktop Server: Disabled
Recording: Disabled
[z] storage

Controller: SATA
SATA Port 0: RaghavOS1.vdi (Normal, 32.00 GB)
SATA Port 1: [Optical Drive] windows_server_2008_r2_x64.iso (4.20 GB)

[er meeaza

On virtual box, | went to “tools” > “preference”> “Network”.

On network option | clicked on the option which adds “new NAT network.” | created my NAT Network and
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named it “RAGHAV Network.” In this network | had to edit it, and | entered a unique IP address for it. For this
| entered the IP address as 192.168.100.0.

This figure is basic representation of the above steps

e Manage! - O
& VirwalBox - Preferences X
B General Network #" NAT Network Details
Raghav052 &7 Input T s j | Enable Network
W P d Off . .
Q) Powere & update Active  Name Network Name: [RAGHAV Network
7z | | + EaGHAVIN e Network CIDR: [192.168.100.0/24 \
Raghav0S1 (Snaps || ) language | |lv RaghavNetwork ) J
A5 [ soved 3/ languag o Hetvork Options: [7] supports DHCP
. Display [ ] supports 1Pve ’
ﬂ Network Advertise Default IPvé Route l ’
Port Forwarding
| Extensions
.
I7 Proxy | |
oK Cancel

I had to create this unique IP address because if I hadn’t, the VM would take default address which is
10.0.2.15. If it has the default address, it wouldn't be able to communicate. This is why | created this unique IP

address.

|| System
I Disolay

L] storage

) Audio P Advanced

W Network
{4 serial Parts
(O use

[0 Shared Folders

T user Interface

v

Now to make my VM connect to this NAT Network, | had to go the settings of the VM and selected
network, then changed from the default NAT to my NAT Network.
Now I have run my VM’s and have opened their command prompt. I entered “ipconfig” to know their [P

address generated. Now that I have their IP address. Now, to communicate with the other VM | had to Enter this
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command “ping 192.168.100.4” (where 192.168.100.4 is the IP address of my windows 7) with this command it

starts to communicate with windows 7. As shown; it says “reply from 192.168.100.4: bytes=32 time<Ims

TTL=128” which confirms that my system is communicating with windows server 2008 r2.

[+ Admiinistrator: C:\Windows\system32\cmd.exe

Connection-specific DNS Suffix . =

ink-lo 6 Address . . . & fe8B::f54a:919d:d49:87h6x11
IPv4 Address. . . . . . 192.168.160.6
Suhnet Mask . 1 255.255.255.8
Default Gateway 1 192.168.188.1

Tunnel adapter isatap.{FEB21243-598D-4AE3-n178-C1CFF4927461%:

Media State
Connection-specific DNS Suffix H

C:\Users\Administratordping 192.168.100.4

Pinging 192.168.188.4 with 32 b

Reply from 192.168.180.4: hytes time{ins TTL=128
Reply from 192.168.188.4: b time{ins TTL=128
Reply from 192.168.188.4: hy time{ins TTL=128
Reply from 192.168.188.4: hytes=32 time<ims TTL=128

Ping statistics for 192.168.
Packets: Sent = 4, Recei =
Approximate round trip times nilli-s
Minimum = Bms, Maximum = Bms, Average

C:\Users\Administrator)888

B C\Windows\system3Z\emd.exe

teficrosoft Windows [Uersion 6.1.76011

Copyright {c> 208Y Microsoft Corporation. A1l rights reserved.
C:\Users\Raghav>ipconfig

indouws IP Configuration

[Ethernet adapter Local Area Connection:

Connection-gpecific Di

Link-local TPu6 Addre: : feB@::615d:20cF:37e:5c63711
1Pv4 fddreess. . . . £ 192.168.100.4

Subnet Mask : 255.255.255.0

Default Gateway 192.168.10@8._1

C:\Users\Raghav}_

PORG e

P [ 5 =1 0 R0 A )

This is the end of the first topic , here we gave a detailed description of the steps taken to configure the connection.

This topic will serve as the base for the rest of topics as it just explains my virtual machine configurations.

Topic 2

Host a HTML page in IIS Web server

The first step. Once you open windows 2008 on the virtual box, go to the “start” > “Administrative Tools”

and click on IIS manager. Now once in roles section, add a role web server IIS and download it by selecting the

default options itself.
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% 3 Roles T

i( Vx5 it o s o e e e

~ Roles Summary
) Roles: 30f 17 installed

i, Actve Directory Doman Services
& DN Server

Web Server (15)
~ Active Directory Domain Services. @ roosHep
od g user kogon
processes, authentcation, and drectury searches.
@ [ o to Actve Divectory Domain
Role Status. e
Veszages: 1

System Services: § Ruing, 1 Stopped

i Events: 4warmincs. 10 nformatonal n the fast 24
€3 LastRefresh: Today at 3:55PM Configure refresh

e

Y EET T

55

PRWG SN m

Now click on web server 1IS, tap on your default home server, then the option for sites will show up.
Under sites go and add a Web site. Input a desired site name. For physical path go for Local

Disk(C:)>inetpub>wwwroot. Select your IP address on your VM. Change the port to 8082 and now click “ok”.

“E Internet Tnformation Services (TI5) Manager _[&@x
@G; [ 6] » WIN-CGYELIIID2G » Sites b & @ -
Fle tew  beb Jaddwebsie ﬂﬂ—
Site name: Application paol:
L |7
=% q.ﬁ |7 |8 Pefatiparoa — Add Web Site...
-~ Start Page - Set Web Site Defauls...
=595 WIN-CGV6LI1102G (SEN SonmlibTEny
2} Application Fools Physical path: LY
E-a Sites [c:wetoub ] Oniine Help
@ pan Pass-through authentication
Connectas... | Testsetnoe..
—Binding
Type: 1P address: Port:
Ihttp =l IAJI Unassigned = [0
Host name:
Example: www .contase.com or marketing. contosa.com
¥ Start web site immediately
oK Cancel
T
; | o], commtven

Ready

oo Bl & (5[ woag 7

%

B G .

After creating a website go to file explorer Local Disk (C:)> inetpub>wwwroot, here right click and go to

new text document. Now enter the HTML code so hold a server. Now save this html page as “.html.”
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Mracr N EIET
(| - computer + LocalDsk (G) - inetpub - oot~ Panfl ~ = &3 [ search painful 0]
Organize ~ @ Open v FPrint  New folder = - [ @
X Favorien 2] Name - | oate modied [ Type [ st | |
B Desktop App_Data 1/26/2022 2:35 PM File folder
5 Downloads 1B senjuEnterprise 2/16/2022 11:05AM  HTML Document
il Recent Piaces || web, config 1/265/2022 226PM  CONFIG File 1K8
s Bl senjuEnterprise - Notepad =10 x|
”j[:::;im Fle Edt Format View Help
vl s C
K Pcures ey ENTERPRTSE</h1>
[ videos <p>SenEuUCHIHA. </p>
<p>Works</p>
8 Computer :/Eiﬁgnnected TO DNS server "192.168.56.101"</p>
& loalDisk (€ |</html>
inetpub
PerfLons
Program Fies
Program Fles (xt
Users
Windows
&l D Drive 03 GRM:
P S—
SenjuEnterp
@ HTML Docume

. [El
e BlE N5 @ 79 FE® S = ® This part includes the language “HTML” hyper text

markup language, and this language is used to create webpages, for the purposes of this paper, the code only

creates a web page with few texts on it.

Now return back to the 11S manager and go to your website, under your website select directory browsing

and click enable to host the HTML page.

T Internet INFormation Services (IIS) Manager - T
€> ¢ | r wincoveiliozs » Stes b Pan k | ke et B -
File  view  Helo
0 Directory Browsing -
Use this feature to specify the information that displays in a directory listing RO
= Time Disable
¥ siza @ o

Orline Help

¥ Extension
¥ pate
I Long date

. 1 | [[Treatires view |o - content view

Configuration: ‘Pain' web.confia ' |

o] Byl b [P AR omm Fw s Sk = This s to enable the web page

as site for others to access.
Now go to your Virtual box and go to another VM and ensure the new VM is on the same bridge Network

as the host machine. In this VM go to server manager>Configure IE ESC> and select off. Now open the browser
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and type http://192.168.56.101:8082/SenjuEnterprise.html. The IP address and port of your host server. This is

to prove that my html website is on the network.

This is the end of the topic, it gives a detailed description of the steps taken to host a webpage.

/= http://192.168.56.101:8082/SenjuEnterprise.html - Windows Internet Explore:

@_—\ = [&] hip://192.168.56. 1

S Faverites | ¥ @] Suggested sit
%= http:/f192.168.55. 101:8082/Senjul

SENJU ENTERPRISE
SenjuUCHIHA .
Works

Connected to DINS server "192.168.56.101"

[ [ [ [ [ [ [&P internet | Protected Mode: OFF

YA - [®=100% -

Topic 3

Configure a DNS server

The first step is identifying the IP address (IPV4), subnet mask and default gateway of the VM we are
using. We can do it by going to command prompt and enter “ipconfig.” Make sure the VM network is a bridge
network. Now in the VM go to start and type “NCPA.CPL” then right click on logo and go to properties. Click
IPV4 and select use this IP address and manually enter the details. For the preferred DNS server just enter the

VM’s IP address.

DNS ( Domain Name server) is a server where it stores IP address in a form of a name, for example if we

type “google.com” the DNS returns the IP of google.

This figure represents the above steps.
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ﬁ.-: k [Running] - Oracle VM VirtualBox

[ Network Connections

Lo o

AT

|@ ~ Control Panel » Network and Internet ~ Metwork Connections +

v &5 I Search Network Connections Q‘

(irm=mioa -

11 | ocal Area Connection Pra Xl

Mic=hla Hhic na

Metworking |

Connect using:

% & Irtel(R) PRO/100C

This connection uses the

% Client for Micros
=105 Packet Scl
Bl File and Printer !
- Intemet Protoco
- Intemet Protoco
& Link-Layer Topc
& Link-Layer Topc

Install.. |

r~ Description
Transmission Control F
wide area network prof

e e e ‘Tﬂame this connection  View status of this connection i,‘i ~ [l @

Internet Protocol Version 4 (TCP/IPv4) Propertie 2]
General |
‘You can get IP settings assigned automatically if your network supports.

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically

¥ Use the following IP address:
[192 18 . 237 . 238
[192 18 237 . 241

| Ohbtain DS setver address automatizally

TP address:
Subnet mask:

Default gateway:

—{* Use the following DNS server addresses:

Preferred DNS server: I 192 . 168 . 237 . 238

Alternate DNS server:

across diverse intercor

™ validate settings upon exit

P &2 i o

o] % & [N 2]

T:09FM

3ye/022 B

ek EiRTE ®rghtcr

Now go to Server Manager> Roles> add roles and select DNS server and install it. After installation, go

to administrative tools> DNS server> DNS > the VM server, in this section there is forward lookup zone and

reverse lookup zone. Now right click on reverse lookup zone and select “new zone” now enter and choose the

default options till where u need to enter the network ID, here enter the IP address without the last part.

This is the part where “lookup zones™ are used , this case there are two :- forward lookup zone and reverse

lookup zone. They are similar, the only difference is that for forward lookup zone the name is mapped to our IP

and opposite is for reverse.
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ﬁ work [Running] - Oracle VM VirtualBox — O =
File Machine View Input Devices Help
B Server Manager o [ 9
e loix
4= | File Action View Help
ele = [ Hmle = [H5E § 0
i[Zons Hame [ Type | status. |
E Bl § WIN-B7DIBERLHS 1=/ 237.168. 192.in-addr.arpa Standard Pri...  Running
i ] Lookup
B ddr.al
[ Conditional Forwarders
(7] Global Logs [%
£
J 1 O

oo Bled @[S Frwe e

Ll @bl o = i 1@ R right ant

Now for the forward lookup zone, right click and choose “new zone” and select default options and enter
a desired zone name. (Raghav.in)

In this case we chose forward look up zone.

ﬁ work [Running] - Oracle VM VirtualBox - O X

File Machine View nput  Devices Help

E Server Manager ;lglﬁ

e ioix
4= | Fle Acton View Help
S == #m| R E 6= B ]E 66
I[Eons [ ame [ Type [ pata I
E 2 § WINIBTDESRIHG ] (same as parent folder) Start of Authority (S08)  [3], win<b7dibérhg.raghav....
- V!
oY @& Forward Lookup Zones =] (same as parent folder) Name Server (NS) win-b7dibérihg.raghav.in.
b L e =] win-b7diberihe Host (&) 192.168.237.239
£l [7] Reverse Lookup Zones www Host (8) 192.168.237.239
|2 257.168.182.in-addr.a1
[ 7] Conditional Forwarders
[&7] Global Logs +
£
I L3

[
e Bl S @[ Fome e

QokEa s =36 @ Rt cr
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Now go to start> right click on computer and select properties. Select change settings > change > more
here enter the forward lookup zone name.
Here we input the host name for our IP.

% work [Running] - Oracle VM VirtualBox — O >
':“_- - T ==z

OO [+ Control Panel ~ System and security ~ System v &3 [ seerch contol Panel E

[eubill 5y stem Properties x| I
Computer Name/Domain Ch; lll
) Devicet
DN5 Suffix and NetBIOS Computer Name

&) Remote
&) Advance

x

Primary DMS suffix of this computer: ts reserved.

|

¥ Change primary DNS suffix when domain membership changes

NetBIOS computer name:
IWIN-IE?DIEGRLHQ

This name is used for interaperability with older computers and services.

Cancel | i5-10300H CPU @ 2.50GHz  2.50 GHz

I Bystem
= Workgroup: nputis available for this Display
IWOF{KGF{OUP
2] [B/Change settings
Ok | Cancel 1.raghav.in

See als
Action C 0K | Cancel | Appl | |
Windows Update

f&_ 3 days untll automatic activation. Activate Windows now

ol B &S 2 BN POBG e

Rekas =iEgE @ rintan

And now restart the VM.

Now in the forward lookup zone right click to add a new host (A). For the name just keep it as “www”

and as for IP enter the VM IP address.

gy e 1t ] 1
= ﬂ WIN-IB7DIBSRLHS =] (same as parent folder) Start of Authority (SOA) [5], win-b7dibérihg.raghav....
=N Fgrward Lookup Zones é:l (same as parent folder) MName Server (NS) windb7dib6rlh.raghav.in.
|2 raghav.in =] winb7dibérihe Host () 192.168.237.239
= || Reverse Lookup Zones g:l W Host (&) 192,168.237.239

=/ 237.168.192.in-addr.a
| Conditional Forwarders

Now go to the website which was already hosted. Go to 11S>Sites> site created and click on edit biding

select the one that already exists and add a host name example: www.raghav.in.

With this DNS is configured.
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% work [Running] - Oracle VM VirtualBox — O x>
"'Elterfmatrvic)ar = K == x|
@g) [@ » WINABTDIBSRLHI P Sites b sitel b | & el 1@ -

File View Help

@ stet Home Acwens

&" H | Ll | ﬁ; 2 Explore
€ startPage Edit Permissions...
E‘Hj WIN-IE7DIBERLHS (W Filter: - G - % Show All |Grnup by: B
-2} Application Poals Tre Al Edit Site
El-[8] Sites EmETTT 2] (|21 ] pings....
@ sitel tic Settings...
T Type: IF address: Port: |
hte [ntip | |192.188.237.239 =] [0 v Applications
I W Virtual Directories
Host name: f—_————
Iwww.raghav.in | je Web Site €2
Example: www.contoso.com or marketing. contoso.com | tart
rt
J P
oK | Cancel | bwse Web Site
wse www.raghav.in an
e .166.257.239:50 (i)
Advanced Settings. ..
Management Configure
D Limits...
Fanfimiratinn LI @ 3EE
Online Help
. | 3| | = | Features view |\ - Content View
Ready afl

b B & (W 2 PG G g

@@DJELY @JEH@@R\QM Ctrl

In the browser of VM just type domain name, and the site hosted gets displayed.
This is the proof that the DNS is configured as we don’t need to type our IP address but instead only the

name of our website, this website name is “Raghav.”

- O x

Lplx

= [&][¢][x] [ oo Minimize

& ww.raghav.in | | | %y - [ - [ @ - Page~ Safety- Tods- @

. =

www.raghav.in - /

3/6/2022 5:50 PM 65 code.html
3/6/2022 5:48 PM 168 web.config

[T [ [ [ [@ mtemet | Protected Mode: Off [5G - [®oo% -

[
o] & & S W 2@ PO HG e

HOREs  ERIG

This is the end of the topic. This is a e a detailed description of the steps taken to configure a DNS server

© 2023,IJSREM | www.ijsrem.com DOI: 10.55041/I)SREM17735 | Page 17



http://www.ijsrem.com/

al
e-Journal

33
IJSREM ] ] . ) ] ]
International Journal of Scientific Research in Engineering and Management (IJSREM)
w Volume: 07 Issue: 02 | February - 2023 Impact Factor: 7.185 ISSN: 2582-3930

Topic 4
Configuring Active Directory Domain Controller
Now to add a layer to our website, this general way of describing the active directories.

To do configure active directory we need the DNS configured first, otherwise it wont work because we
need the zones to be activated. So, in this case | used all configurations I did in the last topic. This is also where
we create a forest.

In the VM where created and configured a DNS server, we must go the event manager and select “add

roles” select “Active Directory Domains and Services” select the default options and install it.

E. server Manager

=10/ x|
File Acton View Help
= | x=H L
Yo I 8
ﬁ:j Features
ﬁ Diagnostics ' View the health of the roles installed on your server and add or remove roles and features.
j‘j Configuration >
25 storage =
- Roles Summary E Rales Summary Help
~| Roles: 3of 17installed ::p‘;:: Add Roles
5:‘. Remove Roles
/& Active Directory Domain Services
/& DNS Server
Web Server (II5)
+ | Active Directory Domain Services E AD DS Help
Stores directory data and manages communication between users and domains, induding user logon
processes, authentication, and directory searches.
A Etaeen [& Go to Active Directory Domain
o us Services
Messages: 1
System Services: 8 Running, 2 Stopped
v Events: 2warninos. 12 informational in the last 24 LI
o
< | ﬂ %4 LastRefresh: Today at 10:44PM  Configure refresh
= o i @
F'start| ?jk ey = ﬁg‘
o uzl;»J # r_[g:‘_'l

FPEBG ™

After this step, restart the VM and go to “start” and type in “dcpromo” and select the default options and
then select to “create a domain in new forests” then give a desired FQDN of the forest root domain (try.one), now
continue with the default options and input a desired password (following the password rules of windows 2008)

and let the VM restart. After it restarts when shows up the login screen it should show “try/Administrator”, which

confirms the creations of the forest.
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This is how forest has been created. Forest in Active directory can be recognized as something like a

domain of domains, where we can host multiple domains in a single domain.

% User Accounts -2 =]
\:_) (_) liﬂd = Control Panel = User Accounts - User Accounts - I‘EJI Search Control Panel #)l
) - =
(2]

Control Panel Home Make changes to your user account

Manage your credentials Change your picture

—_—
Manage your file encryption .

certificates '?_,' Change User Account Control settings | J TRY\Administrator
Configure advanced user profile '5' Manage User Accounts 1

properties

Change my environment variables
Ta change your password, press Cirl+Alt+Del and select Change a password.

Now once Active directory Domains and services and the forest is created, we go to start >Administrative
tools > Active Directories users and computers, in this section we go to the forest we created (try.one) in that we
go to users. In the user's section we right click on “administrator” and select copy, this will show the user creation
option, here we enter desired credentials for the user and create a password for it. (We copy from administrator
because it has the authority to access the domain) Now we do it twice to create another user.

This step is to add users to it and one of users e give administrative access. This user we are going to

analyze even further in group policies.

© 2023,IJSREM | www.ijsrem.com DOI: 10.55041/I)SREM17735 | Page 19



http://www.ijsrem.com/

International Journal of Scientific Research in Engineering and Management (IJSREM)

Volume: 07 Issue: 02 | February - 2023 Impact Factor: 7.185 ISSN: 2582-3930
&, User Accounts =lel x|
e JRT=TEY
File Acton \View Help
lessE{0XEd= HE(BeETa%:
W :] Active Directory Users and Comput | Name | Type | Description |
o e Quctes |
M = ryone #2 Allowed ROD., o e xl
d | Builtin 82, Cert Publishers
| Computers Denied ROD... .
F 2| Domain Controllers %D::fdmins Createin:  try.one/Lsers
C | ForeignSecurityPrincipals .%DnsUpdabePr
| Managed Service Accounts 2, Domain Ad ‘
| Users omain AAMINE — First name: IV‘lvek Initials:
F&Dnmam Com...
82, Domain Cont.. Last name: I
.F&Domain Guests
52, Domain Users Full name: I\“wek
F&Enberpnsa A
.%Enberpnse R... User logon name:
%Group Policy .. I\d’lvekZ I@try one j
3_. Guest
Sh Raghav User logon name {pre-Windows 2000):
B RAS and 1S . ITF{Y\ I\ﬁ\rek?
%Read-only D...
F&Schema Adrnir
< Beck Next > Cancel |
N 2
\ |

|
cee| % & W & BT Fewe e
Now to access the domain we created from the users we created, we go to “start” next to log off we click
that option to switch users, now enter the username and password to login.
Now we change the users, once we boot the virtual box .
Now in this user we go to the browser available, and type in our domain name to access the website. We
follow the same step for the second user. After inputting the domain it should show our website created in the

domain.
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B

= www.raghav.in - / - Windows Internet Explorer =1
@__‘ = |&] rtm: v raghav.ing =1/ & [*2|[ x| [.° sina o[-
i Favorites | 5l 2] Suggested Sites ~ & Web Slice Gallery -

P —— I | % - E] - [ #=h - Page ~ safety ~ Tools - &h-

www.raghav.in - /

/672022 S:50 PM 65 code.ntml
3/6/2022 5:48 PM 168 web.config

Jone [ [ [ [ [ [# & mternet | Protected Mode: On “& - [®W 100w - _

o] B & L [@ N
= G Doz ol S =1 = i3 57 (%] Riaht Ctrl

This is the end of the topic. This is a a detailed description of the steps taken to configure an active
directory server.

Topic 5

Configuring Group policy

Group Policy is just like a policy or set of instruction for a group of users to follow, one of the applications
can be of lets take an example of company with lets say 100 employees. The manager wants to restrict access for
all the employee’s computer, making sure the employee’s don’t access certain parts of company’s computer, in
this case windows provides a solution, we can create a policy which states that all users should not have access
to some certain files, so all the users in that policy will not have access for those files, the only user who can
access those files will be the administrator. This topic is going to be implementation of this. We still need the
active directories to serve a better example so we will be using those, and since active directories require DNS
configuration, this topic can be considered a continuation of the last topic, and hence we’ll be using the previous
configuration.

In the VM where Active domain and controllers are installed, we go to start >Administrative tools >

Active Directories users and computers, in this section we go to the forest we created (try.one) in that we go to

© 2023,IJSREM | www.ijsrem.com DOI: 10.55041/I)SREM17735 | Page 21



http://www.ijsrem.com/

International Journal of Scientific Research in Engineering and Management (IJSREM)
Volume: 07 Issue: 02 | February - 2023 Impact Factor: 7.185 ISSN: 2582-3930

users. In the user's section we right click on “administrator” and select copy, this will show the user creation
option, here we enter desired credentials for the user and create a password for it. (We copy from administrator
because it has the authority to access the domain) Now we repeat these steps and create 4 users.

This is how users has been created.

B Active Directory Users and Computers ] 4

4
.| File Action View Help

G IR EEIE EEEN IS SR Y

: Active Directory Users and Comput | Name | Type | Description |
| saved Queries _ﬁﬁministramr User Built-n account for admini. ..
B# fry.one B2 Allowed ROD... Security Group ... Members in this group can...
| Builtin 2 bansal User
J_ Computers %Cert Publishers  Security Group ...  Members of this group are...
:J Domain Controllers %Den\ed ROD... Security Group ... Membersin this group can...
H Foreignsemrit.\-"Pr\ndDals %DﬂsAdmins Security Group ... DNS Administrators Group
j Ed Service Accounts %DnsuudatePr..‘ Security Group ...  DNS dients who are permi...
%Dcmain Admins  Security Group ... Designated administrators...
%Dcmain Com... Security Group ... All workstations and serve...
%Domain Cont... Security Group ...  All domain controllers in th...
%Dcmain Guests  Security Group ...  All domain guests +
%Dcmam Users  Security Group ...  All domain users
%Enberprise A... Security Group ... Designated administrators...
%Enberprise R... Security Group ... Members of this group are...
%Gmup Palicy ... Security Group ... Membersin this group can...
E. Guest User Built-in account for guest ...
Oza User
S; pritt User
33 Raghav User
%R}-\S and IAS ... Security Group ... Serversin this group can ...
%Read-only D... Security Group ... Members of this group are...
%Schema Adminz  Security Group ...  Designated administrators...
4 I I _,I S; Vivek User

el B @ W L7 P S

Now we go to “start” and “type Group Policy Management” and enter, we select our forest then we select

Domains then we select on our forest name, in this section we see the section of Group Policy Object in our forest.

Now to create objects,
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5] Starter GPOs
[ Sites
jE': Group Policy Modeling
1+ Group Policy Results

=t Group Policy Objects
& WMI Filters

Yes Enabled None

<]

| 2

| | |
ool B & W 2[a

PG e =
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E Group Policy Management =18 x|
&, File Action View Window Help |;|i|1|
L G I NERTENEN 7 N
|54 Group Policy Management try.one
[E] 43 Forest: try.one ) ) )
—g = Domains Linked Group Policy Objects | Group Policy Inheritance I Delegation I [
ElE=] o v.one | Link Order ~ | GPO [ Enforced [ Link Ensbled | GPO Status | WMI Fiter |
EE[ Default Domain Policy 1 =/ Default Domain Policy No
2 | Domain Controllers

We right click on Group Policy Objects and select “new” and input a desired name suitable for referring

blocking of USB/SD card/Camera/CD/DVD, and we continue till we make four GPO following these.

Now with the object created to block camera is done. The group policy is policy which users follow, so

we now created “camera block” now we just need to add this the policy, a process knows as group policy object

linking. Since the object has been created, now link it to up the group of users created before.
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B Group Policy Management - &=
&, Fille Action View Window Help | ==
L ARl Eal =R 7 Nae
_E.Efglf P"'itc‘fh“"'a”ageme”t Group Policy Objects in try.one
orest: oTy.one .
=l [ 55 Domains et | Delegation I
B try.one Name = | GPO Status | WMI Fiter | Modified | ow
=/ Default Domain Policy =/ Camera block Enabled None 3/8/202 10:34.. Dor
2] Domain Controlers =/ CD/DVD block Enatled Nene 3/8/2022 10:35... Der
=& "’“-'”F'F'-""-"t'-“ =/ Defauit Domain Cortrallers P...  Enabled None 3/8/202210:11.. Dor
= =/ Default Domain Policy Enabled Mone 3/6/2022 5:40:... Dor
57 oo bock
= . |=/ 5D block Enabled None 3/8/2022 10:37...  Dor
_=J Default Domain Controllers =
=/ Default Domain Palcy \=/ USE block Enabled None 3/8/2022 10:30...  Dor
L=[ 8D block
"=/ USB block
% WMI Filters
] Starter GPOs
@ Sites
5t% Group Palicy Modeling
4 Group Policy Results
< | »
4 i Bl 2!

| | |
v Bo&d N L[ P EEO

After creating these four GPO, we right click on Domain controllers and select “Link an Existing GPO”,

in that we select the four GPO we created.

SE
3, File Action View Window Help | i =1 |
8 7EolclBE
B o Poley Heregement =
= _ﬁ Forest: try.one
&) [55 Domains Lookin this domain:
B g try.one [ Modfied [om
s/ Default Domain Jiry.one | 3/8/2022 1034.. Dor
2| Domain Control BT 10
5 (5 GroupPolcy o SESRISETEIEEE imuzzlg?? g::
L=[ Camera blo Co
=] oD ble Mame = | /6/20225:40....  Dor
=] Default Dor Camera block 3/8/202210:37...  Dor
=/ Default Dor CD/DVD block 3/8/202210:30...  Dor
=/ 5D block Default Domain Controllers Policy
_EJ 1USB blodk Default Domain Palicy
% WML Filters 5D block
] Starter GPOs USE block
i Sites
5E¥ Group Policy Modeling
% Group Policy Results
Ok I Cancel
| | i
<| ml

b Bl W 2 P o we

Now that the object is linked, and we continue this process similarly for other parts of computer.
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After link the four GPO we right click on the GPO for USB block and select “edit” now here under User
Configuration under this we go under policies under that we Administrative Templates, in this section we search
for system, in system we select Removable Storage Access, in this section, we select both Floppy Disk: Deny

read and write, and enable both, apply and close.

JRI=TEY

File Action View Help

L e e

El i Computer Configuration :I Bl Removable Storage Access
_| Policies

| Preferences Floppy Drives: Deny write access Setting I

:%EI t‘-} L.!s.er C-fnl.ﬁﬁguration \:=] Time: (jn seconds) to force reboot Moi
= P.c.:hasesfm st Edit policy setting. |iZ| €D and DVD: Deny read access Mol
| Software Settings = : ri
% Windows Settings Requirements: ._:. CD and DVD: Deny write access Mol
5 [ Administrative Tem; At least Windows Vista |i=] Custom Classes: Deny read access Mol
_ e i=| Custom Classes: Deny write access Mol
_| Control Panel Description: = , A P
~| Desktop This policy setting denies write access to ‘—f' Floppy DF!VES' Deny re? Fecess
_ Metwaork the Flannw Drivies remavahle etrrans |=:1 Floppy Drives: Deny write access
| Shared Folders c ;@ Floppy Drives: Deny write access
| Start Menu and I ) )
=i System ] [=] Floppy Drives: Deny write access Previous Seting I Next Setting
| ctrl+alt+De || s
| Driver Instz C o
= Folder Redi I " Not Configured OIInEE
= . F
Group Policy i =
- ) Enabled
| Internet Co na
" Locale Serv " Disabled
~| Logon : : :
| parformanc Supported on: [ ¢ |east Windows Vista
| Power Man:
| Removable __|
| Scripts Options: Help:
~| User Profile
| Windaws He - - - - -
St - _ILI This policy setting denies write access to the Flopg
b I | s removable storage class, including USB Floppy Drr
14 setting(s
| ng(s) T wni enahle thic nalice cettina write arcece will b

ool B oW L & E

PG % ® om0 ™

In this case, since we are blocking access to few parts of computer, it does not mean that we cant block
others, almost all the folders under “system” can configured in our way.

We follow the same steps for the other three GPO, for CD/DVD block, we enable CD and DVD: Deny
read and write. For Camera block GPO we enable WPD devices: Deny read and write. For SD card block we

enable Tape Drivers: Deny read and write.
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Now once we edited our GPO’s, we left click on one of our GPO and under “security filtering” we see

the option for “name”, here we remove the default Authorized Users and add the user we don’t want access to

the GPO here for example to remove access for USB we add a user in the name section. Now we follow the same

step for other GPO’s.

E Group Policy Management
.5, File

Action  View Window Help

1a) Default Domain Policy
[=l = Domain Controllers
=/ Camera block
=2/ CD/DVD block
=/ Default Domain Controllers
@/ 5D block
i/ USB block
B [5r Group Policy Objects
=/ Camera block

Links
Display links in this location:

Itry.one j
The following sites, domains, and OUs are linked to this GPO:
Location | Erforced | Link Enabled | Path
] Domain Cortrollers

Na

2l

Yes try.one/Domain Controllers

| i
i
|=[ CDJoVD block _ -
=/ Default Domain Controllers ectruhitcrng
\=/ Default Domain Policy The settings in this GPO can only apply to the following groups, users, and computers:
= 5D block Name |
] JEIRLISE block & Oza (Dza@try.one)
% WMI Filters
3] Starter GPOs
{3 Sites
jE'- Group Policy Modeling
::. Group Policy Results Add Remove | Propetties |
WMI Filtering
This GPO is linked to the following VWM fitter:
Icnone> j [Hpen |
< | ©
= = g [+ r (== | ‘ 12:07 AM
el A &3 S W L[ = B GG e =
| & Group Policy M;

SD block

B (2 Domains

Links
Display lirks in this location:

Scope | Detats | Setings | Delgatin |

[.one

cic The folling stes, domains. and OUs are inked to this GPO:
EEI SD’DVD black Location ~ [ Enforced | Link Enabled | Path
i/ sDblock 5] Domain Cortrolers No Yes \ty.one/Domain Cortrolers
2 UsB block
=) [ Group Palicy Objects
L=/ Camera block 1l | |
0/DVD block . .
efauit Domsin Controlers | Securty Fitesing

efaLit Domain Policy The settings in this GPO can

only apply tothe following groups. users. and computers:
Name = [
£, Vivek (vivek @try.one)
.
58 Group Policy Madeling
<) Group Polcy Rests Add Benove | Propedes |
WMI Filtering
This GPO i inked to the following WM iter
[Fane> =
| I

b B W 27
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E Group Policy Management =]
Z File  Action Miew Window Help |_ 2=
I E =N E
_% Group Policy Management CD/DVD block
= _ﬁ Farest: try.one Seo = =
Bl (£ Domains pe | De(alls' Sethngs' Delegation |
= _fj fry.one Links
1=/ Default Domain Palicy Di B =
= =] Domain Controllers ShE IW one J
= Camera black The following sites, domains, and OUs are linked to this GPO:
=l EDS"E[';“"* . Location =~ [ Erforced | Link Enabled [ Path
g S[El bltd& emain tanteler 5] Domain Controllers No Yes try.one/Domain Controllers
=/ USE block
B [ 5 Group Policy Objects
\=[ Camera block al I I

WD block; » 5
efault Domain Controllers SRR
=/ Default Domain Palicy The settings in this GPO can onty apply to the following groups. users. and computers:
(= 5D block Name = |
(=[ USB black

; bansal (bansal@try one)
% WMI Filters

3] Starter GPOs

& Sites
§E& Group Policy Modeling
4 Group Policy Results Add... Remove |

Properties |

WMI Filtering
Thig GPO is linked to the following WMI fiter:

|<none:= j Open
| | W
| | |

e Bl W L[ o 7 [Fowe Samn

3/9/2022

|& Group Policy Management

=1
2L File Action View Window Help | -8
A e E R S 7o
_§£ _Ggup Policy Management Camera block
=] Forest: try.one = = =
=l (24 Domains Scope | Ddal\sl Sd‘hngsl Delegation |
= _f_j try.one Links
| Default Domain Policy i e @ T
= EJEJI Domain Controllers R Itry.one j
152/ Camera block The following sites, domains, and Qs are linked to this GPO:
%f g:gﬁ[‘;::ﬂd;nc Location_~ [ Enforced [ Link Enabled | Path
5/ 5D block R [Z] Domain Controllers. Mo Yes try one/Domain Controllers.
i/ USB block
[= [ 5} Group Policy Objects
=] [o———" il | I
=/ CO/DVD block - - !
|=[ Default Domain Controllers TR FE
|/ Default Domain Policy The settings in this GPO can only apply to the following groups, users, and computers:
L=[ D block Name = |
5] UsBblock L, pitt (ritt@try.one)
5 WMI Filters
L] Starter GPOs
@ Sites
£¥ Group Policy Modeling
‘.,_.‘ Group Policy Results Add.. Remove | Properties |
WMI Fitering
This GPO is linked to the following WMI fiter:
Imcne> j Open
< | B

o B W L 7 Foes St m

3/9/2022

This is the end of the topic. This gives us a detailed description of the steps taken to configure an active

directory server and configure group policy
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Topic 6

Configuring Group policy for windows update

Now we cant try other applications for group policy management, another application of this, assume a
company with 200 systems , it would be very impractical if each system had to be individually updated. In this
case we can add a user to all these system create a group for them and then create policy which states the time at

which the updating can happen.
Again we will be using the previous topic configuration as group policy requires active directory.

In the VM where Active domain and controllers are installed, we go to start >Administrative tools >
Active Directories users and computers, in this section we go to the forest we created (try.one) in that we go to
users. In the user's section we right click on “administrator” and select copy, this will show the user creation
option, here we enter desired credentials for the user and create a password for it. (We copy from administrator

because it has the authority to access the domain). We do this step again to create another user.

&

i
|| Fie Acton View Hebp
@ 2@l fOIXEDd= BEl3atirada
] Active Users and Comput [ Name = Type | De:

s 2 trator  User Y

th.
21|
Dihn | Envionmert |  Sessons | Remotecommol |
Remote Desktop Services Profle |  Personal Vintual Deskiop | COM= |
Genersl | Address | Accourt | Profie | Telephenes | Organization | Member Of |

3_) biden
First name: [s Inttais: [ |
= Last nam | =
Display name: |b\den I
= —
F = O @ = ;
bl & & D W 2 | PR =

Bl @0 o i ) 6 (%] right cur

Now we open Group policy management right click on “Group Policy Objects” and select new, and input

a desired name referring windows update, and do it twice.
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% work [Running] - Oracle VM VirtualBox — [} K
~loix]
‘: _h Fle  Action View Window Help |;|i|i|
e A sl
=4 irgun Policy Management Group Policy Objects in try.one
=] Forest: try.one )
=l [ £5 Domains Embs | LEEETL I
B &g ry.one _ Name = | GPO Status | WMI Fiter | Modiied
=i/ Default Domain Palicy =/ Camera block Enabled None 3/8/2022 10:34
[=RFa] D:omam Controllers \=/ CD/DVD block Enabled None 3/8/202210:35
L) comere ';'I"i =/ Default Domain Cortrollers ... Enabled None 3/8/2022 11:37
EE‘I /D © . |=[ Default Domain Policy Enabled Nane 3/6/2022 5:40:.
g Default Domain Contralers | | =) ooy Enabled None 3/8/2022 10:37
=/ 5D block = :
7 UsB block =] USB block i Enabled None 3/8/202210:30

Enabled
Enabled

=2/ Windows Update 5pm

2 | windowsUpdate
= Group Policy Objects
¥ WMI Filters
] Starter GPOs
3 Sites
5E¥ Group Policy Modeling
4 Group Policy Results

4] | i

< |

| 8 Group Policy object(s) |

oo| B & 5 W L[ a s S

(3] o) (= 8 91 ] P RN AR (8] Richt el
Now we right click on the window update GPO and select “edit”, under Computer Configuration, we
select policies, under this we select “Administrative templates” in this section we search and select “windows

update”, now under windows update we first open “Configure Automatic Updates” we first click on “enabled”

and in options every we keep the time at Spm, and hit “apply” and “ok.”

The time can changed to whenever we want. The other group policy objects are from the previous topics.

Multiple objects can be linked to group policy.
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ﬁ-:\.j:.-'-'";j{&:e.' VirtualBox — O e

_ioix]
File  Action Vi - .
— E‘ Configure Automatic Updates Prmies Tt Next Setting
| 5E
£ Not Configured Comment: =l
* Enabled
€ Disabled |
Suppertad ont [a+ leact Windows 2000 Service Pack 3 o Windows XP Professional Service Packl = |
Options: Help:
Configure automatic updating: Specn‘.ies whether this computer will recei\@ security update.s and |*
other important downloads through the Windows automatic
3 - Auto download and notify for install j updating service.
The following settings are only required This setting lets you specify if automatic updates are enabled on
. o this computer. If the service is enabled, you must select one of the
and applicable if 4 is selected. four options in the Group Policy Setting:
Scheduled install day: 2 = Notify before downloading any updates and notify again
0 - Every day j before installing them.
Scheduled install time: - When Windows finds updates that apply to this computer, an icon
appears in the status area with a message that updates are ready 5
to be downloaded. Clicking the icon or message provides the
option to select the specific updates to download. Windows then
downloads the selected updates in the background. When the
) download is complete, the icon appears in the status area again,
Pl I I with notification that the updates are ready to be installed.
Clicking the icon or message provides the option to select which
16 setting(s) updates te install. -

pel B @ W 2 e @ PEEG L.

Ll @bl o =il O] @ ®rght ol
This gives us further configuration options.
After this, under in the same windows update section we select “Specify Intranet Microsoft Update

Service Location” in this we select enabled and, in the option, we enter our server details and select “apply” and

“Ok"’

The specify intranet Microsoft update service location is a windowed managed application to make

updates happen , in this case we can use it to automate the updates.
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[ work [Running] - Oracle VM VirtualBos - O X

9 specify intranet Microsoft update service location &%

E Specify intranet Microsoft update service location T Next Setting |
" Not Configured Comment: =
% Enabled
" Disabled LI
Supperted on: [t |eact Windows 2000 Service Pack 3 or Windows XP Professional Service Pack 1 =]
=]
Options: Help:
Set the intranet update service for detecting updates: Specifies an intranet server to host upda_tes from Microsoft Update, You can | =
then use this update service to automatically update computers on your
Ihttpfwork network.
Set the intranet statistics server: This setting lets you specify a server on your network to function as an
internal update service. The Automatic Updates client will search this service
Ihttp:f!work for updates that apply to the computers on your network.

(example: http://IntranetUpd01) To use this setting, you must set two servername values: the server from

which the Automatic Updates client detects and downloads updates, and the
server to which updated workstations upload statistics. You can set both —
wvalues to be the same server,

If the status is set to Enabled, the Autematic Updates client connects to the
specified intranet Microsoft update service, instead of Windows Update, to
search for and download updates. Enabling this setting means that end users

’TI Cancel | Apply |
e I T = [~ Fons S

@k e =& @R right c

After this, under in the same windows update section we select “Enable Client-Side Targeting” in this

section we select enabled and under “Target group Name for Computer” we input our Windows Update GPO

name.

The client side targeting is a policy which can automatically assign the user to the group.

B8 work [Running] - Oracle VM VirtualBo - O =

.9 Enable client-side targeting 5=

[ Enable client-side targeting e ——— | e — |

© Not Configured ~ Comment: =]
& Enabled
© Disabled -
Supperted on: [t leact Windows 2000 Service Pack 3 or Windows XP Professional Service Pack 1 =1
Options: Help:
Target group name for this computer Specifies the target group name or names that should be used to receive |~

updates from an intranet Microsoft update service.

lend ows update 5pm]|

If the status is set to Enabled, the specified target group information is sent to
the intranct Microsoft update service which uses it to determine which
updates should be deployed to this computer.

If the intranet Microsoft update service supports multiple target groups this
policy can specify multiple group names separated by semicolons. Otherwise,
a single group must be specified.

If the status is set to Disabled or Not Configured, no target group information
will be sent to the intranet Microsoft update service

Note: This policy applies only when the intranet Microsoft update service this [
computer is directed to is configured to support client-side targeting. If the

’TI Cancel | Apply |
el A g T W ﬁg_ﬂi"ﬁg o e

1 o Dz ) 5 il i FA A5 ] rinke ot
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Now we repeat the steps for the windows update GPO and change the time 7pm.
Now back to Group Policy Management, we right click on Domain Controller and select “Link an existing

GPO and select our windows update GPO.

ﬁ ork [Runnin cle 1alBo - O XK
S
‘: 2 File  Action View Window Help |;|i|.‘
1 = = [
@& | 7] O] X
_§£ Group Policy Management o
= _ﬁ\ Forest: try.one Lock in this domain:
El (&4 Domains Ihy.one j
Bl g try.one Ir I Modified
E=EI Default Dot Group Policy objects: 3/8/202210:34
[] [5] Domain Coi 3/8/2022 10:35
=z Camer: Name =~ | /82022 11:37
=/ CD/OVT Camera block 3/6/2022 9:40:
1=/ Defaull CD/BVD block 3/8/2022 1037
g E[;Bb:;: De:u:t Doma?n CoFimIIers Policy /82022 10:30
=) Windoy 2; bl:‘t:kDomam Policy 3/9/2022 10:02
2| windowsUp 343 10402

USE block

&l &5 Group Poiic Update 5pm

=[ Camer:
<[ cojpovt
L=[ Defaull
=[ Defaull
=[ 5D bloc
[ UsB bl
L= Windoy
L= windoy
7 WMI Filters
5] Starter GP¢
@ Sites

Update 7pm

oo B & 3

10:22 PM
G a2
G e e i 51 Il P 3 AR S minht o1
Now under Domain Controllers we select our windows update GPO, in this section under “Security

Filtering” we remove authorized users and add the user want to check for windows update at 7pm, now we do

the same for windows update at 5pm.

In our domain with policy connected to our group. We can manually or automatically assign users ( by
client side targeting) and once object(windows update) is linked, all the users in the group, will get automatic

windows update on these timing.
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=loix]
i Z File Action View Window Help |_|_|- 81 x|
L A ol NN
_§£ Group Policy Management ! |wWindows Update 7pm
= _ﬁ Forest: try.one ; . §
[ (55 Domains Scope | Detais | Settings | Delegation |
B 4 try.one Links
i/ Default Domain Policy Display links in this location -
= [ Domain Controllers Itry.one J
15/ Camera block The following sites, domains, and OUs are linked to this GPO:
L) EDQ“I'E’[‘:"’*_ ool i [ Enforced | Link Enabled | Path
%I 5; bl:d< omain Lonirel |2 Domain Controllers No Yes try.one/Domain Co
5/ USB block
@i/ Windows Update 5pm 4 | LI )
=/ Windows Update 7pom . .
= | windowsUpdate EEEL R
[l |5 Group Policy Objects The settings in this GPO can only apply to the following groups, users, and computers:
= Camera block Name = |
=/ CD/OVD block
|=[ Default Domain Controll
|=[ Default Domain Policy
g S[S];::I:(d( || Add... | Fiemave | Froperties |
_EJ' Windows Update 5pm Select User, Computer, or Group 2=
L= Windows Update 7pm L _
% VIMI Filters et
| Tl Starter GPOs | _lj IUser. Group, or Builtdn security principal Object Types... |
4 L4 I
From this location:
ILry.cne Locations... |

Enter the object name to select (examples):

R EL N

P EEG =

B eokkas =GR it ad

After this step, the last step is input “win + R” and type the command “gpupdate /force” and execute it

This will update the group policy.

This is not required but some systems require the “gpupddate/force command, group policy update” as

some systems does not automatically update the group policy, or it could be another group policy preventing it.

To confirm, we switch users for example the one to check windows update 5pm, we enter the login details,

go to start and type “Windows update” and select “change settings” and we’ll see the time is set at everyday at

Spm and it can’t be changed to show success.
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ﬁ.-:\.:?._-'-'-';::ﬁ5:5.‘. JirtualBox — O x>
i‘cha nge settings ;IEIII
ec_Jv |"J ~ System and Security ~ Windows Update - Change settings - mll Search Control Panel @
Choose how i «can install

| '@' Some settings are managed by your system administrator. Mare information.

When your computer is online, Windows can automatically check for important updates and install them using these
settings. When new updates are available, you can also install them before shutting down the computer.

How does automatic updating help me?

Important update:
Check for updates but let me choose whether to download and install them j
Install new updates: IE'.'EI y day j at IE:'I"Z' AM j

Recommended updates

™ Give me recommended updates the same way I receive important updates

Who can install updates
¥ Allow all users to install updates on this computer

Mote: Windows Update might update itself automatically first when chedkng for other updates. Read our privacy
statement online.

r55“;’»( Cancel |

v B g7 (B0 PERG S

E‘ 'QD:' - o @Eﬂ@@mght Ctrl

This is the end of the topic. This gives us a detailed description of the steps taken to configure an active
directory server and configure group policy

Topic 7

Configuring Group policy to disable Backing up in local machine

Now we can try other applications for group policy management, another application of this, assume a
company with 200 employee’s, and assuming the work is crucial, and for some unpredictable reason, windows
crashes and requires a hard reset, which means deletion of all the progress unsaved, since it’s a unpredictable its
quite hard to force the employee’s to save their progress, hence to automatically have a back up for the system
we can create a policy about back and add it the group of employee’s. We are going to enable and disable.

Again we will be using the previous topic configuration as group policy requires active directory.
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In the VM where Active domain and controllers are installed, we go to start >Administrative tools >

Active Directories users and computers, in this section we go to the forest we created (try.one) in that we go to

users. In the user's section we right click on “administrator” and select copy, this will show the user creation

option, here we enter desired credentials for the user and create a password for it. (We copy from administrator

because it has the authority to access the domain). We do this step again to create another user.

ACCIVE DIFectory Users and LoOmMpULers =lEx
File Action View Help
e [ = " = —n | @ fhe —
e Jical ) I = AENENENN ? el BN Fmi S
: Active Directory Users and Comput | Name = | Type | Description |
| Saved Queries T Admiristrator  User ————
El & try.one 52 Alowed ROD. . Securi Ml e X
| Builtin 2, bansal User
| Computers 2 bid:
s £, biden User ; Createi
i atein:  try.one/Users
= Eom.alnchntr.cller.s inal 52, cert Publishers  Securi (e} o
| Foreign: emnt.yPnnupas 82, Deried ROD...  Securi
~| Managed Service Accounts s . |
= lsers ¥, DnsAdmins Securi First name: |5|u5 -
— " : Iitials:
2| windowsUpdate %DnsUpdateP.r... Secur!
«,Domain Admins  Securi Last name: I
2, Domain Com...  Securi
52, Domain Cont... Securi Full name: ISILIS
.g?JDuma\n Guests  Securi
SiDoma\n Users  Securi User logon name:
.S?JEﬂtErD(ISE A... Securi |5“-|5| I@W-O”e j
B Enterprise R...  Securi
%ZG’OUB Policy ... Securi User logon name {pre-Windows 2000):
&1 Guest User ITRY\ Isius
?_) Oza User
?_) pritt User
2 putin User
2
& Raghav User < Back Next > Cancel
BlrAsand 185 ... Securi
EiRead-only D... Securify Group ... Members of this group are...
Eisdﬂema Admins Security Group ...  Designated administrators...
?_) Vivek User
) ja|

f'sm—t|%gd:dﬁ3'&|___—

10:02PM

TRl

Now we open Group policy management right click on “Group Policy Objects” and select new and input

a desired name referring windows back up block.

We can refer the objects to anything we want, for simplicity sake we take windows back up.

This process creates users, one with administrative access.
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i 2L File Action View Window Help |_|_|- = |
e Al allEn
JE ;;’“D Policy Management Group Policy Objects in try.one
= Forest: try.one =
=) [ 54 Domains e | Delegation |
El g5 try.one WM Fiter Modiisd
= Default Domain Palicy 3 None 3 o
A Poman Controlers = Back None 3/10/2022 3:35
= o °";5:|’_pdam_m =/ Camera block Enabled None 3/8/2022 10:34
= “;r:‘l";h:‘:’o"’ (=] CD/DVD block Enabled None 3/8/2022 10:35
E Starter GPOSs =/ Default Domain Controllers P...  Enabled Mone 3/8/2022 11:37
EE Sites = _ij Default Domain Policy Enabled Mone 3/6/2022 5.40..
5 Group Policy Modeling _%‘ISD block Enabled Mone 3/8/2022 10:37
~ Group Policy Resuts =] USB block Enabled None 3/8/2022 10:30
- =] Windows Update Spm Enabled Maone 3/9/2022 10:02
=/ Windows Update Tpm Enabled Mone 3/9/2022 10:28
4| | |

e B & W 2]a e

Now we right click on back up block and select edit. Here we go to “Policies”, under polices we select

“Administrative Templates”, in here we search and select “backup” and in this se we choose the “client” section

and choose the “Turn off the ability to back up data files” and enable it and hit apply.

e r—T— =1alx]
File Action View Help

s 2ml HElT

= ] Windows COITID'd
| Active Direc

| ActiveXIns' | p i off restore functionality Setting |
H Application iz| Prevent the user from running the Backup Status and Configurati. ..
H AutoPlay Pc Edit policy setting |i=] Prevent backing up to local disks Mol
B4 Eadmnp . Requirements: |i=] Prevent backing up to network location Mol
j S:Ser At least Wlnd(;ws Vista |i=] Prevent backing up to optical media (CD,/OVD) Mol
- iz Turn off the ability to back up data files Noi
. Hometncs Description: i Turn off restore functionality
| BitLocker Dr This setting lets you disable file restore L= ur S E
| Credential L functionality. =] Turn off the ability to create a system image Mol

| Desktop Ga

| Desktop Wit
| Digital Lo
| Event Forw If this setting is disabled or not

| Eventlog & configured, the file restore program is
| Event viewe enabled and users can restore files.
| Game Explo
| HomeGroup

| Internet Ex
| Internet Ini
| Location an L\\
| NetMeeting
| Network Ac
| Network Pre
| Online Assis

| Parental Co . 2| | _’I
a | . _’]J Extended A _Standard /

7setting(s) [ [

| B @ W@ L S PO e S

If this setting is enabled, the file restore
program is disabled.
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Now, back to Group Policy management we right click on domain controllers and click “Link to an

4
.| & File Action View Window Help

remove authorized users, and the users do not want access to back up.

g Group Policy Management

=1
| =l

L Al el 7 s

El i fry.one
=] Default Domain Policy
2| Domain Controllers
2| windowsUpdate
B [ 5 Group Policy Objects
=[ Badkup block
'=[ Badap files
|=[ Camera block
\=[ CD/DVD block

1= D block
1=/ USB block

3 WMI Filters
] Starter GPOs
& Sites
58 Group Policy Modeling
"+ Group Policy Results

< |

\=| Default Domain Controllers
|=[ Default Domain Policy

L=[ windows Update 5pm
\=[ Windows Update 7pm

ié;g:up Policy Management Back up block

=] Forest: try.one

2 5 e Scope | Detais | Settings | Delegation |
Links

Display links in this location:

R -

The following sites, domains, and OUs are linked to this GPO:

| Erforced [ Link Enabled [ Path

This GPO is linked to the following WMI filter:

Location =
(2] Domain Controllers Mo Yes try.one/Domain Co
< | |
|
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name = | |
2, pritt (pritt@try.one)
?_7 Vivek {Vivel@try.one) j
-
Add... Remove I Properties |
'WMI Filtering

LI Imune>

v B bl S W 2[4

F, Server Manager

File Action View Help

P oG e

Now we go to “event manager” here we go to “features” and select add features and choose back up.

=1ojx]

L el 7]

Fl i Features
¥l &m Diagnostics

K 57} Configuration
¥ Storage

(~) Features Summary

~) Features: 4of 41 installed

Group Policy Management
Remote Server Administration Tools

Role Administration Tools
AD DS and AD LDS Tools
AD DS Tools
AD D5 5Snap-Ins and Command-Line Tools
Active Directory Administrative Center
Active Directory module for Windows PowerShell

Features Summary Help

AL Add Features
& Remove Features

a View the status of features installed on this server and add or remove features,

DNS Server Tools
Web Server (II5) Tools
Windows Server Backup Features
Windows Server Backup
.NET Framework 3.5.1 Features
.NET Framewark 3.5.1

Kl £V LastRefresh: Today at 10:23PM  Configure refresh

L
(=l

\
f_"start|@ E ‘5] H%' =§-

PO b o

existing GPO” and select the GPO we created. In this Section select our GPO and under “security filtering” we

Now we go to start>Administrative tools>windows backup. Here we go to backup once and choose a

desired drive to restore in desired file.
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1+ Windows Server Backup

_|&]x

File Acton View Help
s =8 zl
= A Y —_———
ns
[aleleTERS) &8  Confirmation s
}
y You can pi
= lackup Schedule. ..
Badkuj it i i
A scheduled b p Options :eﬁmizfme items below will now be created and saved to the spedfied I —
A data, Select Backup Configur. .. '
Backup items: System Reserved SCOVET...
iy Select Items for Backup
Messages (Activity File exduded: None onfigure Perfor...
Specify Destination Type
Backup destination: Local Disk (C:) onnect To Ano. .
310/2022 9517 S PR TE Advanced option:  VSS Copy Backup
Confirmation e s
Backup Progress elp
Status
Last Backup
Status: (4 Failed
Time: 3f10/20
B view detsis < Previous | Next = | Backup Cancel |
| I D
z =27 % @ ) 10:27PM
i % > qg' ) & Fo B o,

After this we go to Active directory Users and Computers and select a use who we want to have back files,

we right click on that user go to “member of” and add back, now our user will have back up files.

Bl Active Directory Users and Computers ) N=1ES
e ——— 21|
e 2] k0| x BN 2l

Select this object type:
IGmups or Built-in security principals

: Active Directory Users and Compu
| Saved Queries
B &4 try.one
| Builtin
| Computers
2| Domain Controllers
| ForeignSecurityPrincipals
| Managed Service Account
| Users
2 windowslpdate

Object Types.
Locations

Check Names

From this location
Itry.oﬂe

Enter the object names to select (examples]
Baclup Operators

Advanced... |

!
Add Remove

Primary group

Set Primary Group

coos |
A

Domain Users

There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.

Cancel Apply

ok | e |

P& % L, ™

After this step, the last step is input “win + R” and type the command “gpupdate /force” and execute it.

1

R > el - B AR

»

This will update the group policy.

© 2023,IJSREM | www.ijsrem.com DOI: 10.55041/IJSREM17735 | Page 38



http://www.ijsrem.com/

%l ‘3;
”gs;JSREM . . . . . .
w7tz International Journal of Scientific Research in Engineering and Management (IJSREM)
A Volume: 07 Issue: 02 | February - 2023 Impact Factor: 7.185 ISSN: 2582-3930

This is not required but some systems require the “gpupddate/force command, group policy update” as

some systems does not automatically update the group policy, or it could be another group policy preventing it.

[N C:\Windows\system32\gpupdate.exe
Updating Policy...

User Policy update has completed successfully.

msae| B g7 T & 2 [E7 PG e

This is the end of the topic. This gives us a detailed description of the steps taken to configure an active

directory server and configure group policy
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Topic 8

Configuring Group policy to delegate control to reset the password of the users

One of the most important scenarios group policy is used for, and a primary role for an administrator.
There are multiple instances when only the administrator should have access to control or reset passwords. A
very fundamental security step, this group policy is seen everywhere from schools and colleges to government
buildings.

An important step and also very overlooked one, after we create an object and delegate control to
administrator it is still vulnerable if the ability to back up files is still on. If we leave this feature on, even after

deleting a password the user can just restore back till it had password.

Again we will be using the previous topic configuration as group policy requires active directory.

In the VM where Active domain and controllers are installed, we go to start >Administrative tools >
Active Directories users and computers, in this section we go to the forest we created (try.one) in that we go to
users. In the user's section we right click on “administrator” and select copy, this will show the user creation
option, here we enter desired credentials for the user and create a password for it. (We copy from administrator

because it has the authority to access the domain).
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B Active Directory Users and Computers . 18] =
Fle Acton View Hel Lemon Properties 2=

e 2ml40X

: Active Directory Users and Compu Gen

|| Saved Queries
B 5 try.one
] Builtin
[ Computers
|2 Domain Controllers

|| ForeignSecurityPrincipals

| Managed Service Account

| Users
(2] windowsUpdate

N

¥

Dial+in I Environment I Sessions I Remote control
Remote Desktop Services Profle | Personal Vitual Desktop | COM=+
eral | Address | Account | Profile | Telephones | Organization | Member OF

& Lemon

First name:

Initials:

Last name: I

Display name: ILamnn

Description: I

Office: I

Telephone number: I

E-mail: I

Web page: I

Other.. |
Cther. |

0K I Cancel

Apply Help |

e B & W A[F

Now we right click on our forest which was created (try.one) and select new>group.

RDirectony Users 3

T \
PG gy
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E Group name: n this group can...
I Passwd Reset
Group name {pre-Windows 2000): Ofﬁ’TIS group are...
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I nistrators Group
% % t= who are permi...
ALY e d administrators. ..
" Domain local % Security lations and serve...
* Global " Distribution controllers in th...
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After we created the group, we go back to users' section, we right click on user we just created and select

“add to a group” and we go and input the passwd rest group we just created. To check if he is in the group, we

go to the group created in our forest and select our group and click on “members.”

B Active Directory Users and Computers =8

i 2| x
Fie Action View Hep Passwd reset Properties 21xl

G| 7 [7| & 0| % General Members | Member Of | Managed By |

L

3 try.one
| Builtin

EL:

B B O EE

| Users

)

K

™ Active Directory Users and Compu Members:
_| Saved Queries
o=

| Computers

2| Domain Controllers

| ForeignSecurityPrindpals
| Managed Service Account

2| windowsUpdate

Name Active Directory Domain Services Folder

try.one/Users

Add... | Remove |
OK I Cancel Apply

2

ool Bl W AT LELER e

After adding our user to this group, we now right click on our forest (try.one) and select “delegate control”

we click next and add the passwd reset group we created and select the option to reset passwords and finish.
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A D od Comp ===
_F Delegation of Control Wizard x|
¢ Tasksto Delegate
= *You can select common tasks or customize your own.
g ]
E
[4 % Delegate the following common tasks: par...
Create, delete, and manage user accounts - om. ...
Reset user passwords and force password change at next logon 2=t
Read all user information an. ..
[ Modify the membership of a group
O Join a computerto the domain par...
[ Manage Group Policy links
DI Generate Resultant Set of Policy (Flanning) | _lﬂ
4 3
" Create a custom task to delegate
< Back I Next > I Cancel Help
[ 3|

| |
meeel B g W L [T G R g =

After this we go to “start” and switch users, to the user we created in the password reset group. Now enter

the login credentials for the user.

ﬁ work [Running] - Oracle VM VirtualBox

e Machine View Input Devices Help

TRY\Lemon

Logged on

%/ Windows Server200s
Standard

Gl @0 ) ] P T 8 [l riaht ot
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Here go to start>Active Directories Users and Computers, and search for any user in the user section. We

right click on that user we will see the option to reset password, hit enter and input a new desired password for

the user.

B Active Directory Users and Computers - O] =

File Action View Help

MY ENEE EEE EE R S

: Active Directory Users and Comput | Name | Type | Description | ]
| saved Queries § Administrator  Uiser Built-in account for admini. ..
=] .fj h’}"-"”E %Nlowed ROD... Security Group ... Members in this group can...
‘J. Builtin sbansal o=
—| Computers 2, biden User
2 | Domain Controllers .
‘J_ ForeignSecurityPrincipals %E::e:uglgrfr el 3|
‘J_ Managed Service Accounts %Dnsndmins
| Users New password: Ioooooococoo|
2 windowsUpdate %DHSUPdateP.r. T
52, Domain Admin  Confim i: |
.%Domain Com..

%Domain cont,, M Usermust change password at next logon

12, Domain Guest  The user must logoff and then logon again for the change to take effect.
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.%Enterprisa A Account Lockout Status on this Domain Controller: Unlocked

%Enterprise R..
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Sh Lemon 0K I Cancel
Sa Oza
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LI—I _'I B2 ctrrnn Adminn  Comribs Cenon Pimrimmabnd o dmininteaborn I}

|
ﬂ ea Eﬂl? G G sy

& @ P 11 il 3 (S8 R right ol

This is the end of the topic.

Topic 9
Router Configuration
A router is in the network layer in OSI model, a router gives a route for a packet to travel. In this paper

we have seen the creation of web pages and group policies, now to last step to introduce router, we’ve seen how
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to create and host a website, with a router configuration we can bring it to the internet and not just systems under
same network. A router can also reject users from accessing the website.

The first step is to turn on a D-link router. Once it's on we connect it to our laptop, using the password

given by the router. (The password is on the router.)

MS-328

G Connected, secured

Properties
Disconnect

AUSTUDENT

AUWORKGROUP

&

(D-Link

Input 100-240VAC. SO-80Mz. 0.3A )

EICEDE

Mod.l No DIR-606

m1
H/W Ver -A1 FMV.’ 1.04

wi-F
| Name(ssiD):

WI-Fi Passwor:
iddop29181
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After accessing Wi-Fi, we connect it to 3 devices.
Now on any of the devices we open a browser and type the default IP address to the admin page for D-

Link. Which is “192.168.0.1”

WIRELESS

Since its not configured yet we just login and join a Wi-Fi which is already connected.

ADVANCED MAINTENANCE STATUS

GENERAL

Time : Jan/01/2011 00:06:51
Firmware Version : 1.04, Fri, 14 Sep 2012

WI-FI HOTSPOT

MAC Address : cB:be:19:68:d4:b5

Wi-Fi HotSpot Network
Name (SSID) : AUSTUDENT

Connection : DHCP
1P Address : 10.1.71.253
Subnet Mask : 255.255.192.0
Default Gateway : 10.1.64.1
Primary DNS Server : 10.0.58.70
Secondary DNS Server: 10.0.58.20

MAC Address : cB:be:19:68:d4:64

1P Address : 192.168.0.1
Subnet Mask : 255.255.255.0
DHCP Server : Enabled

WIRELESS LAN

From here in the home page of D-Link page, we select the “WIRELESS LAN SETUP” and move to the

“ADVANCED?” section, and under” Configure MAC Filtering below” we select the option of “Turn MAC filtering ON and DENY

Computers listed to access the network.”
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192.168.0.1/Mac_Address_Filter.htm

| Product Page : DIR 505 Hardware Version : Al Firmware Version : 1.04

m//. SETUP MAINTENANCE STATUS HELP
The MAC (Media Access Controlle) Address fiter aption is used to control network access based  hmimtahiostiid
on the MAC Address of the network adapter. A MAC address is a unique ID assigned by the SCR B ot

manufacturer of the network adapter. This feature can be configured to ALLOW or DENY either like to allow or
network/Internet access. deny access to your
Select a MAC address

network.
Save Settings | | Don't Save Settings
from the drop down
WIRELESS ACCESS SETTINGS menu, then dick the.
arrow to add that MAC

adddress to the list.

Configure MAC Filtering below
[ Turn MAC Fitering ON and DENY computers listed to access the network__~| Click the Clear button

Turn MAC Filtering OFF | to remove the MAC
Turn MAC Filtering ON and ALLOW computers liste address from the MAC
network 2 Filtering is.

[00:00:00:00:00:00 | [e<] [vacaddess v
00:00:00:00:00:00 [<<|[machddess ]
00:00:00:00:00:00 [s<]machiges ]
00:00:00:00:00:00 [[<< ] [Mac address

[o:00:00:00:00:00 [ ress. ~]
[o0:00:00:00:00:00 [[<< ] [Mac address v

WIRELESS

Copyright @ 2012 D-Link Corporation/D-Link Systems, Inc.

Now from here we need to find our MAC address (also called physical address.) We do this by opening

command prompt and typing this command “ipconfig /all”
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As we can see our physical address is “58-96-1D-D8-12-E1" now back to the D-Link system page we

select the MAC Address we don’t want to access the internet, click on “<<” option.

Product Page : DIR-505

MAC ADDRESS

ADVANCED WIRELESS

WIRELESS

ADVANCED MAINTENANCE STATUS “

The MAC (Media Access Controller) Address filter option is used to control network access based
on the MAC Address of the network adapter. A MAC address is a unique 1D assigned by the
manufacturer of the network adapter. This feature can be configured to ALLOW or DENY

network/Internet access.

| save Settings | | Don't save Settings |

WIRELESS ACCESS SETTINGS

Configure MAC Filtering below:

| Turn MAC Filtering ON and DENY computers listed to access the network v|

MAC Address

00:00:00:00:00:00

00:00:00:00:00:00

00:00:00:00:00:00

00:00:00:00:00:00

00:00:00:00:00:00
00:00:00:00:00:00

Wireless Client List

58:96: 1d:d8: 12:dd

Copyright @ 2012 D-Link Corporation/D-Link Systems, Inc.

Hardware Version : A1 Firmware Version : 1.04

Helpful Hints...

Create a list of MAC
address that you would
either like to allow or
deny access to your
network.

Select a MAC address
from the drop down
menu, then click the
arrow to add that MAC
adddress to the list.

Click the Clear button
to remove the MAC
address from the MAC
Filtering list.

Now save settings. To check if wifi is working log in to the other device and open cmd and type “ping

google.com” ( To check if it connects to the internet)
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As we can see we are getting a reply, this means it's connected to the internet, now back to the device

where we denied access to the internet.

bﬁ AUSTUDENT

&2 we

sf/,‘ AUWORKGROUP
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We have gone through the period of 2008 to 2010 and seen how a developer and an operator would be.
This period of time was at a constant change, many more complications and advancements has occurred. We
learn extensively the period before this and to enter the developer or operator position, most people tend to skip
over this part of our history.

All of figures we screenshot on my laptop, the hardware specification is given. All of the figures and

information was on my own research.
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