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Abstract - Ensuring safe and efficient data hiding is crucial 

in cybersecurity, as traditional methods like RSA and Huffman 

Coding face scalability and efficiency challenges. This paper 

proposes a steganographic system that integrates advanced 

cryptographic and compression techniques to enhance security 

and performance. Elliptic Curve Cryptography (ECC) is used 

for encryption, providing strong security with smaller key 

sizes, reducing computational overhead compared to RSA. A 

hybrid compression approach combining Lempel-Ziv-Welch 

(LZW) and Huffman Coding improves storage and 

transmission efficiency. Implemented in Python, the system 

utilizes the Pillow library to embed encrypted and compressed 

data into images, while Python’s Cryptography Libraries 

handle ECC encryption. Experimental results show minimal 

image distortion, high retrieval accuracy, and computational 

efficiency. The technique proves effective for covert data 

transmission, digital watermarking, and secure data storage. By 

integrating modern encryption, compression, and 

steganography, it ensures robust security while maintaining 

efficiency, making it a significant advancement in 

cybersecurity. 
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1.INTRODUCTION 
 

The digital era has hastened the creation and propagation of 
sensitive information, such as personal data, financial details, 
and company secrets. Along with this quick growth, cybercrime 
in the forms of hacking, data leaks, and electronic 
eavesdropping has exploded into an estimated total of $8 trillion 
of cybercrime globally by 2023. Classical cryptography 
techniques like RSA have been the norm to ensure 
communications for ages. But their use of large prime number 
factorizations has high computational costs, and hence they are 
not suitable for resource-limited devices such as Internet of 
Things (IoT) devices and mobile phones. 

Compression methods like Huffman coding and Run-Length 
Encoding (RLE) are effective in minimizing data size but do not 
provide any security, leaving compressed data vulnerable to 
interception. Steganography, which involves hiding data within 
multimedia files, can successfully conceal messages but lacks 
encryption, making it susceptible to detection and extraction by 
attackers. 

Cryptography has come a long way from the past. Ancient 
encryption schemes such as the Caesar cipher and the Enigma 
machine formed the groundwork for today's cryptographic 

tools. RSA, invented in 1978, found widespread acceptance as 
a public-key encryption standard. But due to the need for more 
efficient and lightweight cryptographic algorithms, Elliptic 
Curve Cryptography (ECC) is now seen as a better alternative. 
ECC offers the same security as RSA but with much smaller key 
sizes, saving on computation and power. 

Likewise, data compression has moved from basic statistical 
models to more advanced dictionary-based algorithms. LZW 
compression, which was introduced in 1984, effectively 
minimizes data redundancy and is thus a favorite for text and 
image compression. Steganography, however, has its origins in 
ancient methods such as invisible ink and microdots but has 
since developed to digital implementations like LSB-based 
image steganography. 

 

With the exponential growth of IoT devices, secure and 
efficient data transmission has become more necessary. 
Conventional encryption techniques are impractical for use in 
such an environment because they require excessive processing. 
The system described here takes advantage of the merits of 
ECC, LZW compression, and LSB steganography to overcome 
such limitations. With the integration of these methods, the 
system offers an efficient, secure, and lightweight solution for 
contemporary digital communication. 

To address these limitations, this paper proposes a combined 
system that integrates Elliptic Curve Cryptography (ECC) for 
secure encryption, A combination of Lempel-Ziv-Welch (LZW) 
and Hufman’s Coding for lossless compression and reduced 
data size, and the Least Significant Bit (LSB) steganography for 
discreet transmission. 

A.BASIC MODEL 

The suggested model combines Elliptic Curve Cryptography 
(ECC) with Least Significant Bit (LSB) Steganography and 
DEFLATE (A combination of Lempel-Ziv-Welch and huffman 
coding) compression to provide secure and efficient data hiding. 
First, the secret message is encrypted with ECC, which provides 
high security with smaller key sizes than conventional RSA 
encryption. The encrypted message is then compressed with the 
DEFLATE compression algorithm, making it smaller for 
efficient storage and transmission. Then, the encrypted 
compressed data is hidden inside an image by employing LSB 
steganography to make the hidden data imperceptible to human 
eyes. The resultant modified image is referred to as the stego-
image, which is transmitted securely. At the receiving end, the 
concealed message is retrieved from the image, decompressed, 
and decrypted with the respective ECC private key for a secure 
covert communication process. This combination methodology 
provides better data security, maximizes storage, and allows for 
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effective retrieval, and as such, is ideal for confidentiality and 
concealed communication applications. 

B.ECC ENCRYPTION 

Cryptographic methods are typically categorized into two 
broad categories: symmetric encryption and asymmetric 
encryption. Symmetric encryption uses a single key for 
encoding and decoding information. While it is fast and easy, it 
has a significant drawback—if the key is compromised, 
unauthorized individuals can easily decode the information. 
Asymmetric encryption, however, uses two different keys—a 
public key for encoding and a private key for decoding. The 
public key is shared among various users, but the private key is 
kept secret with the intended receiver. This method adds 
security to the data but uses more computing resources than 
symmetric encryption. 

Elliptic Curve Cryptography (ECC) is one of the popular 
asymmetric encryption techniques renowned for providing 
high-security strength with a smaller key size compared to most 
other encryption methods. Unlike most other conventional 
encryption algorithms like RSA, which are based on large prime 
factorization, ECC uses the Elliptic Curve Discrete Logarithm 
Problem (ECDLP) as the basis for its operation. Due to the 
difficulties in solving ECDLP, it is computationally infeasible 
to decrypt ECC-encrypted data, making ECC a very secure 
method to protect sensitive information. 

ECC functions under a public-key infrastructure, and 
information encrypted with the public key can only be decrypted 
by the respective private key. This dispenses with the 
requirement of passing secret keys among communicating 
parties, lessening the likelihood of data interception or 
tampering. Independently developed by Neal Koblitz and Victor 
S. Miller in 1985, ECC has become widely used for securing 
digital communications. Rather than using large modular 
exponentiation computations, as with RSA, ECC encryption 
calculates elliptic curve point multiplication, which is more 
efficient with strong encryption. 

 

(Fig 1) this figure shows the graph of an elliptical curve 

 

Key Generation Procedure 

Choose a random large prime number to define the finite 
field for ECC operations. 

Use an elliptic curve equation in the form: 

𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏𝑚𝑜𝑑  𝑝𝑦^2 = 𝑥^3 + 𝑎𝑥 + 𝑏\
𝑚𝑜𝑑 𝑝𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏𝑚𝑜𝑑𝑝  

The values a and b help define the curve structure. 

Choose a fixed generator point G on the curve, used for key 
generation. 

Select a random number d, ensuring it satisfies 1 < d < n. 
This private key is kept secret. 

Compute the public key using: 

𝑄 = 𝑑 × 𝐺𝑄 =  𝑑 , 𝐺𝑄 = 𝑑 × 𝐺  

The public key Q is shared, while the private key d is kept 
secret. 

The public key is represented as: 

𝐾𝑈 = {𝐺, 𝑄, 𝑝, 𝑎, 𝑏}𝐾𝑈 = \{𝐺, 𝑄, 𝑝, 𝑎, 𝑏\}𝐾𝑈
= {𝐺, 𝑄, 𝑝, 𝑎, 𝑏}  

The private key is represented as: 

𝐾𝑅 = {𝑑}𝐾𝑅 =  {𝑑}𝐾𝑅 = {𝑑} 

Encryption: 

Convert the plaintext message M into a numerical format 
compatible with ECC operations. 

Choose a random number k, ensuring uniqueness for every 
encryption process. 

Compute the first ciphertext component as: 

𝐶1 = 𝑘 × 𝐺𝐶1 =  𝑘 ×  𝐺𝐶1 = 𝑘 × 𝐺  

Compute the second ciphertext component as: 

𝐶2 = 𝑀 + (𝑘 × 𝑄)𝐶2 =  𝑀 + (𝑘 \𝑡𝑖𝑚𝑒𝑠 𝑄)𝐶2
= 𝑀 + (𝑘 × 𝑄)  

The final encrypted message consists of the pair (𝐶1, 𝐶2). 

 

Decryption: 

Retrieve the encrypted components 𝐶1 and C2 sent by the 
sender. 

Using the recipient’s private key d, compute the shared 
secret as: 

𝑆 = 𝑑 × 𝐶1𝑆 =  𝑑 × 𝐶1𝑆 = 𝑑 × 𝐶1  

Since 𝐶1 was calculated as 𝐶1 =  𝑘 ×  𝐺 during 
encryption, multiplying it by d results in 𝑆 =  𝑘 ×  𝑄. 

Calculate the original message by subtracting the shared 
secret from 𝐶2: 

𝑀 = 𝐶2 − 𝑆𝑀 =  𝐶2 −  𝑆𝑀 = 𝐶2 − 𝑆  

Since 𝑆 =  𝑘 ×  𝑄, this reverses the encryption process and 
restores the original plaintext message. 

C.STEGANOGRAPHY: 

Steganography is the art of concealing information within a 
cover medium such as images, audio, or video to ensure covert 
communication. Unlike cryptography, which encrypts data to 
make it unreadable, steganography hides the very existence of 
the message, making it difficult for unauthorized users to detect. 
This technique is widely used in secure communication, digital 
watermarking, and data protection, ensuring that confidential 
information remains undetectable even if intercepted. 

One of the most commonly used steganographic methods is 
Least Significant Bit (LSB) steganography, which embeds 
secret data within the least significant bits of pixel values in an 
image. Since the changes occur at the binary level and do not 
significantly alter the visual representation of the image, the 
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hidden message remains imperceptible to human eyes. 
However, traditional LSB steganography has vulnerabilities, 
such as being susceptible to statistical analysis and detection if 
the embedding pattern is identified. To enhance security, 
modern systems integrate cryptography with steganography, 
ensuring not only that the message is hidden but also that it 
remains encrypted and secure from attacks. 

To address the limitations of traditional steganographic 
techniques, this project combines Elliptic Curve Cryptography 
(ECC) with LSB steganography. ECC is a modern 
cryptographic method that provides strong security with smaller 
key sizes, making it more efficient than traditional algorithms 
like RSA. By encrypting the message before embedding it into 
the image, ECC ensures that even if an attacker detects the 
presence of hidden data, they will not be able to decipher its 
contents without the appropriate decryption key. Additionally, 
to optimize the efficiency of the system, zlib compression is 
applied to the encrypted message before embedding. This 
reduces the size of the data, allowing for efficient storage and 
transmission while preserving the quality of the cover image. 

Steganography techniques can be classified into spatial and 
transform domain methods. Spatial domain techniques, such as 
LSB substitution, modify the pixel values directly, making them 
simple and efficient but vulnerable to detection. Transform 
domain techniques, such as Discrete Cosine Transform (DCT) 
and Discrete Wavelet Transform (DWT) steganography, embed 
data in the frequency components of an image, making them 
more resistant to attacks but computationally complex. While 
DCT and DWT offer better robustness, they may introduce 
noticeable distortions when excessive data is embedded. In this 
project, LSB steganography is chosen for its simplicity, ease of 
implementation, and minimal perceptual distortion.By 
integrating cryptography, steganography, and compression, this 
system ensures a highly secure and efficient data-hiding 
mechanism. The combination of ECC encryption, zlib 
compression, and LSB embedding not only conceals the 
existence of the message but also guarantees its confidentiality 
and integrity. This hybrid approach enhances security by 
ensuring that even if an unauthorized entity detects the 
steganographic message, they cannot retrieve the original 
content without the cryptographic key. Such a system is 
particularly useful in secure communications, where protecting 
both the existence and content of a message is crucial. By 
leveraging these advanced techniques, this project provides an 
innovative and efficient solution for covert data transmission in 
modern digital security applications. 

D.COMPRESSION TECHNIQUES 

Data compression plays a crucial role in secure 
communication by reducing the size of information before 
transmission or storage. In steganography, compression is 
essential to optimize the embedding process, ensuring that 
encrypted data can be efficiently hidden within a cover medium 
without significantly altering its quality. Compression 
techniques can be broadly classified into lossless and lossy 
methods, depending on whether the original data can be 
perfectly reconstructed after decompression. 

Lossless compression methods retain the original data 
exactly after decompression. Such methods are most suitable for 
uses where accuracy is paramount, e.g., text or encrypted 
information, since they guarantee no loss of data. Huffman 
coding is one of the most widely applied lossless compression 
methods, where shorter binary codes are used for more common 
characters and longer codes for less common characters, hence 
minimizing overall data size. Another effective method is zlib 
compression, which employs the DEFLATE algorithm, a 

combination of LZ77 dictionary coding and Huffman encoding. 
This method is widely used in data transmission and 
steganography because it efficiently reduces the size of 
encrypted messages while maintaining their integrity. 

Lossy compression techniques, on the other hand, achieve 
higher compression ratios by discarding less significant data, 
making them suitable for media files such as images, audio, and 
video. One widely used lossy compression method is Discrete 
Cosine Transform (DCT), which is the basis for JPEG image 
compression. DCT converts spatial domain image data into 
frequency components, allowing high-frequency details, which 
are less noticeable to the human eye, to be selectively removed. 
Another lossy compression method is Discrete Wavelet 
Transform (DWT), which divides an image into multiple 
frequency sub-bands and selectively compresses certain parts to 
achieve a balance between image quality and storage efficiency. 

In this project, zlib compression is chosen due to its ability 
to significantly reduce the size of encrypted messages before 
embedding them within images using Least Significant Bit 
(LSB) steganography. By compressing the encrypted message 
before hiding it in the image, the system minimizes storage 
requirements, reduces transmission time, and increases the 
overall efficiency of the steganographic process. ECC is used 
for encryption, zlib compression for optimization, and LSB 
steganography for data hiding, which will make the covert 
communication secure, efficient, and undetectable. 

The use of compression techniques in steganography 
improves security because it can easily make detection difficult 
without sacrificing the optimal usage of available storage space. 
Compression of data before embedding enables the 
accommodation of a higher payload capacity within the cover 
image by maintaining visual imperceptibility. Modern 
communication systems need to be highly efficient and secure.  

2. Existing System 

 
     The area of secure data hiding has developed considerably 

over the years, with researchers investigating numerous 

methods to improve security, efficiency, and resilience. Several 

studies have examined the combination of cryptographic 

encryption, steganographic embedding, and compression 

methods to provide a secure and efficient data transmission 

process. Cryptography provides confidentiality for data, 

steganography conceals the presence of the message, and 

compression maximizes storage and transmission efficiency. 

Even with major advancements, there are still difficulties in 

balancing security, imperceptibility, and computational 

efficiency. 

Steganography has been extensively utilized for secret 

communication, with Least Significant Bit (LSB) 

steganography being among the most popularly used 

techniques. In LSB-based methods, the confidential message is 

hidden in the least significant bits of pixel values in images so 

that there is a visually imperceptible modification of the cover 

image. But LSB steganography is susceptible to visual and 

statistical attacks because pixel value modifications can expose 

concealed patterns. To mitigate these, several steganographic 

methods have been investigated by researchers, like Discrete 

Cosine Transform (DCT) steganography, Discrete Wavelet 

Transform (DWT) steganography, and spread spectrum 

steganography. 

Wahab et al. (2021) presented a hybrid method in their study 

incorporating RSA cryptography, Huffman coding, and DWT-

based steganography. The authors showed that RSA encryption 
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provided robust security, and Huffman coding minimized 

message size prior to embedding, maximizing overall 

efficiency. DWT steganalysis was utilized to embed the 

encrypted compressed data in the frequency domain of an image 

to make it robust against compression and filtering attacks. RSA 

encryption does have the need for large key sizes to provide 

robust security, which results in computational overhead. This 

encourages the application of Elliptic Curve Cryptography 

(ECC), which offers an equivalent security to RSA but with 

much smaller key sizes. 

A second study by Jafari et al. (2018) explored the application 

of DCT steganography with AES encryption to improve 

security. In this method, confidential messages were encrypted 

with AES and hidden in JPEG images by manipulating DCT 

coefficients. The research proved that DCT-based 

steganography is more resilient to steganalysis attacks than LSB 

methods, since changes are made in the frequency domain and 

not in the pixel values themselves. Nevertheless, DCT 

steganography creates image distortions, particularly at high 

embedding rates, which can influence the visual quality of the 

stego image. In addition, AES encryption as a symmetric-key 

algorithm necessitates secure key exchange protocols, and 

hence key management becomes problematic in practical 

applications. 

To counter these issues, researchers have shifted towards ECC-

based encryption, which provides high security with reduced 

key sizes, hence being computationally light. Sengupta et al. 

(2019) suggested an approach combining ECC encryption with 

LSB steganography, proving that ECC reduces computational 

overhead considerably when compared to RSA while ensuring 

high security. The research brought to the forefront that 

applying ECC guarantees data privacy and LSB steganography 

ensures stealth transmission. Yet, a disadvantage of the method 

was that it took more space as it encrypted, restricting the extent 

to which data could be encoded within the picture without 

perceptible distortion. 

Data compression methods have been proposed in an effort to 

mitigate the difficulty of optimizing the data size prior to 

embedding. Some common data compression algorithms used 

in secure data hiding methods include Huffman coding, Run-

Length Encoding (RLE), zlib compression, and Burrows-

Wheeler Transform (BWT). Huffman coding was utilized by 

Setiadi et al. (2020) to compress encrypted data size prior to 

steganography using DWT of an image. The experiments 

proved that pre-compression enabled higher data hiding without 

affecting picture quality drastically. Nevertheless, Huffman 

coding is optimized for highly redundant data and thus its usage 

in overall-purpose message compression is curtailed. 

An alternative is the zlib compression using the DEFLATE 

algorithm, which is a combination of LZ77 dictionary coding 

and Huffman encoding. In contrast to pure Huffman coding, zlib 

compression is effective for a wider variety of data types with 

higher compression ratios. Minnen et al. (2021) investigated the 

application of zlib compression to secure data transmission, 

showing that precompression of encrypted messages before 

embedding enhanced overall efficiency without affecting 

security. The findings of the study were that the combination of 

zlib compression with ECC encryption and LSB steganography 

offers a balanced solution to security, efficiency, and 

imperceptibility. 

Another recent work by Patel et al. (2022) suggested a hybrid 

cryptographic-steganographic framework based on ECC 

encryption, zlib compression, and LSB steganography. The 

authors pointed out that the combination was highly efficient in 

terms of storage while ensuring high security and 

imperceptibility. By encrypting the message first via ECC, then 

compressing via zlib, and lastly hiding it within an image via 

LSB steganography, the system proposed here overcame major 

issues with secure data hiding. Experimental findings indicated 

that PSNR values were above 40 dB, meaning minimal 

perceptual distortion, and compression ratios were boosted by 

as much as 50% over uncompressed schemes.Even with the 

benefits of integrating cryptography, steganography, and 

compression, there remain limitations and areas of 

improvement. One of the major challenges is preventing the 

compression phase from adding patterns that can compromise 

embedded data. Some compressions introduce recognizable 

structures within the compressed data, making detection simpler 

by attackers employing statistical steganalysis software. 

Adaptive compression techniques need to be developed in future 

research that can improve security further while not 

compromising high compression efficiency. 

Another issue is the conflict between embedding capacity and 

image quality. Though LSB steganography supports greater 

payloads, excessive embedding can cause visible artifacts or 

statistical irregularities. More complex embedding mechanisms, 

like adaptive LSB substitution and spread spectrum 

steganography, can be investigated to maximize payload 

capacity without compromising on imperceptibility. Also, 

integrating steganography detection and resistance using deep 

learning-based approaches would further enhance the security 

of concealed communications. 

In summary, the integration of ECC encryption, zlib 

compression, and LSB steganography is a cutting-edge method 

for secure data hiding that balances security, efficiency, and 

imperceptibility. Past research has shown the viability of 

cryptographic-steganographic hybrid systems, but there are still 

issues in improving compression efficiency, enhancing attack 

robustness, and optimizing embedding methods. This study is 

based on previous work by exploring these weaknesses and 

putting forward a better model for secure data transfer. Future 

research could further revolutionize covert data communication 

with improvements in adaptive compression, AI-based 

steganography, and quantum-resistant encryption algorithms. 

 

3. Literature Review 
 
This discussion summarizes recent studies with an emphasis on 

improving data security and effectiveness in digital image 

processing from four 2020-2023 studies. These studies 

investigate various methods, such as cryptographic techniques, 

steganography, and compression, to meet increasing needs for 

secure data transmission and efficient image processing. 

Mishra and Sharma (2020) discussed the use of the RSA 

algorithm in providing secure data transmission, emphasizing 

the key aspects of confidentiality, integrity, and sender 

authentication through digital signatures. They demonstrate the 

primordial role of classical cryptography in protecting 

communications on public networks. Nevertheless, they 

acknowledge the inherent computational overhead associated 

with RSA, particularly when it is used on a large scale for real-

time applications. This limitation demonstrates a persistent 

problem in the field of cryptographic applications: finding a 

balance between security and performance. 

Building on the general theme of data hiding, Rahman et al. 

(2023) conducted a comprehensive examination of 

steganographic techniques in digital image steganography. The 

research presents reflective comments on the balancing act of 
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the imperceptibility, capacity, and security of various 

steganographic models. The authors concluded that techniques 

that work in the transform domain, such as Discrete Wavelet 

Transform (DWT) and Discrete Cosine Transform (DCT), 

exhibit excellent resistance against compression and other 

forms of attacks even with compromised payload capacities 

compared to spatial domain methods such as Least Significant 

Bit (LSB) embedding. The paper also identifies the high 

computational complexity of the majority of steganographic 

methods, which limits their practical usage on large data sets. 

Wahab et al. (2021) saw the need for more security and 

efficiency through the combination of RSA cryptography and 

compression steganography. Their approach takes the best of 

both techniques, applying RSA for encryption and discrete 

wavelet transform (DWT) for embedding data, with Huffman 

coding being used for compression. The hybrid approach offers 

a two-layered security with satisfactory image quality, as 

indicated by improvements in the Peak Signal-to-Noise Ratio 

(PSNR) and compression ratios. Although the use of various 

algorithms inherently improves processing time, something 

researchers need to weigh. 

The final study, carried out by some authors (2022), was aimed 

at evaluating image compression techniques for improved 

transmission and storage performance. But the provided 

summary appears to be mixed with data related to sales 

forecasting. Therefore, it is not easy to clearly state the first 

results of this study. It is worth mentioning that image 

compression techniques include JPEG, PNG, and some other 

newer techniques, whereas the algorithms employed in the 

summary (Linear Regression, Ridge Regression, Decision 

Trees) are not applicable to image compression. In addition, it 

should be mentioned that the data employed in this study are 

not trustworthy. 

Image compression methods are essential in the management 

of the ever-growing amount of digital images, and the 2022 

research work "Image Compression Techniques and 

Applications" tries to assess ways of attaining the highest 

storage and transmission efficiency. The research work is very 

much relevant with the common use of digital images on 

various media. Image compression is generally classified into 

lossless and lossy, with lossless techniques such as PNG 

maintaining all original information for applications requiring 

perfect reconstruction, and lossy techniques such as JPEG 

favoring increased compression ratio at the expense of some 

information being lost, optimal for applications where slight 

loss of quality is not a problem. Applications range from web 

images to digital photography, medical imaging, video 

compression, and remote sensing, demonstrating the versatility 

of the method. The trends are learned image compression 

through deep learning and improved wavelet transforms, all 

aimed at better compression ratio and perception quality. 

Assessing the compression methods requires the consideration 

of compression ratio, image quality, computational complexity, 

and application requirements. Therefore, the current research 

and development of image compression algorithms are very 

much essential to realizing maximum digital image 

management in today's digital world. 

 

4. Proposed System 
 

This document proposes a system designed for secure data 

concealment within digital images. It leverages a robust 

combination of Elliptic Curve Cryptography (ECC) for 

message encryption, the zlib compression library implementing 

the DEFLATE algorithm for data size reduction, and Least 

Significant Bit (LSB) steganography for embedding the 

encrypted and compressed information into image files. This 

multifaceted approach ensures confidentiality, data integrity, 

and efficient data hiding, providing a reliable platform for 

secure communication and data embedding. 

System Architecture and Functionality: 

The proposed system is implemented as a web application 

using the Flask framework, enabling accessibility and ease of 

use. It comprises several key components: 

ECC Key Management: The system generates or loads 

persistent ECC private and public keys, specifically using the 

SECP256R1 curve. This curve is widely recognized for its 

security and efficiency. 

The private key is stored in a file using the PEM format. While 

this allows for persistence, future enhancements will 

incorporate password protection or a dedicated key 

management system for enhanced security. 

ECC Encryption and Decryption:  

To ensure strong confidentiality, the system encrypts the 

message using ECC with an ephemeral key exchange. This 

involves generating a temporary private key for each 

encryption operation. 

The shared secret derived from the key exchange is then used 

with the HKDF (HMAC-based Key Derivation Function) to 

generate a symmetric encryption key. HKDF, based on 

SHA256, provides a secure way to derive keys from shared 

secrets. 

The message is then encrypted by XORing the message with 

the derived key. 

Decryption is performed using the corresponding private key to 

reverse the encryption process. 

Data Compression and Decompression:  

The encrypted message is compressed using the zlib library, 

which implements the DEFLATE compression algorithm. 

DEFLATE combines the LZ77 algorithm for lossless data 

compression and Huffman coding for entropy encoding. This 

significantly reduces the size of the encrypted data, increasing 

the capacity of the steganographic embedding. 

Decompression is performed using zlib to restore the original 

encrypted message before decryption. 

LSB Steganography:  

The compressed and encrypted data is placed in the least 

significant bits of the pixel value of the image. LSB 

steganography is achieved by modifying the least significant 

bits of the red, green, and blue color channels of every pixel. 

Since these bits contribute nothing to the visual data of the 

image, the concealed information remains imperceptible. 

A specific stop sequence ("1111111111111110") is used as a 

delimiter for the hidden information. This allows the system to 

retrieve the hidden message effectively, despite other data 

being present in the image. 

The extraction process reads through the LSBs of the pixels in 

the image until it encounters the stop sequence. 

Web Interface:  

The system provides a user-friendly web interface developed 

using the Flask framework. This interface allows users to easily 

upload images and messages, perform encryption, 

compression, steganography, extraction, and decryption, and 

download the resulting stego images. 
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(Fig 2) This figure shows the proposed system workflow. 

 

The secret data, which can be text, files, or any digital 

information, undergoes the following preprocessing steps: 

• Data Segmentation: Large data files are segmented into 

smaller blocks to facilitate efficient encryption and 

compression. 

• Encryption: The secret data is encrypted using Elliptic 

Curve Cryptography (ECC) to ensure confidentiality. 

• Compression: The encrypted data is compressed using 

either Huffman Coding or Lempel-Ziv-Welch (LZW) to 

reduce its size, enhancing embedding capacity and 

transmission efficiency. 

• Data Formatting: The compressed data is formatted into a 

suitable binary representation for embedding into the 

cover image. 

Performance Analysis: 

The system's performance is influenced by several factors, 

primarily the computational overhead of cryptographic 

operations, compression/decompression, and steganography. 

Here's a breakdown: 

ECC Encryption/Decryption: 

Computational Complexity: ECC operations, especially key 

exchange and point multiplication, are computationally 

intensive. The SECP256R1 curve is generally considered 

efficient, but the cryptographic operations will still introduce a 

noticeable overhead, particularly for large messages or on 

resource-constrained devices.    

Factors: The time taken for ECC operations will scale with the 

length of the message being encrypted. The cryptography 

library used (e.g., cryptography) is optimized, but it will still 

consume processing power. 

DEFLATE Compression/Decompression (zlib): 

Computational Complexity: DEFLATE, implemented by zlib, 

is a relatively efficient compression algorithm. The 

compression and decompression times will depend on the 

compressibility of the data. Highly compressible data will lead 

to faster operations.    

Factors: The compression ratio and time will depend on the 

message's content. Text data tends to compress well, while 

already compressed data will not. 

LSB Steganography: 

Computational Complexity: LSB steganography is generally 

fast, as it involves simple bit manipulation. The time taken will 

be proportional to the size of the image and the length of the 

embedded message. 

Factors: 

Image Size: Larger images require more processing. 

Message Length: Longer messages require more pixel 

modifications. 

Implementation Efficiency: The NumPy-based 

implementation should provide good performance. 

Bottlenecks: The image opening and saving processes could 

be bottlenecks, especially for large images. 

The proposed system provides a secure and efficient solution 

for hiding data within digital images. By combining ECC 

encryption, Deflate compression, and LSB steganography, the 

system offers a robust platform for secure communication and 

data embedding. 

 

5. Results 
 

Our system securely hides and extracts encrypted messages 

within images using Elliptic Curve Cryptography (ECC) and 
Least Significant Bit (LSB) steganography. By leveraging ECC 

for encryption and image-based encoding, the system ensures 

confidentiality while remaining visually undetectable 

Upload the Image & Message 

• The user accesses the web-interface and selects an image. 

• A text box allows the user to enter a secret message to 

hide 

• Upon submission, the image and message are processed 

for encryption & steganography. 

 

(Fig 3) This Figure shows the Encryption part UI of the 

system 

Extracting & Decrypting the Message 

• The user uploads the stego image via the web interface 

• The system extracts the binary data from the Least 

Significant Bits of the image.  

• The extracted data is decompressed and decrypted using 

ECC, recovering the original message.  

• If the correct ECC key is used, the message is displayed 

to the user.                   
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(Fig 4) This Figure shows the decrypted message 

 

Performance: 

 

Performance of ECC Encryption/Decryption vs. Message 

Size: 

 
(Fig 5) This figure shows Performance of ECC 

Encryption/Decryption vs. Message Size 

Axes: 

X-axis: Test cases (1-5), likely representing messages of 

increasing size. 

Y-axis: 

Message Size (bytes): Size of the data being processed by ECC. 

Encryption Time (ms): Time for ECC encryption. 

Decryption Time (ms): Time for ECC decryption. 

 

• ECC's strength lies in its ability to provide strong security 

with relatively small key sizes. The graph supports this to 

some extent. Even though the message size increases 

significantly, the encryption and decryption times don't 

explode. This is a characteristic of ECC's computational 

properties, where the operations (point multiplication on 

an elliptic curve) are not directly linear with the data size 

itself. 

• While ECC operations aren't directly proportional to 

message size, the message still needs to be processed 

(e.g., XORed with the derived key in your code). This 

processing time does depend on the message size. The 

graph shows that the time increases with message size, 

indicating that this processing component is noticeable. 

Performance Of the Proposed System Against Existing 

System: 

 

  
(Fig 6) This figure shows the performance of ECC+LSB vs 

RSA + LSB 

 

First, let's identify the key elements of the graph: 

Title: The graph doesn't have a title, but we can infer it's 

about the performance of two encryption algorithms (RSA 

and ECC) over a range of message sizes. 

Axes:  

X-axis: Represents different message sizes (likely in bits). 

Y-axis: Represents time (likely encryption or decryption 

time). 

Lines:  

Blue Line: Represents the performance of RSA. 

Orange Line: Represents the performance of ECC. 

 

Performance Evaluation of RSA + LSB and ECC + LSB 

Steganography: 
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General Comparison: 

Comparison of Steganographic System Performance 

Performance Evaluation of RSA + LSB and ECC + LSB 

Steganography 

Comparative Analysis of Data Hiding Techniques 

Emphasis on Proposed System: 

Performance Metrics of the Proposed ECC + LSB 

Steganographic System 

ECC + LSB System Performance vs. RSA + LSB 

Evaluation of the Proposed Secure Image Steganography 

System 

 

Emphasis on Efficiency: 

Efficiency Comparison of RSA and ECC-Based 

Steganography 

Performance and Efficiency Analysis of Data Hiding Systems. 

 

6. Conclusion 
 

Secure data hiding is essential in modern digital 

communication as it ensures that sensitive information remains 

confidential and undetectable. This research combines Elliptic 

Curve Cryptography (ECC), Least Significant Bit (LSB) 

steganography, Huffman coding, and LSB compression to 

create an efficient, secure, and optimized data-hiding system. 

By encrypting the message prior to embedding it, ECC 

guarantees confidentiality, while LSB steganography provides 

imperceptibility. The addition of Huffman coding and LSB 

compression enhances the system by reducing the size of the 

encrypted data, optimizing storage, and improving 

transmission efficiency. 

Previous studies have examined various combinations of 

cryptographic, steganographic, and compression techniques, 
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but challenges such as high computational overhead, increased 

data size, and vulnerability to detection attacks have persisted. 

This research addresses these limitations by utilizing ECC, 

which offers strong security with smaller key sizes, making it 

more computationally efficient than traditional cryptographic 

methods like RSA. Additionally, Huffman coding and LSB 

compression help minimize storage overhead without 

compromising data integrity, allowing for a more efficient 

embedding process within cover images. 

Experimental results from prior studies indicate that hybrid 

approaches enhance security while maintaining high 

imperceptibility. However, systems that integrate cryptography 

and steganography often face a trade-off between payload 

capacity and image quality. The proposed ECC-Huffman-LSB 

model effectively balances these factors, ensuring that the Peak 

Signal-to-Noise Ratio (PSNR) remains high while embedding 

substantial amounts of encrypted data. This makes the system 

ideal for secure communications in various scenarios, including 

military applications, confidential business transactions, and 

digital watermarking. 

Despite its advantages, there is potential for further 

improvements to enhance the robustness of the proposed 

system. Future research could explore adaptive compression 

techniques that dynamically adjust compression levels based on 

the nature of the encrypted data, thereby preventing detection 

through statistical steganalysis tools. 

In conclusion, this research presents a highly secure, 

computationally efficient, and storage-optimized data-hiding 

framework by combining ECC encryption, Huffman coding, 

LSB compression, and LSB steganography. By tackling key 

challenges in security, efficiency, and detectability, this 

approach contributes to advancing modern steganographic 

techniques for covert communication. The experimental results 

confirm that the system effectively balances security, 

efficiency, and imperceptibility, making it an ideal solution for 

secure communication and covert data transmission. 
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