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Abstract - The rapid growth of digital payments 

necessitates effective automated fraud detection. This 

project utilized a large-scale transactional dataset (over 

6.3 million records) to develop a model capable of 

distinguishing between legitimate and fraudulent 

transactions, a task severely complicated by extreme 

class imbalance (where fraud constitutes less than 

0.13\%of the data).  

A Logistic Regression model was implemented as the 

primary Artificial Intelligence (AI) classifier. The model 

achieved a very high overall Accuracy of 99.93%. 

However, a detailed analysis of the performance on the 

minority class revealed a critical limitation: the model 

attained a low Recall score of 66.57%, resulting in 825 

False Negatives (fraudulent transactions missed) in the 

test set.  

This finding concludes that while the model efficiently 

handles most legitimate transactions, its linear nature and 

inability to adequately address class imbalance render it 

insufficient for robust, real-world deployment in financial 

security. The project successfully established a 

foundational AI benchmark, clearly quantifying the 

challenge of achieving reliable fraud capture in highly 

imbalanced payment environments. 
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1.INTRODUCTION  

 
The pervasive shift toward digital platforms has established 

online payment systems as essential facilitators of global 

commerce, concurrently driving an increase in sophisticated 

financial fraud that poses an immense threat to transaction 

security and integrity. Traditional security defenses are proving 

inadequate against the adaptive nature of modern cybercrime, 

thereby necessitating the adoption of advanced, data-driven 

security measures like Artificial Intelligence (AI). This project 

addresses this critical security gap by exploring the application 

of a foundational AI model, Logistic Regression, to a massive 

dataset of over 6.3 million transactions. The research aims to 

establish a quantifiable performance benchmark, revealing the 

structural limitations of simple AI approaches when confronted 

with the immense data imbalance inherent in this domain. This 

work sets the stage for the proposed development of a high-

performance, non-linear AI framework essential for reliable, 

predictive fraud mitigation.  

 

2. Literature Review 

 The literature confirms that the necessity for AI stems 

from the scale of the problem: the daily transaction volume 

requires a transition from static, rule-based systems to data-

driven methods [6]. Research demonstrates that simple 

classifiers, like Logistic Regression, serve a crucial role as 

foundational performance benchmarks [3, 7]. However, the 

overwhelming consensus in the literature is that the resulting 

high Accuracy is a deceptive metric that "does not reflect the 

model's true value" [6]. The primary academic challenge is the 

"highly skewed, or imbalanced, data" [4, 5], which causes 

simple models to fail [4]. This problem mandates that 

evaluation must focus on the minority class, where Recall (the 

detection rate) is the most critical metric for minimizing False 

Negatives [5, 7]. The literature further confirms that linear 

models are structurally inadequate; researchers achieve 

deployable performance only by using smarter, non-linear 

systems like XGBoost, Random Forest [7], and Deep Learning 

techniques [2], often combined with specialized data balancing 

methods like SMOTE [4, 5]. The project's finding of a 0.6657 

Recall score is therefore a well-documented outcome that 

confirms the limitations of simple linear models in this 

environment. 
 

 

3. Research Methodology 

 The research methodology followed a straightforward, data-

focused plan to test our AI model. We started by getting the 

data ready, which meant making sure our huge file of over 

6362620 transactions was clean and usable. Next, we split this 

data into two groups: a training group (70%) to teach the 

computer, and a testing group (30%) to check the results 

honestly, ensuring unbiased evaluation on the 1908786 

transactions in the test set. We then used a basic AI algorithm 

called Logistic Regression, chosen as the foundational AI 

classifier. Model performance was rigorously assessed using a 

Confusion Matrix to derive critical metrics: specifically, 

Accuracy to measure overall correctness and Recall to quantify 

the model's ability to capture the minority class, thereby 

establishing a precise benchmark that quantifies the limitations 
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of linear models in a severely imbalanced payment 

environment. 
 

 
Fig-1: Simple Implementation 

 

 
 

4. Proposed Work 

The proposed work is dedicated to developing and validating 

an advanced, non-linear AI framework to significantly enhance 

the overall accuracy and detection power of the system. The 

next step is to replace the Logistic Regression model with 

Extreme Gradient Boosting (XGBoost). XGBoost is an 

ensemble tree-based algorithm proven highly effective in 

modeling the complex, non-linear relationships characteristic 

of financial fraud data, which is essential for substantially 

increasing the model's prediction accuracy and preventing the 

underfitting observed in the benchmark. To directly enhance 

the model's ability to accurately identify fraud, the XGBoost 

model will be optimized using a specialized cost-sensitive 

learning strategy by setting the scale_pos_weight 

hyperparameter. This technique assigns a disproportionately 

higher cost to the incorrect classification of fraud, forcing the 

model to aggressively improve its detection rate. The final 

phase will involve a rigorous evaluation to achieve a 

substantial increase in the true detection rate of fraud, leading 

to a dramatic reduction in missed fraudulent transactions. 
 
Fig-2: Architecture 

 
 

 

5. Results and Discussion 

The model successfully achieved an outstanding overall 

Accuracy of approximately 0.9993, confirming its efficiency in 

classifying high-volume digital transactions. Furthermore, it 

demonstrated a significant fraud detection rate (Recall) of 

0.6657, establishing a robust, high-performance AI benchmark 

for financial security. This result confirms the model's speed 

and efficiency in classifying the majority of legitimate 

transactions. However, this high score is structurally 

misleading. The critical result is the low Detection Rate (Recall 

0.6657) and the resulting 825 missed fraud cases (False 

Negatives). This outcome directly confirms the findings of the 

literature: the high accuracy is deceptive because the simple, 

linear model is structurally unable to handle the extreme data 

skew. This failure to reliably find fraud makes the model unfit 

for real-world deployment. The high number of missed fraud 

cases represents unacceptable security failures and direct 

financial losses, proving the benchmark model is 

fundamentally insufficient for its intended purpose. 

 

 

 
 

Fig-3: UML Diagram for sample credit card system 
 

 
Fig-4: Proposed Solution 

 
6. Conclusion 

 
In conclusion, this project has built the successfully established a 

foundational AI benchmark for online payment fraud detection 

using the Logistic Regression model. The findings confirmed two 

critical points: first, the model's speed and efficiency are high, 

achieving an excellent overall Accuracy of approximately 0.9993. 

Second, and more importantly, the project quantified the structural 

limitations of this simple linear AI approach. The model's low 

Detection Rate (Recall 0.6657) and the resulting 825 missed fraud 
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cases demonstrate that it is fundamentally unreliable for the 

critical task of real-world security. The work conclusively proves 

that to achieve a dependable, high-performance solution, future 

research must transition to advanced, non-linear AI algorithms 

(like XGBoost) coupled with specialized techniques to prioritize 

the accurate detection of every single fraudulent payment. 
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