g’ ‘3§ - = = - - " -
?‘%JSREM%Q International Journal of Scientific Research in Engineering and Management (I[JSREM)
Y. Volume: 09 Issue: 03 | March - 2025 SJIF Rating: 8.586 ISSN: 2582-3930

Rt

Hoax Detector Using Artificial Intelligence

Bhargavi VD!, Jayavarshini JV?, Dr. V. Rameshbabu?, Dr.T.V.Ananthan*
1.2 Tech CSE, 34Professor
1’2'3'4Department of Computer Science and Engineering,

1'2'3'4Dr. M. G. R. Educational and Research Institute, Chennai, India
1dhanaraj00633@gmail.com , 2varshinijaya.dsai@gmail.com,
3

rameshbabu.cse@drmgrdu.ac.in,  “tvananthan@drmgrdu.ac.in

Abstract -The rise of misinformation and hoaxes on the internet poses a significant threat to public trust and
safety. This project presents a Hoax Detection system leveraging Acrtificial Intelligence (Al) and web scraping
techniques to identify and flag potential hoaxes or false information across various online platforms. The system
employs Natural Language Processing (NLP) algorithms to analyze text patterns and classify content as likely
hoaxes or credible information. By integrating Machine Learning (ML) models trained on datasets of verified
and unverified information, the system learns to distinguish credible sources from dubious ones with high
accuracy.
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l. INTRODUCTION

The proliferation of misinformation and hoaxes on digital platforms has become a pressing global issue, posing
risks to public health, political stability, and societal trust. From false medical advice to fabricated news stories,
the impact of hoaxes can be devastating, leading to widespread confusion and potentially harmful consequences.
With the vast amount of information shared daily on social media, news websites, and other online forums, it is
challenging for individuals and even traditional fact-checkers to manually verify content accuracy and
authenticity. To address this, we propose an Al-driven Hoax Detector that combines Machine Learning (ML),
Natural Language Processing (NLP), and web scraping technigues to automate the process of hoax identification
and help users make informed decisions about the information they encounter.The core of this project is an Al-
powered system capable of assessing the credibility of information by analyzing text patterns, keywords, and
source reliability Leveraging NLP algorithms, the Hoax Detector is designed to understand and interpret the
subtle cues that distinguish genuine news from misleading or fabricated content. The system is trained on
extensive datasets containing both verified and unverified information, allowing it to classify content based on
its likelihood of being a hoax. To keep the model updated with the latest trends in misinformation, web scraping
techniques are employed to gather data in real-time from various online sources, including news sites, social
media platforms, and forums. This approach enables the model to stay current with new hoaxes, rumors, or
disinformation trends as they emerge. Through automated data extraction, the system collects information
relevant to hoax detection, such as common phrases, contextual clues, and the reputation of specific sources.
This live data feed not only enhances the model’s performance but also allows the system to identify potential
hoaxes early, providing timely insights to users. The project’s ultimate goal is to develop a reliable, scalable,
and real-time hoax detection tool that can assist individuals, journalists, and researchers in identifying and
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understanding false information. By offering a transparent and data-driven analysis of online content, the Hoax
Detector empowers users to critically evaluate information, thus promoting a more informed and resilient digital
society. Hoax Detector aims to be a valuable resource in the ongoing battle against digital misinformation,
supporting efforts to restore trust and credibility in online content.

II.LITERATURE SURVEY

Below is a literature survey for a project on Hoax Detection Using Al. These entries highlight a variety of
research, methodologies, datasets, and technologies relevant to identifying misinformation, fake news, and
hoaxes using artificial intelligence:

This paper gives a comprehensive review of detecting fake news on social media, including fake news
characterizations on psychology and social theories, existing algorithms from a data mining perspective,
evaluation metrics and representative datasets. We also discuss related research areas, open problems, and future
research directions for fake news detection on social media(Shu Kai, 2017).

The paper present our framework for fake news detection and we discuss in detail a solution based on deep
learning methodologies we implemented by leveraging Google Bert features. Our experiments conducted on
two well-known and widely used real-world datasets suggest that our method can outperform the state-of-the-
art approaches and allows fake news accurate detection, even in the case of limited content information.(Elio
Masciari,2020)

In this paper we study false information on Wikipedia by focusing on the hoax articles that have been created
throughout its history. We make several contributions. We find characteristic differences in terms of article
structure and content, embeddedness into the rest of Wikipedia, and features of the editor who created the hoax.
Third, we successfully apply our findings to address a series of classification tasks, most notably to determine
whether a given article is a hoax. And finally, we describe and evaluate a task involving humans distinguishing
hoaxes from non-hoaxes. We find that humans are not good at solving this task and that our automated classifier
outperforms them by a big margin.“Misinformation Propagation Detecting Hoaxes, Lies, and Deceptive
Content on Wikipedia” ( Kumar et al., 2016.)

This article describes how a rumor can be defined as a circulating unverified story or a doubtful truth. Rumor
initiators seek social networks vulnerable to illimitable spread, therefore, online social media becomes their
stage. Hence, this misinformation imposes colossal damage to individuals, organizations, and the government,
etc. Finally, using textual characteristics on the filtered data, rumors are detected. The effectiveness of the
proposed framework is shown through extensive experiments on over 10,000 tweets.Proposes recurrent neural
networks (RNNSs) for rumor detection using social media posts.(hardio kumar thakur 2018)

This paper provide the first in-depth assessment of the causes and consequences of this disruptive technological
change, and to explore the existing and potential tools for responding to it. We survey a broad array of responses,
including: the role of technological solutions; criminal penalties, civil liability, and regulatory action; military
and covert-action responses; economic sanctions; and market developments. We cover the waterfront from
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immunities to immutable authentication trails, offering recommendations to improve law and policy and

anticipating the pitfalls embedded in various solutions.“Emerging Threats from Deepfakes and AI-Generated
Fake Content”( Chesney & Citron, 2019. )

This proposed approach on the Columbia-SRI-Colorado (CSC) dataset and a real-world Financial
Services dataset. In addition to accuracy, we have also employed the True Positive Rate metric, with a high
enough threshold to avoid any false-positive cases, which we indicate as TPRFO. Furthermore, using the
Decision Engine, the impact of the proximity of markers on the deception score has been analysed by our
behavioural experts to provide insight into linguistic behaviour in relation to deception.(Julie wall 2023)

This study attempts to investigate advanced and state-of-the-art fake news detection mechanisms pensively. We
begin with highlighting the fake news consequences. Then, we proceed with the discussion on the dataset used
in previous research and their NLP techniques. A comprehensive overview of deep learning-based techniques
has been bestowed to organize representative methods into various categories. The prominent evaluation metrics
in fake news detection are also discussed. Nevertheless, we suggest further recommendations to improve fake
news detection mechanisms in future research directions.(M.FMridha ,202)

This included 38 studies in the analysis. The majority (24; 63.2%) described only development of NLP tools;
the remainder used NLP tools to conduct clinical research. Its potential to deliver evidence on treatment and
improving quality of diabetes care is demonstrated by a number of studies. Further growth in this area would
be aided by deeper collaboration between developers and end-users of natural language processing tools as well
as by broader sharing of the tools themselves and related resources.; (Florez Builes, 2021.)

This study involves Clustering is a widely studied data mining problem in the text domains. The problem finds
numerous applications in customer segmentation, classification, collaborative filtering, visualization, document
organization, and indexing. In this chapter, we will provide a detailed survey of the problem of text clustering.
We will study the key challenges of the clustering problem, as it applies to the text domain. We will discuss the
key methods used for text clustering, and their relative advantages. We will also discuss a number of recent
advances in the area in the context of social network and linked data (Aggarwal, C. C., & Zhai, C, 2012).

The book concludes (Chapter 13) by arguing in favour of a new marriage between the Green of all our habitats
and the Blue of all our digital technologies and how this new marriage can support and develop a better society
and a healthier biosphere.Challenges and Ethical Considerations (Floridi 2019).

This dissociation is largely driven by inattention, more so than by purposeful sharing of misinformation. Thus,
interventions can successfully nudge social media users to focus more on accuracy. Crowdsourced veracity
ratings can also be leveraged to improve social media ranking algorithms.(penny cook ,2021)

This study investigates whether this problem can be tackled by introducing an argumentation-based pipeline.
For the extraction of arguments, we apply two off the-shelf solutions: MARGOT (an argument mining tool) and
Dolly 2.0 (an instruction-following large language model). Our initial experiments show promising results with
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respect to our baseline pipeline, particularly with respect to long texts "LIAR: A Benchmark Dataset for Fake
News Detection™ (Wang, 2017.)

In this paper we propose to use data from the Emergent Project (Silverman, 2015), a rumour de-bunking project
carried out in collaboration with the Tow Center for Digital Journalism at Columbia Journalism School?2.
Consisting of 300 claims and 2,595 associated news articles, the Emergent project contains a rich source of
labelled data that can be used in a variety of NLP tasks, created by journalists as part of their normal workflow,
thus real-world and at

no annotation cost.(Ferreira & Vlachos, 2016.)

In this paper we present CREDBANK, a corpus designed to bridge this gap by systematically combining
machine and human computation. Specifically, CREDBANK is a corpus of tweets, topics, events and associated
human credibility judgements. We have made CREDBANK publicly available, and hope it will enable new
research questions related to online information credibility in fields such as social science, data mining and
health (Mitra et al., 2015.)

In this paper, we attempt to solve the fake news detection problem with the support of a news-oriented HIN.
We propose a novel fake news detection framework, namely Adversarial Active Learning-based Heterogeneous
Graph Neural Network (AA-HGNN) which employs a novel hierarchical attention mechanism to perform node
representation learning in the HIN. AA-HGNN utilizes an active learning framework to enhance learning
performance, especially when facing the paucity of labelled data.. Experiments with two real-world fake news
datasets show that our model can outperform text-based models and other graph-based models when using less
labelled data benefiting from the adversarial active learning. As a model with generalizability, AA-HGNN also
has the ability to be widely used in other node classification-related applications on heterogeneous graphs. (Yi
chang , 2020)

This paper adapts the Straub Model of Security Action Cycle to the context of combating fake news on social
media. we analyze the status and challenges in each stage of combating fake news, followed by introducing
future research directions. These efforts allow the development of a holistic view of the research frontier on
fighting fake news online. We conclude that this is a multidisciplinary issue; and as such, a collaborative effort
from different fields is needed to effectively address this problem.( Mona Nasery , 2023 )

This work proposes to detect fake news using only text features that can be generated regardless of the source
platform and are the most independent of the language as possible. We carried out experiments from five
datasets, comprising both texts and social media posts, in three language groups: Germanic, Latin, and Slavic,
and got competitive results when compared to benchmarks. We compared the results obtained through a custom
set of features and with other popular techniques when dealing with natural language processing, such as bag-
of-words and Word2Vec.(P. H. A. Faustini and T. F., 2020)
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In this paper, we focus on data-driven automatic fake news detection methods. We first apply the Bidirectional
Encoder Representations from Transformers model (BERT) model to detect fake news by analyzing the
relationship between the headline and the body text of news. To further improve performance, additional news
data are gathered and used to pre-train this model. We determine that the deep-contextualizing nature of BERT
Is best suited for this task and improves the 0.14 F-score over older state-of-the-art models.(J. Kang, and H.
Lim, 2019.)

In this work, we propose LIME, a novel explanation technique that explains the predictions of any classifier in

an interpretable and faithful manner, by learning an interpretable model locally around the prediction. Our
explanations empower users in various scenarios that require trust: deciding if one should trust a prediction,
choosing between models, improving an untrustworthy classifier, and detecting why a classifier should not be
trusted.(Sammer Singh ,2016)

This discuss existing methods and techniques applicable to both identification and mitigation, with a focus on
the significant advances in each method and their advantages and limitations. In addition, research has often
been limited by the quality of existing datasets and their specific application contexts. To alleviate this problem,
we comprehensively compile and summarize characteristic features of available datasets. Furthermore, we
outline new directions of research to facilitate future development of effective and interdisciplinary solutions
(Karishma Sharma., et al, 2021.)

This survey reviews and evaluates methods that can detect fake news from four perspectives: (1) the false
knowledge it carries, (2) its writing style, (3) its propagation patterns, and (4) the credibility of its source. The
survey also highlights some potential research tasks based on the review. In particular, we identify and detail
related fundamental theories across various disciplines to encourage interdisciplinary research on fake news.
We hope this survey can facilitate collaborative efforts among experts in computer and information sciences,
social sciences, political science, and journalism to research fake news, where such efforts can lead to fake news
detection that is not only efficient but more importantly, explainable.(Zhou, 2020)

In this paper we introduce a new publicly available dataset for verification against textual sources, FEVER:
Fact Extraction and VERification. It consists of 185,441 claims generated by altering sentences extracted from
Wikipedia and subsequently verified without knowledge of the sentence they were derived from. The best
accuracy we achieve on labeling a claim accompanied by the correct evidence is 31.87%, while if we ignore the
evidence we achieve 50.91%. Thus we believe that FEVER is a challenging testbed that will help stimulate
progress on claim verification against textual sources. (James Thorne, et al, 2018.)

This propose a new simple network architecture, the Transformer, based solely on attention mechanisms,
dispensing with recurrence and convolutions entirely. We show that the Transformer generalizes well to other
tasks by applying it successfully to English constituency parsing both with large and limited training data.
(Vaswani, A., et al,2017)

This Preceding review papers were primarily based on statistics mining and system mastering strategies,
scarcely exploring the deep gaining knowledge of techniques for faux information detection. Then, we proceed
with the dialogue on the dataset utilized in preceding studies and their NLP techniques. The feature extraction
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and characteristic selection are often utilized in textual content of fake review analysis of Amazon food review
works by BERT , which analyses common word pattern , after which Vectorization and Tokenization is also
used to separate them and analyze what individual word is and after that using Sentimental Analysis, it can
differentiate positive and negative review and repetition in pattern to validate the scores of a review.(Valentina
Emilia Baas.,2022)

This paper present comprehensive overview of sentiment analysis technique based on recent research and
subsequently explores machine learning (SVM, Navies Bayes, Linear Regression and Random Forest) and
feature extraction techniques (POS, BOW and HASS tagging) in context of Sentiment analysis over social
media data set. Further twitter data-sets are scrutinized and pre-processed with proposed framework,which yield
intersecting facts about the capabilities and deficiency of sentiment analysis methods. POS is most suitable
feature extraction technique with SVM and Navie Bayes classifier. Whereas Random Forest and linear
regression provide the better result with Hass tagging. (Nikhil Kumar Singh, 2018.)

Identifying the lemma of a Named Entity is important for many Natural Language Processing applications like
Information Retrieval. Here we introduce a novel approach for Named Entity lemmatisation which utilises the
occurrence frequencies of each possible lemma. We constructed four corpora in English and Hungarian and
trained machine learning methods using them to obtain simple decision rules based on the web frequencies of
the lemmas. In experiments our web-based heuristic achieved an average accuracy of nearly 91%(Richéard
Farkas,2008)

This paper outlines a new approach for finding the genuineness of news content. This helps to eliminate the
rumors from spreading through social platforms. By using the web scraping method, we assemble the news
content related to the news posted for checking. The news prediction is done by implementing techniques like
TF-IDF, Bag of words and Natural language processing. The experimental results specify that the system shows
an accuracy of 90% when tested against a test set.(muneer.V.K,2021).This dataset can be used for fact-checking
research as well. Notably, this new dataset is an order of magnitude larger than previously largest public fake
news datasets of similar type. Empirically, we investigate automatic fake news detection based on surface-level
linguistic patterns. We have designed a novel, hybrid convolutional neural network to integrate meta-data with
text. We show that this hybrid approach can improve a text-only deep learning model.(Yinghzao Ouyang,2020)

This book gathers selected papers presented at the International Conference on Sentimental Analysis and Deep
Learning (ICSADL 2021), jointly organized by Tribhuvan University, Nepal; Prince of Songkla University,
Thailand; and Ejesra during June, 18-19, 2021. Sentiment analysis gains the ability to sense the existing
voluminous unstructured data and delivers a real-time analysis to efficiently automate the business processes.
Meanwhile, deep learning emerges as the revolutionary paradigm with its extensive data-driven representation
learning architectures. This book discusses all theoretical aspects of sentimental analysis, deep learning and
related topics.(Subarna shakya, 2021.)

© 2025,I]JSREM | www.ijsrem.com DOI: 10.55041/I)SREM43481 | Page 6


http://www.ijsrem.com/

g’ ‘gs - = = - - " -
’%Jsasn}s" International Journal of Scientific Research in Engineering and Management (I[JSREM)
Y7 Volume: 09 Issue: 03 | March - 2025 SJIF Rating: 8.586 ISSN: 2582-3930

Rt
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Figl. Methodology diagram

The Methodology Process for a Hoax Detector using Al involves several structured stages to ensure the system
is developed, trained, tested, and deployed effectively. Here is a step-by-step outline of the implementation

process:

3.1 EXPOSED SYSTEM

Misinformation and hoaxes spread rapidly across digital platforms, misleading users and causing social and
economic consequences. This project aims to develop an Al-powered Hoax Detector that can analyze and
classify news articles, social media posts, and other online content to determine their credibility. The proposed
system aims to develop an Al-powered hoax detection platform that efficiently identifies and prevents the spread
of misinformation. It will leverage Natural Language Processing (NLP) and Machine Learning (ML) to analyze
online content and determine its credibility .A proposed system for a hoax detector would involve multiple
layers to analyze and verify information efficiently and accurately. The backbone of the system would be an Al
model trained on a large dataset containing examples of both verified accurate content and identified hoaxes.
This would enable the model to recognize patterns and characteristics often present in false information, such

as emotional language, specific phrasing, or structural anomalies.
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3.2 PROPOSED SYSTEM

An exposed system in an Al-based hoax detector refers to the interface and architecture that allow users or other
systems to interact with the detection model. This system is designed to process and analyze incoming data
(such as news articles, social media posts, or multimedia content) and provide. The Al would then analyze this
input using modules like:

Natural Language Processing (NLP) is to process textual claims, identifying patterns associated with
misinformation. Fact-Checking APIs are cross-reference content with trusted databases or real-time information
sources. Computer Vision Tools for verifying the authenticity of multimedia content, checking for signs of
manipulation. Data Exposure Layer, Where insights, verification results, and transparency about the Al's
reasoning are presented to users through a user interface. The system would remain exposed to updates from
verified databases and user feedback for continuous improvement. If you meant something specific by "exposed

system," feel free to clarify, and I'd be glad to refine this further!

Natural Language Processing (NLP), module would process textual information, detecting linguistic cues and
assessing the credibility of statements. It could also flag content that appears to promote bias or lacks logical
coherence. Fact-Checking Mechanism used by cross-referencing claims with authoritative databases and real-
time sources, the system could assess the truthfulness of the content. It could rely on APIs connected to trusted
fact-checking organizations. Multimedia Analysis for verifying non-textual content, the system would include
image and video analysis to detect digital alterations or signs of manipulation. User Feedback and Explainability
is a frontend interface would allow users to input claims or content for analysis. The system could provide
transparent outputs, explaining why certain information is flagged as a hoax. Additionally, the system would
support continuous learning, updating its algorithms and datasets regularly to adapt to new tactics employed in
misinformation campaigns. This adaptability would ensure the reliability and robustness of the hoax detector

over time.

3.3 Implementation Process

The implementation of an Al-based hoax detector involves a structured pipeline that integrates data collection,

machine learning (ML) models, natural language processing (NLP), and a user interface (Ul) for real-time

verification. Below is a step-by-step guide on implementing the project .
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3.3 Implementation process diagram

Implementing a hoax detector using Al requires a structured and systematic approach. Below is a detailed
implementation process:

Clearly establish the specific type of hoaxes to be detected (e.g., textual misinformation, manipulated media, or
both). Determine the platform(s) the detector will operate on—web-based, mobile app, or integrated into
existing systems. lIdentify user needs and how they will interact with the system. Data Collection and
Preprocessing, gather a large dataset of hoax content and verified truthful content from reliable sources (e.g.,
fact-checking websites, news archives, and academic datasets). Label Data, Tag each dataset instance as “hoax”
or “truth” to aid supervised learning. Clean Data, Process text to remove noise like HTML tags, special
characters, and redundant information. Augment Data, Use techniques like paraphrasing, text generation, or

image augmentation to balance the dataset and handle imbalances.

Design and Development of Al Models, we choose an Al Approach : Develop separate models for text and
multimedia analysis:

Natural Language Processing (NLP) : Use NLP techniques to analyze linguistic patterns and detect
misinformation in text.

Computer Vision : Use deep learning models to analyze images and videos for signs of manipulation.

Select Algorithms & Implement algorithms like:

Recurrent Neural Networks (RNNs) or Transformers (e.g., BERT, GPT) for textual analysis.

Convolutional Neural Networks (CNNs) for image/video analysis.

Train and test these models using the prepared dataset to optimize performance.
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Fact-Checking Mechanism : Build or integrate APIs that connect with trusted fact-checking sources like news
outlets, government databases, or third-party tools.Automate real-time cross-referencing of input claims with
these credible sources.

System Integration : Develop a user-friendly frontend where users can input content (e.g., text, images, or
videos) for verification. Connect this interface to the Al models via an efficient backend to ensure smooth
processing Ensure the system provides detailed explanations or confidence scores for its outputs to enhance user
trust.

Continuous Learning and Updates : Regularly update the dataset to include new hoaxes and truthful examples,
ensuring the model stays relevant.

Use feedback from users and detected errors to fine-tune the system’s algorithms and improve accuracy.
Testing and Evaluation :Conduct rigorous testing to validate the system's accuracy, precision, and recall. Use
a variety of benchmark datasets to ensure generalizability and robustness.

Deployment : Host the system on a scalable and secure platform (e.g., cloud-based services like Azure or AWS)
Ensure the system is optimized for speed, usability, and reliability.

Monitoring and Maintenance : Monitor system performance in real-time to identify and address issues quickly.
Periodically review and enhance the system's components to adapt to evolving patterns in misinformation.

By following these steps, the hoax detector will be equipped to provide accurate and reliable verification of
information, combating the spread of misinformation effectively. If you'd like to discuss any of these steps in
greater detail, feel free to ask!

IV.RESULT

% | @ e PRy — x Al Confusion matrix

Fig 2
Fig 3

() Hoax News Detecton Using Ai
= FAKE Data

True label

Hoax Detection
using Artificial Intelligence

v REAL Data

e
g

CLASSIFICATION REPORT

print(classification_report(Y_test, Y_pred))

precision  recall fl-score support

0 0.96 0.96 0.96 2104
1 0.9 0.96 0.96 2049

accuracy 0.96 4153
macro avg 0.96 0.96 0.96 4153
weighted avg 0.96 0.96 0.96 4153

Fig 4.
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V. CONCLUSION

The Hoax Detector using Al is a vital tool in the fight against misinformation, providing an automated, data-
driven approach to identifying hoaxes and unreliable content across digital platforms. By combining natural
language processing, image analysis, and fact-checking through knowledge graphs, this system effectively
assesses content credibility and helps reduce the spread of false information. With a feedback loop for
continuous learning, the HoaxDetector adapts to emerging trends in misinformation, thereby improving its
accuracy and effectiveness over time. This project not only addresses a critical need for reliable information
verification but also empowers users and organizations to make more informed decisions based on credible
content. As it grows, the Hoax Detector has the potential to play a significant rolein fostering a more
trustworthy online environment, helping to safeguard public knowledge and enhancing the credibility of
information in the digital age.The Al-Based Hoax Detector is a powerful tool designed to combat
misinformation by leveraging Machine Learning (ML), Natural Language Processing (NLP), and Deep
Learning (DL) techniques. With the increasing spread of fake news across digital platforms, the need for an
automated, intelligent, and scalable solution has become essential. This project successfully demonstrates how
Al can analyze, classify, and verify the authenticity of news articles, social media posts, and multimedia content
in real-time.
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