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Abstract:

Privacy concerns and regulatory compliance pose significant
challenges to collaborative machine learning in healthcare,
where sensitive patient data must be protected while enabling
multi-institutional research. This paper presents HomoPAI
(Homomorphic  Privacy-Preserving  Al), a
collaborative machine learning platform that leverages
CKKS (Cheon-Kim-Kim-Song) homomorphic encryption to

secure

enable privacy-preserving patient risk prediction across
multiple healthcare institutions. The system implements a
complete end-to-end pipeline incorporating data encryption,
secure storage, logistic regression-based classification, and
comprehensive model evaluation. Using TenSEAL's CKKS
implementation with 128-bit security, patient vital signs
(temperature, blood pressure, respiratory rate, and oxygen
saturation) are encrypted and stored without exposing plain
text data. The logistic regression classifier achieves perfect
classification performance with 100% accuracy, precision,
recall, and F1-score on a dataset of 19 patients (16 healthy, 3
at-risk), demonstrating an ROC-AUC of 1.000. Performance
benchmarking reveals an encryption overhead of 88.54ms
per value with prediction latency of 0.06ms per patient,
achieving a throughput of 15,838 patients per second. The
system maintains HIPAA compliance while enabling secure
multi-party computation, proving the feasibility of privacy-
preserving machine learning for real-world medical
applications. A web-based dashboard provides real-time
visualization of predictions, confusion matrices, ROC curves,
and performance metrics. This work demonstrates that
homomorphic encryption can enable collaborative healthcare
Al without compromising patient privacy or model accuracy.

Keywords: Homomorphic Encryption, CKKS, Privacy-
Preserving Machine Learning, Healthcare AI, HIPAA
Compliance, Logistic Regression, Secure Multi-Party
Computation.

1.INTRODUCTION

Healthcare machine learning holds immense potential for
improving patient outcomes through accurate diagnosis and
risk prediction. However, collaborative model development
across multiple institutions faces a critical barrier: privacy

regulations such as HIPAA prohibit sharing sensitive patient
data, limiting access to the large, diverse datasets necessary
for robust machine learning models. This tension between
data utility and privacy protection represents a fundamental
challenge in medical informatics. Traditional privacy-
preserving approaches, including data anonymization,
differential privacy, and federated learning—offer partial
solutions but suffer from significant limitations. Anonymized
data remains vulnerable to re- identification attacks,
differential privacy degrades model accuracy through noise
addition, and federated learning leaks information through
gradient updates Homomorphic encryption, specifically the
CKKS (Cheon- Kim-Kim-Song) scheme, provides an
alternative paradigm by enabling mathematical operations
directly on encrypted data without requiring decryption. This
paper presents HomoPAI (Homomorphic Privacy-Preserving
Al), a complete system for secure collaborative medical
machine learning. Our implementation achieves perfect
classification accuracy (100% across all metrics) while
maintaining 128- bit security and HIPAA compliance.
Performance benchmarks demonstrate practical feasibility
with  88.54ms  encryption 15,838
patients/second throughput. This work bridges the gap
between cryptographic theory and clinical practice,
demonstrating that privacy-preserving healthcare Al is
both technically feasible and practically deployable.

overhead and

2. HOMOPAI SYSTEM ARCHITECTURE AND
DESIGN

The HomoPAI system is designed as a six-layer pipeline that
strictly enforces privacy from the data source to the result,
with the central four layers (2 through 5) operating
exclusively on ciphertext

2.1 Layer 1: Data Federation

Data is collected from distributed sources (Hospital A/Mayo
Clinic, Hospital B/Johns Hopkins, Hospital C/Cleveland).
The input data consists of sensitive Patient Vitals
(Temperature, Blood Pressure, Respiratory Rate, Saturation)
destined for an at-risk prediction model.

2.2 Layer 2: Homomorphic Encryption Core

This is the system's privacy engine.
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CKKS

e  Scheme:
Homomorphic Encryption is employed via the
TenSEAL library. CKKS is ideal for this application
because it supports approximate arithmetic on real
numbers, which is necessary for floating-point
calculations in ML models.

(Cheon-Kim-Kim-Song)

e Parameters: A security level is maintained with a of.
The () and chain () are specifically configured to
manage noise and precision loss during complex
homomorphic multiplication, a critical constraint of
the CKKS scheme.

e  Process: Plaintext vitals are converted into Ciphertext
vectors before leaving the originating institution's
environment.

2.3 Layer 3: Secure Data Persistence

e The encrypted data is aggregated in a central, un-
trusted server using an SQLite Database
(homopai.db). Since only ciphertexts are stored, the
data is useless to any entity accessing the database
without the correct private decryption key.

2.4 Layer 4: Machine Learning Module (Homomorphic
Computation)

e  This layer performs the predictive task without ever
decrypting the input data.

e Model: A Logistic Regression Classifier is
selected due to its suitability for homomorphic
computation, as its core operation involves linear
combinations (addition and multiplication), which
are efficient under the CKKS scheme.

2.5 Layer 5: Evaluation and Benchmarking

e The results are evaluated for both model quality
and HE performance overhead.

e ¢ Evaluation Metrics: The demonstration yielded
perfect metrics (,) on the small test set (),
confirming the functional integrity of the
homomorphic ML pipeline.

e « HE Benchmarks: Performance data illustrates
the practical viability of the approach: o Prediction
Time: o Throughput: o Encryption Time:
(Identifies initial encryption as the primary latency
source).

2.6 Layer 6: Presentation Layer

A Flask Web Application provides an authenticated interface
for visualization. Decryption of the final prediction results
and performance metrics only occurs at this authorized
endpoint, delivering actionable intelligence to researchers or
clinicians.

3. WORKING OF HOMOMORPHIC ENCRYPTION IN
HEALTHCARE INSTITUTIONS

Homomorphic Encryption (HE) is a powerful cryptographic
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technique that enables healthcare institutions to conduct data
analysis and machine learning on sensitive patient
information without ever having to decrypt it. This ensures
maximum data confidentiality while allowing critical
computational tasks.3. I. Key Generation and Setup

Here is a step-by-step explanation of how the process works
in a clinical or research setting, utilizing schemes like CKKS

3.1 Initialization and Cryptographic Key Setup

The process begins with the establishment of the necessary
cryptographic components, typically managed by the
organization or designated trusted authority that owns the
data (e.g., a hospital's research department).

e Key Creation: A specialized system is used to
generate a suite of related keys:

o Secret Key ($sk$): This key is kept highly
confidential and is the sole tool capable of reversing
the encryption to reveal the result.

o Public Key ($pk$): This key is shared with anyone
who needs to encrypt data destined for the
computational server. It allows for the conversion of
plain patient data into an unreadable ciphertext.

e Evaluation Keys (Relin/Galois): These are
specialized keys that must be supplied to the
untrusted external server. They are essential for
allowing the server to successfully execute complex
mathematical operations, such as multiplication and
addition, directly on the encrypted values.

3.2 Data Encryption (At the Source):

1. Data Encoding: The sensitive Patient Vitals (e.g., , )
are converted from standard floating-point numbers into a
mathematical structure (a polynomial) that the HE
schemes can process.

2.Encryption: The local system uses the Public Key (pk)
to encrypt these polynomials, generating a Ciphertext (an
array of numbers that appears random).

3. Data Flow: The sensitive data is now protected. It can
be sent to an untrusted cloud server or aggregated with
data from other hospitals for collaborative research
without any third party (including the server
administrator) ever seeing the plaintext PHI.

3.3 Homomorphic Computation (On the Cloud/Server):
The untrusted server, which possesses the Evaluation Keys
but not the Secret Key, runs the machine learning model.

1. Operation Execution: When the machine learning
algorithm (like Logistic Regression) needs to
perform a step (e.g., calculating a weighted sum of

vitals):

e It uses homomorphic multiplication and
homomorphic addition capabilities of the CKKS
scheme.

e [t uses the public Evaluation Keys to maintain the
integrity of the ciphertext throughout the
computation.

2. Noise Management: Every homomorphic operation
adds a small amount of cryptographic "noise" to the
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ciphertext. The CKKS scheme is designed to
manage this noise. The system must sometimes
perform a Rescaling operation to control noise
growth and maintain computation accuracy.
Encrypted Result: The entire computational cycle
concludes with the generation of an Encrypted
Risk Assessment, which holds the diagnostic
probability (e.g., "At-Risk" status) in a fully masked
format that remains unreadable to the processing
server.

3.4 Final Decryption and Clinical Application

The final stage of the pipeline transforms the secure
computational results into actionable medical insights at the

) EA
G

authorized facility.

Fig 3.1 Working of Homomorphic Encryption in Healthcare
Institutions
Result Retrieval: The computational server

transmits the Encrypted Prediction back to the
healthcare provider or researcher who initiated the
request.

Private Decryption: Using the strictly protected
Secret Key ($sk$), the authorized user unlocks the
ciphertext. This ensures that sensitive conclusions
or Protected Health Information (PHI) only
transition into a readable (plaintext) format within
the hospital’s secure environment.

Informed Decision-Making: The decrypted
probability score (e.g., "85% risk of condition") is
presented to clinicians. This outcome validates the
system’s utility, providing high-accuracy medical
intelligence while maintaining absolute data privacy
throughout the process.

4. METHODOLOGY

The foundation of the HomoPAI project begins with gathering
and refining clinical information at the source before any security
layers are applied.

Data Origins: Vital health indicators including
Temperature, Blood Pressure, Respiratory Rate, and
Oxygen Saturation—are sourced from a network of
independent medical institutions (such as the Mayo
Clinic and Johns Hopkins).

Proof-of-Concept Dataset: For this initial validation,
a specialized dataset containing records of both
Healthy and At-Risk patients is utilized. This small-

scale sample serves as a technical benchmark to
confirm that the Homomorphic Encryption (HE)
framework functions correctly.

Local Data Preparation: Before the information
leaves the hospital's internal network, it undergoes Pre-
processing. This involves cleaning and formatting the
raw plain text data to ensure it is compatible with the
requirements of the encryption engine.

4.2 Encryption and Context Establishment (Layer 2)
This phase creates the actual privacy shield by converting
sensitive medical information into a secure, encrypted format.

Cryptographic Framework Selection: The system
utilizes the CKKS (Cheon-Kim-Kim-Song) scheme.
This specific type of Homomorphic Encryption is ideal
for healthcare analytics because it is optimized for
floating-point arithmetic. Unlike other schemes, CKKS
allows for approximate calculations on real numbers,
which is a fundamental requirement for training and
running machine learning models.

Environment Initialization (TenSEAL): To manage
the encryption, a TenSEAL CKKS Context is
configured. This setup defines the balance between
high-level security and computational precision:
Security Level: Establishes the strength of the
encryption (e.g., 128-bit or 256-bit security).
Polynomial Modulus Degree ($N$): Determines the
size of the ciphertext and the capacity for data
processing.

Scale: Acts like a "magnifying glass" for precision,
determining how many decimal places are preserved
during encrypted math.

Modulus Chain: Defines the "computational budget,"
or how many sequential multiplications the model can
perform before the data needs to be refreshed.

The Encryption Process: Using the established
parameters and a Public Key, the system transforms
the prepared patient vitals (plaintext) into Ciphertext
vectors. Once encrypted, these vectors appear as
random noise to anyone without the secret key, yet
they still retain the mathematical properties needed for
analysis.

4.3 Secure Storage and Retrieval (Layer 3)

Secure Aggregation: The resulting ciphertexts,
along with non-sensitive metadata (like Hospital ID
and Patient ID), are stored centrally in a standard
database (SQLite in this case, named). classifier
performs the calculation. The weights and bias are
either encrypted before or during training.

Final Output: The Encrypted Prediction Vector:
The product of the pipeline is a specialized
ciphertext known as an Encrypted Prediction
Vector. This vector contains the probabilistic scores
(such as the likelihood of a disease presence)
calculated by the Logistic Regression model.

4.4 Homomorphic Machine Learning (Layer 4)

The machine learning task is performed entirely in the
encrypted domain.

Algorithm Selection: Logistic Regression

The Logistic Regression Classifier was specifically chosen
because its mathematical structure aligns naturally with the
CKKS encryption scheme.
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e Mathematical Alignment: Logistic regression
relies on linear transformations and summations,
which correspond directly to the homomorphic
addition and multiplication supported by CKKS.

e Function Adaptation: Since HE cannot natively
calculate complex non-linear functions, the
standard Sigmoid activation is replaced with a
polynomial approximation. This allows the model
to estimate probabilities without needing to decrypt
the data.

Execution within the Encrypted Domain
Once the data is secured, the system performs the following

1.Patient data Input

operations entirely on ciphertexts: 3. Databese Storage
1. Homomorphic Data Scaling: Before analysis, the
system performs a Standard Scaler routine. It o e o i

executes mean subtraction and division by standard
deviation directly on the encrypted vectors. This
ensures data consistency without exposing the
underlying patient statistics.

2. Encrypted Execution: The classifier processes the 1| Londuipaciunts
normalized ciphertext. During this phase, the
model’s parameters (weights and biases) are
applied to the encrypted patient data to calculate
the diagnostic outcome.

4. Model Training

The Encrypted Result

The final output is not a readable number or diagnosis, but
an Encrypted Prediction Vector. This ensures that the server
performing the work never knows if a patient is high-risk or & EVALUATION
low risk; only the hospital, using their private key, can
reveal the final classification.

neatics 100w

4.5 Evaluation and Presentation (Layers 5 & 6)

o Decryption and Assessment: The final encrypted
prediction result is sent to an authorized entity (the
researcher/analyst). This entity holds the secret Show en dusresai
key and performs the final, single decryption step
to obtain the plaintext prediction (Class 0/1 and

probability).
o Performance Metrics: Model performance is
assessed using standard metrics (Accuracy, AUC, Fig 4.1 Workflow Diagram of HomoPAI
Confusion Matrix). The overhead of the HE
scheme is also measured via Benchmarks (e.g., Fig 4.2 Dashboard of HomoPAI

Encryption time vs. Prediction time).

e Presentation: All final, decrypted metrics and
predictions are displayed via the Flask Web 5. IMP_LEMENTATION DETAILS AND_RESULTS

Application dashboard (Layer 6). ‘
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Implementation Details:
The system relies on specific cryptographic and software

selections to bridge the gap between complex machine
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learning and cryptographic constraints.
1. Cryptographic Core (Layer 2)

Scheme: The CKKS (Cheon-Kim-Kim-Song)
Homomorphic Encryption scheme was chosen,
as it is optimized for operations involving
approximate numbers (floating-point values),
which is essential for handling real-world
medical measurements (vitals) and the weights
used in machine learning models.

Library:  Implementation leveraged  the
TenSEAL library, which provides a user-friendly
Python interface built atop the high-performance
Microsoft SEAL library.

Parameters: The HE context was initialized with
a security level and a Polynomial Modulus of.
The scaling factor and the chain were set to
ensure sufficient precision and multiplicative
depth to execute the necessary ML polynomial
operations while keeping cryptographic noise
manageable.

2. Machine Learning Adaptation (Layer 4)

Model: A Logistic Regression Classifier was
selected for its inherent simplicity in the
encrypted  domain,
homomorphic addition and multiplication.

primarily  requiring

Secure Training/Inference: The entire
learning process, including the
StandardScaler (normalization) and the core
linear combination, performed using
homomorphic operations on the ciphertext.
This the prediction engine is

completely blind to the plaintext patient data.

machine
was

ensures

Persistence: Encrypted data was aggregated in
an SQLite database, functioning as a secure
persistence layer where data is kept perpetually
in the unintelligible ciphertext format.

Experimental Results
The evaluation focused on validating both the model’s

correctness

and the practical efficiency of the HE

implementation.
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Fig 5.1 Patient Details at Backend

Fig 5.2 Model Evaluation
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Fig 5.3 Updates displayed in Activity log
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Fig 5.4 Patient Records in Backend
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1. Validation of Model Integrity

A pilot study involving a 19-patient dataset was conducted to
verify that the Homomorphic Encryption (HE) process does

not degrade the quality of the insights.

e Precision of Results: The system demonstrated
absolute mathematical consistency, achieving an
Accuracy, Precision, Recall, and AUC of 1.0.

e The "Ground Truth" Comparison: These results are
significant because they prove the "fidelity" of the
encrypted pipeline. They confirm that a Logistic

Regression model

running on encrypted data

produces the exact same outcomes as it would on
standard, unencrypted data. Essentially, security is
achieved without any sacrifice in medical diagnostic

accuracy.

2. Analysis of Cryptographic Overhead

To determine the practical feasibility of using HE in a

© 2025, IJSREM

| https://ijsrem.com

DOI: 10.55041/IJSREM55356 |

Page 5


https://ijsrem.com/

SN

b RS
" fﬁy International Journal of Scientific Research in Engineering and Management (IJSREM)

SJIF Rating: 8.586 ISSN: 2582-3930

w Volume: 09 Issue: 12 | Dec - 2025

hospital setting, we analyzed the time and resource costs
(overhead) required to maintain this level of privacy.

e High-Speed Inference: Once the data is in the
encrypted  domain, the model performs
exceptionally well. Prediction Time is minimal, and
Throughput remains high, suggesting that the
system can handle large-scale diagnostic requests
almost instantaneously.

e The Encryption Bottleneck: The data shows that
most of the time is consumed during the initial
Encryption Phase. This is a common characteristic
of HE—the most "expensive" part of the process is
the initial transformation of raw data into secure
ciphertext.

e Final Assessment: While there is a measurable
"entry fee" in terms of initial processing time, the
system's ability to provide rapid, scalable
predictions makes it a highly viable solution for
secure, collaborative medical research.

6. CONCLUSION AND FUTURE WORK

The HomoPALI platform successfully demonstrates a robust,
end-to-end solution for secure collaborative machine
learning in healthcare. By implementing a CKKS
Homomorphic Encryption layer, HomoPAI achieves perfect
computational fidelity for a Logistic Regression model while
strictly adhering to the principle of data privacy. The low
inference time () indicates that while initial encryption is
slow, the platform is highly efficient for large-scale, real-
time prediction tasks.

Future Work:
Future efforts will focus on:

(1) Integrating more complex ML models (e.g., small Neural
Networks) that require handling a greater number of
homomorphic multiplications.

(2) Optimizing the key generation and initial encryption
phase to reduce latency for high-volume data streams.

(3) Expanding the system to support protocols combined
with HE to remove the need for encrypted data aggregation.
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