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---------------------------------------------------------------------***---------------------------------------------------------------------
Abstract - Intrussion detetion analyzes unauthorized 

accesses and malicious behaviors and finds intrussionn 

behaviors and attempts by detecting the state and activity of 

an operation system to provide an effective means for 

intrussion defense. Applying the intrussion detetion 
technology to databases is an effective method of enabling 

databases to have positive and active security mechanisms. 

This paper makes an intensive study of a database intrussion 

detetion technology, especially an anomaly detetion 

technology based on data mining first and then puts forward a 

kind of realization based on Trie tree for the classical 

algorithm of association rules---Apriori and finally uses 

Apriori algorithm to realize the extraction of user The 

intrussion detetion system (IDS) is a particular procedure that 

is used to identify intruders by analyzing user behavior in the 

system after the user logged in. Host-based IDS monitors user 
behavior in the computer and identify user suspicious 

behavior as an intrussion or normal behavior. This paper 

discusses how an expert system detects intrussions using a set 

of rules as a pattern recognized engine. They proposed a PIDE 

(Pattern Based Intrussion Detetion) model, which is verified 

previously implemented SBID (Statistical Based Intrussion 

Detetion) model. 
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1.INTRODUCTION 

 
An Intrussion Detetion System (IDS) monitors the incoming 

and outgoing packets from the device only and will alert the 

administrator if suspicious or malicious activity is detected. It 

takes a snapshot of existing system files and compares it with 

the previous snapshot. If the analytical system files were 

edited or deleted, an alert is sent to the administrator to 

investigate. Here IDPS refers to Host based IDPS which 

detects and prevents Intruders on the provided single system. 
HIDS monitors the access to the system and sends Alert for 

many unusual activities and HIPS prevents the intruders to 

access the system whereas Host based IDPS is combination of 

both detetion and prevention which monitors the access also 

and prevents the access to unauthorized users. IDPS stores the 

image of authenticated users and when a user login to your 

system IDPS capture the image of that user compare that 

image with stored image if match is found then user can 

access the system then IDS monitor the activity of that user, if 

image isn’t matched then administrator will receive an 

message which contains that image and one OTP if user have 

received that OTP from administrator then user can access 

system 

2. Body of Paper 
Here IDPS refers to Host based IDPS which detects and 

prevents Intruders on the provided single system. HIDS 

monitors the access to the system and sends Alert for many 

unusual activities and HIPS prevents the intruders to access the 

system whereas Host based IDPS is combination of both 

detection and prevention which monitors the access also and 

prevents the access to unauthorized users. IDPS stores the 

image of authenticated users and when a user login to your 

system IDPS capture the image of that user compare that image 

with stored image if match is found then user can access the 

system then IDS monitor the activity of that user, if image isn’t 

matched then administrator will receive an message which 

contains that image and one OTP if user have received that 

OTP from administrator then user can access system and then 

IDS monitor the activity. It provides Strong Security by 

preventing access to Intruders or Unauthorized users 

 

 

 

1. Hardware Requirements 

 

 Processor: Intel Pentium 

 RAM: 512MB RAM 

 Hard Disk: 20GB  

 

2. Software Requirements 
 

 Operating System: Windows XP or 

later 

 Client: Google Chrome 

 Front End: HTML, CSS 

 Back End: Java, MySQL 

 Server: Apache Tomcat Web Server 
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3. Use Case Daigram 

 

 

 
 

3. CONCLUSIONS 

 
The novel concept of using a behavior-set with SOM to detect 
abnormalities in system behavior during an intrussion is 
presented in this research work. The suitability of SOM of this 
framework has been validated and its advantages over simple 
distance-based clustering have been stated. Moreover, the 
framework is platform-independent since it does not rely on 
system call tracing (the traditional approach for host-based 
intrussion detetion). Behavior based intrussion detetion 
system can detect only those intrussions which cause host 
behavior to change significantly. Hence a hybrid system of 
this technique implemented in conjunction with a misuse 
detetion system can be developed. Such a hybrid system 
would make a “complete intrussion detetion system”. This 
proposed SOM based intrussion detetion at the host level 
yields a better detetion rate with low false positive rate.                              
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