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Abstract: Modern digital services have been transformed by scalable, networked, and data-driven applications made 

possible by the quick uptake of cloud computing including the Internet of Things (IoT). However, the growing quantity 

and diversity of cyberthreats have revealed significant security vulnerabilities in these environments, necessitating 

efficient intrusion detection. An enhanced hybrid intrusion detection framework with superior classification performance 

is suggested in this study to enhance the detection of hostile network activity. To improve data quality and reduce 

computational complexity, the suggested approach makes use of extensive data pre-processing, which includes feature 

selection, class imbalance correction using the Synthetic Minority Oversampling Technique (SMOTE), and data 

normalization. To take advantage of the deep feature learning capabilities of neural networks and the robust decision-

making capabilities of gradient boosting, we use a hybrid classification model that combines a Multilayer Perceptron 

(MLP) and Extreme Gradient Boosting (XGBoost). Precision, recall, accuracy, F1-score, as well as receiver operating 

characteristic (ROC) analysis are among the performance criteria used to test the framework on the CICIDS2017 

benchmark dataset. When compared to conventional machine learning techniques, the experimental results show that 

the suggested framework can detect both benign and malicious traffic and produce a better detection result at a lower 

false positive rate. These findings show that the suggested hybrid architecture is a scalable and effective way to defend 

cloud and IoT platforms against the constantly changing threats. 
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INTRODUCTION 

The rapid proliferation of cloud-based network infrastructures and Internet of Things (IoT) devices has made it far more 

difficult to spot illicit network behavior in heterogeneous situations. Because they depend on pre-established attack 

information, conventional supervised intrusion detection methods are sometimes limited in their effectiveness on 

emergent or new assault patterns, but they frequently perform well on labeled attack data. The study looks into whether 

combining supervised classification with anomaly-aware sequence modeling can improve intrusion detection 

effectiveness in integrated IoT and business network systems. A hybrid intrusion detection method that uses TON IoT 

datasets and feature-aligned CICIDS2017 is suggested as a solution to this issue [1]. A common traffic-related 

characteristic, the destination port, the flow time, packet statistics, byte statistics, along with a domain indication were 

used to create a common cross-domain feature space. The proposed framework combines Random Forest and XGBoost 

as supervised learning models with an LSTM Autoencoder-based anomaly detection component. 

Intrusion detection systems (IDS) are facing new and serious challenges due to the increasing volume of diverse data 

produced by the Internet of Things (IoT) including industrial cyber-physical devices. Numerous factors contribute to 

this, such as the massive volume of diverse data that is provided, the quick changes in attack patterns, expensive Edge 

deployments, and the growing demand for transparency in security assessments derived from AI. Traditional machine 

learning and deep learning-driven intrusion detection systems (IDSs) are not suitable for real-time, high-fidelity defense 

approaches because they cannot efficiently extrapolate across multiple domain datasets or capture reliance over time on 

the temporal dimension, in addition to being less understandable than other forms of defense [2].  

Attacks on automated systems are becoming more frequent, sophisticated, intelligent, and widespread, which puts an 

Internet of Things (IoT) environment at serious risk and calls for costly solutions. In order to defend IoT environments 

against various kinds of attacks, intrusion detection systems (IDSs) are crucial. However, there are several serious issues 
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with standard IDS detection techniques, which primarily rely on signatures and rules. Prolonged reaction times, 

excessive false positive rates, and inadequate detection rates brought on by the incapacity to identify unknown threats 

are some of these issues. The authors of [3] use convolutional neural networks (CNNs) and feature selection methods 

for an intrusion detection system (IDS) to offer a new approach to deep learning for binary classification of network 

traffic (normal vs. attack) within anomaly detection conditions. NIDSs, or network intrusion detection systems, are 

essential for protecting computer networks. Intrusion detection systems need to get better and more efficient as networks 

grow and new attacks are created. Automated detection based on anomalies performs better than other detection 

methods. However, anomaly-based NIDS still struggles to manage enormous volumes of data due to the growing 

complexity along with frequency of intrusions. Therefore, an intrusion detection system that analyses massive volumes 

of traffic data must be implemented in order to find a workable solution through classification. 

The research conducted by the authors of [4] offers a novel method that uses both machine learning (ML) and deep 

learning (DL) to increase detection efficiency and ensure reliability. The method optimizes data preparation by utilizing 

SMOTE for effective data balance and Pearson's Correlation Coefficient (PCC) to feature selection. Machine learning-

based intrusion detection systems addressed the expanding security requirements of Internet of Things (IoT) networks, 

where resource-constrained devices and heterogeneous networks offer an exponentially larger attack surface. Machine 

learning algorithms were used to train open-source secondary quantitative IoT intrusion traffic data. More than a million 

flow records with labels covering 34 attack categories, including benign traffic, make up the collection. To identify the 

various types of intrusions, three supervised machine learning (ML) classifiers—Decision Tree (DT), Random Forest 

(RF), and Support Vector Machine (SVM)—were trained after a thorough preprocessing that included handling missing 

values, encoding features, scaling, and eliminating redundancy. The precision, recall, accuracy, along with F1-score of 

the machine learning models were assessed. The Decision Tree model was judged to be the best, with a respectable 

performance in common attack classes and an overall accuracy of 99.36%. SVM trailed behind with an accuracy of 

80.08% due to computational limitations when handling large volumes of big data, while ccy Random Forest followed 

closely behind with 99.27%. Using feature-importance analysis, inter-arrival time and total packet size were found to be 

significant discriminators in hazardous activity. In conclusion, tree-based models—Decision Trees in particular—offer 

incredibly efficient and comprehensible techniques for ongoing IoT intrusion detection. They also offer possible ways 

to manage class imbalance and investigate ensemble, lightweight, deep, and standard learning techniques for precise 

detection of uncommon and unanticipated threats. 

By identifying and categorizing attacks in IoT devices for appropriate mitigation, this work advances cybersecurity [5]. 

These days, the breadth of cyberattacks on the internet of things has gone up dramatically due to the growth of devices 

connected to it. Therefore, in an internet of things context, it is imperative to create an accurate and efficient intrusion 

detection system that is quick, dynamic, and scalable. Conversely, fog computing offers a decentralized infrastructure 

that expands cloud computing to address its fundamental problems. Additionally, to guarantee safe and dependable 

communication between fog nodes and internet of things devices, a high degree of security is essential. In order to solve 

this problem, we offer an intrusion detection technique that effectively detects different kinds of network invasions on 

local fog nodes using artificial neural networks and genetic algorithms. Using this method, we optimized the network's 

linking weights and individual neuron's biases using evolutionary algorithms. As a result, it can build a back-propagation 

neural network model fast and efficiently. Additionally, the intrusion detection system can be distributed across local 

fog nodes with a centralized cloud thanks to the distributed design of fog computing, which results in faster attack 

detection than the cloud intrusion detection technique. The Raspberry Pi4 was used as a fog node in a number of 

experiments based on the binary-class classification UNSW-NB15 in addition to ToN_IoT data sets. The outcomes 

showed that the neural network with optimized biases and weights performed better than those without. The optimized 

model showed interoperability, scalability, and flexibility. Furthermore, it is reasonable to increase the true positive rate 

as well as minimize the neural network error rate in an effort to achieve a higher intrusion detection rate. The experiments 

demonstrate that the suggested approach produces superior outcomes in terms of processing speed and detection 

precision. In this case, the proposed solution improved convergence process acceleration as well as conserved processing 

power by reducing execution time for both data sets by 16.35% and 37.07%, respectively, when compared to other state-

of-the-art methods [6]. Due to high-dimensional traffic data, extreme class imbalance, and resource constraints among 

IoT devices, edge gateways, and centralized servers, the fast growth of IoT ecosystems presents serious security 

challenges. This study presents two correlation-based feature selection models in an effort to improve the stability, 
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interpretability, and efficacy choices of anomaly-based intrusion detection systems (IDS) in Internet of Things 

environments. Model B favours non-redundant features with strong discriminative power that reflect network traffic 

behaviour, while Model A maintains consistent correlated feature clusters because of multicollinearity patterns. Both 

methods allow for effective IDS deployment under different computing conditions by automating the reduction of the 

data dimensionality through a correlation-guided thresholding mechanism. An experimental evaluation on the Bot-IoT 

dataset using a Decision Tree, k-Nearest Neighbors, and Random Forest classifiers with different feature configurations 

(10, 9, 6, and 3 features) revealed that the proposed models consistently beat baseline feature subsets produced using 

Principal Component Analysis, Genetic Algorithms, and K-best selection, especially in terms of ensuring balanced 

detection for typical IoT traffic. With six characteristics, Model A has an MCC of 0.9951 with a macro F1-score of 

0.9975. Model B, on the other hand, achieves a macro F1-score of 0.9925 with an MCC of 0.9851 while maintaining 

good detection performance with just three characteristics. The suggested framework is appropriate for dependable and 

effective intrusion detection in resource-constrained IoT environments since Model B emphasizes highly differentiated 

behavioral traffic attributes in order to achieve near-perfect detection with just three features, while Model A is most 

helpful in intermediate feature spaces by maintaining stable correlated feature clusters [7]. 

 

LITERATURE REVIEW 

Researchers have recently become more interested in cloud computing, a powerful technology that is mostly used for 

the distribution of computational resources and other remote services via the Internet. As the demand for cloud services 

increases, so do the risks, such as vulnerability to cybercrimes that steal private data . The most dangerous online attacks 

that can interrupt the availability of a service and pose a serious security risk are denial-of-service (DDoS) attacks [8]. 

There are many studies on data pre-processing techniques to counter DDoS attacks such as cross-correlation for 

removing redundancies and normalization for providing standardized characteristics. Based on these methods, this paper 

suggests new approaches using ensemble learning and Particle Swarm Optimization (PSO), which were created 

especially for DDoS mitigation [9]. The work introduces PSO-Stacking, bagging, and boosting techniques that make 

use of evolutionary algorithms and enhance machine learning models created on DDoS-related data sources. High-

dimensional data typically requires the selection of attributes to minimize the quantity of the data, but it can be 

challenging to identify the most valuable features. This research uses evolutionary algorithms to optimize the models in 

order to solve this PSO challenge. PSO-Stacking yields remarkable results: 99.67% when using PSO-Bagging, 99.50% 

when using PSO-Boosting, and 99.99% when using PSO-Stacking Optimization. Lastly, this research helps identify 

DDoS attacks, which is a rigorous, precise technique that supports cybersecurity precautions and protects digital 

infrastructures from such a pervasive threat [10]. Smart environments, which encompass transportation, healthcare, 

smart buildings, public security, smart parking, smart traffic systems, smart agriculture, and other fields, have greatly 

improved urban surroundings and human quality of life [11]. They are fully capable of providing citizens with intelligent 

information and manipulating physical items in real-time. Smart city technologies have the ability to gather personal 

data. However, there are a number of architectural levels where security and privacy problems could occur [12]. 

Therefore, it is vital to take these security and privacy issues into account while building and implementing the 

applications. The article outlines the primary uses of smart cities and discusses the important concerns of security and 

privacy during the making of the apps. We have examined a number of potential IoT network assaults, shifted our focus 

to intrusion detection, and emphasized how communication technologies including 4G, 5G, and 6G affect the security 

and privacy of the IoT ecosystem [13]. Network security depends on intrusion detection, particularly in Internet of 

Things (IoT) environments where cyberthreats are on the rise. Conventional intrusion detection systems (IDSs) are 

challenging to identify novel attack types and may generate false alarms. Although metaheuristic optimization can 

improve feature selection, detection rate, and model complexity, it is not scalable or adaptable to changing circumstances 

[14]. Deep learning models can concentrate on important traits thanks to techniques inspired by nature. Current 

approaches struggle to protect the network from various forms of attacks, efficiently adjust to changing assault patterns, 

and accurately detect shifting attack patterns in IoT networks. The Whale Optimization Algorithm (WOA), Dipper 

Throated Optimization (DTO), as well as Ant Lion Optimization (ALO) for optimal feature selection are combined with 

Long Short-Term Memory and eXtreme Gradient Boosting for accurate anomaly detection in this new IoT-aware 

intrusion detection framework [15]. The proposed method effectively balances exploration and exploitation to select 
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informative features while the resulting learning models incorporate temporal as well as nonlinear trends in network 

data. The benchmark datasets NSL-KDD, KDDCup99, CICDDoS2019, as well as NF-UNSW-NB15-v2 are used to test 

the suggested framework. The suggested framework has been shown to have good detection effectiveness with fewer 

false alarms. Because it increases processing efficiency while guaranteeing robust detection capability for many threat 

categories, the suggested architecture is secure and scalable for real-time IoT intrusion detection [16]. 

Federated learning-based solutions allow several businesses to use their pooled experience to create a machine learning 

model without sharing any participant's private raw data. The potential for training data spillage in federated learning 

models, which has been seen in systems employed in image processing, natural language processing, and tabular data, 

is the main obstacle to wider use. However, it is unclear how such privacy leakage issues can affect intrusion detection 

systems (IDS) based on federated learning [17]. The study addresses the issue of training data protection in federated 

learning-driven network intrusion detection systems for the first time by examining the implementations, methods, and 

constraints of current federated intrusion detection systems [18]. By conducting a thorough analysis of the current state 

of both federated learning and machine learning-driven network intrusion detection systems, we show that the research 

community has not thoroughly investigated data leakage attacks on intrusion detection systems derived from federated 

learning. Finally, the current defense against such attacks is examined, and it is speculated that these strategies might be 

applied to federated network intrusion detection systems in the future [19]. Privacy-Preserving Federated Learning 

(PPFL), a recently created approach to intrusion detection systems (IDS), allows cooperative threat detection while 

maintaining security and reducing direct data exposure. Despite the potential advantages, most FL-based intrusion 

detection systems are vulnerable to attacks like gradient leakage, poisoning, even model inversion because they lack 

strong privacy-preserving mechanisms [20]. 

Current approaches often ignore the need for strict privacy-enhancing techniques in favour of relying on data proximity 

as an implied privacy warranty. While a number of techniques, such as secure multi-party computation, homomorphic 

encryption, differential privacy, and safe aggregated data, can provide different levels of security, each has drawbacks 

with respect of communication costs, model accuracy, and computational efficiency [21]. Designing flexible privacy-

preserving systems that solve these problems without compromising IDS responsiveness in real-world deployments is 

still a major challenge. The adversarial assessment of a privacy-preserving FL-derived IDS is a basic research gap that 

goes beyond enhancing privacy protections. Many studies assume that FL naturally improves privacy without 

specifically considering resistance against well-known threats including poisoning in addition to inference attacks. FL 

IDS technologies are still largely untested against these practical threats in the absence of thorough evaluation 

frameworks for measuring privacy leakage issues. To render PP-FL systems effective and secure, this gap must be closed 

[22].s 

As the number of IoT devices connected to the cloud infrastructure increases rapidly, security has become more stringent, 

and traditional intrusion detection systems cannot cope with sophisticated cyberthreats. This research is aimed at 

designing an intrusion detection system (IDS) for enhancing the security of cloud-based IoT networks by integrating 

machine learning with traditional ML techniques [23].CNNs and long short-term memory (LSTM) networks are used 

in the system. Feature encoding, data division, and NSL-KDD dataset normalization were some of the preprocessing 

techniques used. DoS, Probe, R2L, along with U2R are the four types of assaults included in the dataset. The traffic is 

tagged as a result. The CNN-LSTM hybrid intrusion detection approach combines CNNs for spatial feature extraction 

with LSTMs for temporal sequence learning [24]. The approaches are summarised in a tabular format as shown in Table 

1. 

Table 1. Hybrid IDS methods for emerging 5G and 6G Networks. 

Hybrid IDS Purpose 

MLP + XGBoost Deep feature learning + robust classification 

CNN + LSTM  

 

Spatial and temporal feature extraction 

CNN + GRU 
 

Reduced complexity with sequential learning 

Autoencoder+XGBoost 

 

Feature extraction + attack classification 
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Autoencoder + MLP Anomaly detection + classification 

 

Random Forest + XGBoost Ensemble-based intrusion detection 
 

SVM + Random Forest  Improved decision boundaries 
 

Decision Tree + XGBoost Fast classification with boosting 
 

CNN + BiLSTM  

 

Bidirectional sequential learning 

 

A Federated Learning-based Hybrid IDS (as shown in Algorithm 1) enables multiple edge devices, base stations, or 

cloud nodes to collaboratively train an intrusion detection model without exchanging raw network traffic data. Each 

participating device trains a local model using its own data and periodically sends only the updated model parameters 

to a central server. The server aggregates these updates to construct a global model, which is redistributed to all 

participating devices for further refinement. This decentralized learning approach preserves user privacy, reduces 

communication overhead, and supports real-time intrusion detection across geographically distributed IoT, cloud, and 

future 6G/7G networks. 

Algorithm 1. Federated learning-based IDS. 

Input: Local network traffic at edge nodes 

Output: Global intrusion detection model 

 

1. Initialize global model 

2. for each communication round do 

3.     for each edge device do 

4.          Train local IDS model 

5.          Send model parameters to server 

6.     end for 

7.     Aggregate local models 

8.     Update global model 

9. end for 

10. Detect intrusion using updated model 

 

 

Hybrid IDS for IoT, Cloud, and 5G/6G Environments 

With their unparalleled data rates, low latency, along with multiple device connections, the Fifth Generation (5G) and 

upcoming Sixth Generation (6G) cellular networks are transforming contemporary wireless communication. Modern 

developments lead to toxic security scenarios where conventional intrusion detection in addition to defense systems are 

ineffective. In order to optimize high-speed network security, it suggests a new IDS and IPS system that uses deep 

learning artificial intelligence in conjunction with anomaly-detection along with signature-matching techniques [25]. 

Software-Defined Networking is the foundation of another strategy that allows for dynamic security policy enforcement 

and quick attack response. Based on benchmarks for processing speed and detection accuracy with the lowest false 

positive occurrence rate, the integrated solution is the most effective for safeguarding next-generation mobile networks 

[26]. Smart cities, autonomous cars, healthcare, including industrial automation can now connect seamlessly thanks to 

the development of 6G-equipped Internet of Things (IoT) networks, which have revolutionized communication [27]. 

6G-IoT networks are vulnerable to a variety of cybersecurity risks, such as distributed denial-of-service (DDoS) attacks, 

malware propagation, high spoofing, because of their growing complexity and heterogeneity [28]. Due to their lack of 

flexibility, traditional intrusion detection systems (IDS) are unable to recognize changing attack patterns. The proposed 

study presented a novel Stacked-Hybrid Model for detecting attacks in 6G-IoT networks by using random forest (RF), 
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support vector machine (SVM), logistic regression (LR), and extreme gradient boosting (XGBoost) to improve detection 

accuracy and robustness. The proposed method reduces computational costs and improves classification performance 

by using ensemble learning along with feature selection [29]. The method's effectiveness is demonstrated by training 

and evaluating it using the RT-IoT dataset. The experimental results show that the proposed Stacked-Hybrid Model 

performs better than individual machine learning algorithms, with a detection accuracy of 99.90% [30]. The other 

performance metrics of the proposed model that have been evaluated are accuracy, sensitivity, specificity, along F1-

score (99.56%, 99.56%, 99.93%, as well as 99.56%, respectively). 

A comparison with other models reveals significant gains in identifying complicated and constantly changing cyber 

threats in 6G-IoT environments [31]. The Internet of Things has emerged as a significant innovation in harnessing the 

vast potential of wireless media in the real world. We can manage our environment by engaging with many autonomous 

smart applications operating on diverse platforms globally [32]. The Internet of Things, due to its widespread appeal, 

sometimes serves as a possible platform for the proliferation of malevolent organizations. By taking advantage of IoT 

vulnerabilities brought on by different limitations like scarce resources and insufficient security, these groups get access 

to permitted devices and may launch a variety of assaults [33].  

By flooding the communication channel with bogus requests coming from a network of dispersed IoT devices, a 

Distributed Denial-of-Service (DDoS) attack in an IoT network seeks to jeopardize server availability. Due to recent 

events including the destruction of multiple well-known servers reported in recent years, defending against DDoS 

assaults in the Internet of Things has emerged as a crucial area of research. The notion of malware and botnets 

functioning within "Distributed" Denial of Service (DoS) in the Internet of Things (IoT) is examined in this paper [34]. 

 The diverse DDoS defence strategies are comprehensively outlined and evaluated to discern the existing security 

vulnerabilities within them. Additionally, we enumerate the unresolved research concerns and obstacles that must be 

tackled to enhance DDoS defense mechanisms.[35] The significant increase in IoT botnet DDoS attacks in the past 

decade has become IoT security a paramount problem in the domain of network security. Numerous security strategies 

have been suggested in this domain; nonetheless, they remain inadequate in addressing newly emerging forms of IoT 

malware, referred to as Zero-Day Attacks. This study introduces a honeypot-based methodology employing machine 

learning strategies for malware detection. The data provided by the IoT honeypot serves as a dataset for the efficient and 

adaptive training of a machine learning model. This strategy serves as a constructive starting point for addressing Zero-

Day DDoS Attacks, which have become a significant difficulty in safeguarding IoT against such threats.[36]. Worldwide 

deployment and regulation of the fifth generation (5G) of wireless communication networks is anticipated to begin in 

2020. Massive machine type communications (mMTC), ultra-reliable low latency communications (uRLLC), 

particularly enhanced mobile broadband (eMBB) are the three main 5G communication possibilities [37]. When 

compared to fourth-generation (4G) wireless communication systems, the main characteristics include a peak data rate 

of 20 Gbps, a user-generated data rate of 0.1 Gbps, an end-to-end latency of 1 ms, support for mobility in excess of 500 

km/h, a connection density of 1 million devices per km², an area traffic capacity of 10 Mbps/m², threefold spectrum 

efficiency, and a hundredfold energy efficiency. Several key technologies, including millimeter-wave (mmWave), 

massive multiple-input multiple-output (MIMO), and ultra-dense networks (UDN), have been proposed to achieve the 

goals of 5G [38]. 5G communications are now fully standardized, and the infrastructure is being deployed globally. With 

86,000 5G base stations dispersed throughout roughly 85 cities, South Korea had emerged as a leader in 5G technology 

by April 2019. But six cities, notably Daegu, Busan, as well as Seoul, accounted for 85% of the 5G base stations. A 

standard distributed design using 3.5 GHz (sub-6) spectrum demonstrated data transmission speeds ranging from 193 to 

430 Mbit/s [39]. Global connectivity has changed with the introduction of 5G and Wi-Fi networks, which offer faster 

speeds and lower latency. By promoting faster connectivity, Internet of Things (IoT) integration, real-time data 

processing, along with innovative applications like telemedicine, autonomous vehicles, and smart grids, these two access 

technologies are transforming a number of industries, including healthcare, manufacturing, transportation, retail, media, 

education, and smart cities. But as a result of this expansion, the attack surface has grown significantly, creating serious 

security problems [40]. 

 

 

https://ijsrem.com/


          International Journal of Scientific Research in Engineering and Management (IJSREM) 

                       Volume: 10 Issue: 09 | Sep - 2026                            SJIF Rating: 8.659                                       ISSN: 2582-3930                                                                                                                                               

 

© 2026, IJSREM      | https://ijsrem.com                                 DOI: 10.55041/IJSREM67443                                           |        Page 7 
 

Conclusion and Future work. 

This article offers a comprehensive assessment of intrusion detection systems (IDS) with an emphasis on Wi-Fi and 5G-

specific solutions to detect, contain, and combat new threats in upcoming convergent 5G and Wi-Fi networks. 

Manufacturers are investigating the intersection of cellular networks and Wi-Fi due of the significant standardized 

flexibility made about by the introduction of 5G networks. To guaranty that this convergence is achieved, a number of 

hypotheses have been put forth. These ideas are based on contemporary networking principles, which call for rearranging 

network components, dividing control and data planes, and deliberately moving resources toward or away from clients. 

Convergent architectures feature a number of security issues related to the architecture itself, the access norms, including 

networked models that support these designs, notwithstanding the possible advantages. The amount of data that flows 

through these networks and the emergence of zero-day infections that utilize the advantage of unknown signatures call 

for the creation of accurate, quick, and reliable solutions that can identify and stop threats before they spread throughout 

the network. However, attackers are increasingly using methods to trick IDS models and fabricate input data. Today's 

techniques are often resource-intensive and manipulable. Future study should focus on employing adversarial machine 

learning approaches to overcome these limitations. This provides promising avenues for enhancing IDS robustness and 

performance in combined 5G/Wi-Fi networks. 
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