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Abstract - The exponential growth of connected devices—

from smartphones to IoT systems—has placed significant stress 

on the scalability of the IPv4 addressing system, leading to the 

emergence of IPv6 as its long term successor.  IPv4, while 

foundational in shaping the early Internet, suffers from address 

exhaustion, inefficiencies in routing, and limitations in 

supporting modern applications. IPv6, with its 128bit 

addressing, provides an effectively inexhaustible pool of 

addresses along with improvements in security, 

autoconfiguration, and routing efficiency. Despite these 

advantages, the global transition remains uneven, hindered by 

financial, technical, and operational challenges. 

This paper provides a comprehensive analysis of the IPv4toIPv6 

transition, exploring the underlying technical differences, 

transition mechanisms, and the resulting impacts on Internet 

infrastructure. Through literature review, deployment data, and 

real world case studies, the study evaluates how IPv6 adoption 

reshapes network hardware, data centers, ISP backbones, and 

security architectures. Findings highlight IPv6’s capacity to 

reduce reliance on NAT, enable end to end connectivity, and 

enhance global routing efficiency. Additionally, the research 

examines deployment challenges, including dual stack  

complexity, legacy system compatibility, and cost implications. 

Case studies from Internet service providers (ISPs) and 

largescale data centers illustrate practical lessons and adoption 

trends. 

Findings suggest that while IPv6 adoption is steadily 

increasing—driven by cloud providers, mobile networks, and 

government mandates—universal migration remains distant. 

The paper concludes with recommendations for accelerating 

adoption, emphasizing policy interventions, financial 

incentives, and training initiatives to address the persistent skill 

gap. Underscoring IPv6 as essential for sustaining Internet 

growth, enhancing performance, and ensuring long term 

scalability. 
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1.INTRODUCTION  

 
The Internet has evolved into the backbone of modern society, 

enabling global communication, commerce, and innovation. 

With the exponential growth of connected devices—including 

smartphones, laptops, Internet of Things (IoT) systems, and 

smart home appliances—the demand for IP addresses has 

expanded dramatically. The original Internet Protocol version 4 

(IPv4), developed in the early 1980s, provides approximately 

4.3 billion unique addresses, which proved sufficient during the 

Internet’s formative years. However, the surge in global Internet 

adoption quickly outpaced this allocation, leading to widespread 

address exhaustion and a reliance on temporary workarounds 

such as Network Address Translation (NAT) and Classless Inter 

Domain Routing (CIDR) to keep the Internet functioning. [1], 

[2]. 

The limitations of IPv4 extend beyond its finite address pool. 

The heavy use of Network Address Translation (NAT) has 

created scalability issues, reduced end-to-end transparency, and 

complicated peer-to-peer and realtime applications. In addition, 

the continuous growth of global routing tables has increased 

processing overhead for Internet backbone routers, raising 

concerns about stability and efficiency [3]. IPv4 also lacks 

native features to accommodate modern requirements such as 

enhanced mobility, integrated security, and efficient multicast 

communication. These constraints hinder the development of 

emerging technologies, including 5G networks, cloud 

computing, and IoT ecosystems [4]. 

To address these shortcomings, the Internet Engineering Task 

Force (IETF) introduced Internet Protocol version 6 (IPv6), 

standardized in RFC 8200. IPv6 expands the address space to 

128 bits, allowing for an effectively inexhaustible supply of 

unique identifiers. It also integrates features such as Stateless 

Address Autoconfiguration (SLAAC), hierarchical routing, 

mandatory support for IPsec, and streamlined packet headers 

that reduce fragmentation overhead. Collectively, these 

innovations are designed to restore end-to-end connectivity, 

simplify network management, and futureproof Internet 

infrastructure against exponential device growth [5]. 

Despite its technical advantages, the global adoption of IPv6 has 

been uneven. According to Google’s statistics, IPv6 adoption 

surpassed 45% of Internet users globally by early 2025, yet 

regional disparities remain significant, with countries such as 

India and the United States surpassing 60% while others lag 

below 20% [6]. Deployment has been accelerated in mobile 

networks and by major content providers, yet many Internet 

Service Providers (ISPs) and enterprise networks continue to 

depend on dual stack  configurations or remain IPv4centric. Key 

barriers include the financial costs of hardware upgrades, the 

complexity of managing dual stack networks, compatibility 

issues with legacy systems, and a shortage of skilled personnel 

[7]. These challenges highlight a research gap: while the 

protocol’s technical superiority is well documented, less 

attention has been given to the broader infrastructural and 

operational implications of largescale IPv6 deployment. 

The main objective of this paper is to examine the impact of IPv6 

adoption on global Internet infrastructure, with particular 

emphasis on network hardware, data centers, ISP backbones, 

and security architectures. The paper also evaluates transition 
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mechanisms such as dual stack, tunneling, and translation, 

assessing their role in mitigating interoperability issues during 

the migration process. By incorporating findings from academic 

literature, deployment reports, and case studies, this research 

provides both a technical and practical perspective on the IPv6 

transition. 

The remainder of this paper is organized as follows: Section 2 

outlines the technical background of IPv4 and IPv6, providing a 

comparative analysis of their key features. Section 3 discusses 

transition mechanisms used to bridge the two protocols. Section 

4 examines the impact of IPv6 adoption on various aspects of 

Internet infrastructure, while Section 5 highlights deployment 

challenges. Section 6 presents real world case studies, followed 

by Section 7, which explores future trends and 

recommendations. Section 8 concludes the paper with a 

summary of key insights 

2. Technical Background 
The transition from IPv4 to IPv6 marks one of the most 

significant architectural shifts in the evolution of the Internet. To 

contextualize this development, it is essential to first examine 

the design principles, characteristics, and operational limitations 

of IPv4. This is followed by an analysis of IPv6 and the 

enhancements it introduces. The section concludes with a 

comparative overview of both protocols, highlighting the key 

features that influence infrastructure design and deployment. 

 

1. IPv4 Overview 

Internet Protocol version 4 (IPv4) was standardized in 1981 

under RFC 791 and remains the most widely deployed protocol 

in global networking. IPv4 uses a 32bit addressing scheme, 

supporting approximately 4.3 billion unique addresses [8]. 

While this seemed adequate during the Internet’s early stages, 

rapid global adoption quickly led to address scarcity. To extend 

usability, mechanisms such as Classless Inter Domain Routing 

(CIDR)[9] and Network Address Translation (NAT) were 

introduced, enabling more efficient address allocation and reuse. 

Beyond addressing, IPv4 supports features like fragmentation, 

variable length subnet masks, and limited Quality of Service 

(QoS) capabilities through the Type of Service field. However, 

as routing tables expanded and peer-to-peer applications 

increasing rapidly, IPv4’s reliance on NAT began to undermine 

end-to-end connectivity and introduced complexity in realtime 

applications such as Voice over IP (VoIP) and online gaming 

[10]. 

 

2. IPv6 Overview 

To overcome these limitations, the Internet Engineering Task 

Force (IETF) developed Internet Protocol version 6 (IPv6), 

finalized in RFC 8200. IPv6 employs a 128bit address format, 

offering an address space of 3.4 × 10^38 possible addresses—

sufficient for virtually unlimited global scalability [5]. Its design 

emphasizes simplicity, extensibility, and built-in support for 

modern network demands. 

 

 

Key enhancements include: 

1. Addressing: Vast hierarchical address space 

that simplifies routing and supports global aggregation. 

2. Configuration: Stateless Address 

Autoconfiguration (SLAAC) and DHCPv6 facilitate 

flexible and automated network deployment. 

3. Security: Native integration of IPsec ensures 

authentication and encryption at the network layer. 

4. Mobility and Multicast: Improved native 

support for mobile nodes and multicast transmission 

enhances efficiency and performance. 

5. Simplified Header Structure: IPv6 uses a fixed 

length base header and optional extension headers, 

reducing processing overhead for routers and 

streamlining packet handling [11]. 

These features position IPv6 as a protocol designed for next 

generation networking environments, including 5G, IoT 

ecosystems, and largescale cloud infrastructures. 

 

3. Key Features Influencing Infrastructure 

Several features distinguish IPv6 as a protocol designed for the 

future Internet: 

 

1. Scalability: IPv6’s hierarchical address 

allocation reduces routing table sizes, mitigating 

backbone router overload. 

2. Operational Simplicity: SLAAC allows 

devices to configure themselves automatically, making 

network setup easier and reducing the need for manual 

work. 

3. Integrated Security:  IPsec support ensures 

confidentiality and integrity at the network layer. 

4.  Mobility Support: Seamless handovers and 

session persistence enhance performance in mobile 

networks. 

5. Elimination of NAT Dependence: Restores 

end-to-end connectivity, improving peer-to-peer and 

IoT deployments [12]. 

 

While these features simplify some aspects of deployment, they 

also necessitate new infrastructure designs and staff training. 

 

4. Comparative Summary 

 

Feature              IPv4                             IPv6      

Address Length       32bit (≈4.3 

billion 

addresses) 

128bit (340 

undecillion)       

Address Allocation   Classes, CIDR, 

NAT required      

Hierarchical, no 

NAT required   

Configuration   Manual / DHCP                    SLAAC, DHCPv6                   

Security     Optional IPsec                   Mandatory IPsec                 

Header Complexity    Variable length, 

20–60 bytes     

Fixed 40 bytes, 

streamlined     

Routing Scalability Large global 

routing tables      

Aggregated, more 

efficient      

Mobility Support     Limited                Enhanced native 

support         
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Multicast Support    Limited        Efficient and 

widely supported 

         Table 1: IPv4 vs IPv6 Comparative Summary 

 

The subsequent section examines transition mechanisms 

designed to bridge the gap between the two protocols. 

 

Transition Mechanism 
The shift from IPv4 to IPv6 is not a simple one-to-one 

replacement, as the two protocols are inherently incompatible. 

To ensure uninterrupted communication and global 

interoperability during the transition phase, the Internet 

Engineering Task Force (IETF) has developed several transition 

mechanisms. These approaches allow IPv4 and IPv6 networks 

to coexist and interact while IPv6 adoption progresses gradually. 

The three primary approaches are Dual Stack, Tunneling, and 

Translation. 

 

1. Dual Stack  

In a dual stack  environment, network devices operate both IPv4 

and IPv6 protocol stacks simultaneously. This dual operation 

enables communication across either protocol depending on the 

capabilities of the destination host. As a transition strategy, dual 

stack is widely regarded as one of the most effective methods 

due to its compatibility with legacy IPv4 systems while 

facilitating the gradual adoption of IPv6. However, it introduces 

increased operational complexity, as network administrators 

must manage and secure two parallel protocol stacks. 

 

2. Tunneling   

Tunneling is employed when IPv6 traffic must traverse an 

IPv4only network. In this method, IPv6 packets are encapsulated 

within IPv4 packets, allowing them to pass through IPv4 

infrastructure transparently. Upon reaching a dual stack  node or 

an IPv6capable router, the packets are decapsulated and 

forwarded natively over the IPv6 network. 

 

Several tunneling techniques have been developed, including: 

1. 6to4 – Automatically creates point-to-point tunnels 

between IPv6 networks over IPv4 using the 2002::/16 

address prefix. 

2. Teredo – Enables IPv6 connectivity across IPv4 NAT 

(Network Address Translation) devices, primarily for end 

hosts behind home gateways. 

3. ISATAP (IntraSite Automatic Tunnel Addressing 

Protocol) – Facilitates communication between IPv6 hosts 

within an enterprise network over an IPv4based internal 

infrastructure. 

While tunneling is a practical short term solution for maintaining 

IPv6 connectivity in legacy IPv4 environments, it introduces 

additional overhead, complexity, and potential performance 

penalties (e.g., increased latency or reduced reliability). As such, 

it is generally considered a transitional mechanism and not 

optimal for long term, largescale deployment of IPv6. 

   

3. Translation 

Translation mechanisms enable communication between 

IPv4only and IPv6only hosts by converting protocol headers and 

payloads between the two formats. Unlike dual stack  or 

tunneling approaches, translation does not require both 

endpoints to support the same IP protocol. Instead, an 

intermediate gateway or translation device performs realtime 

conversion between IPv4 and IPv6 traffic. 

Common translation techniques include: 

1. NAT64/DNS64 – NAT64 translates IPv6 packets to 

IPv4, allowing IPv6only clients to access IPv4 servers. 

DNS64 complements this by synthesizing IPv6 (AAAA) 

DNS records from IPv4 (A) records, enabling seamless 

name resolution in mixed environments. 

2. SIIT (Stateless IP/ICMP Translation)– Provides a 

stateless mechanism to translate IP and ICMP headers 

between IPv4 and IPv6. Unlike NAT64, it does not 

maintain perflow state, which can simplify scalability but 

limits flexibility. 

Translation facilitates protocol interoperability in heterogeneous 

networks, particularly useful for IPv6only clients accessing 

legacy IPv4 services. However, this approach introduces 

challenges. Some IPv4specific features (e.g., certain header 

options, fragmentation behavior) do not translate cleanly into 

IPv6, which can lead to application compatibility issues, 

degraded performance, and increased security complexity. 

Additionally, maintaining consistent session tracking, logging, 

and firewall policies across protocol boundaries can complicate 

network operations. 

 

 

Transition 

Mechanism 

Real World 

Example 

Description / Impact 

Dual Stack Google                  Google operates all major 

services (e.g., Search, 

YouTube) in dual stack  mode, 

allowing both IPv4 and IPv6 

clients to connect natively. 

Over 50% of their traffic is 

now over IPv6. 

Tunneling Teredo 

(Microsoft)      

Teredo allowed IPv6 

connectivity over IPv4 NATs 

for Windows clients. Its 

complexity and security 

concerns led to declining use 

Translation Facebook                Facebook uses IPv6only 

infrastructure in its data 

centers and employs 

NAT64/DNS64 to connect 

with IPv4 services. This 

supports scalability and 

reduces IPv4 reliance. 

   Table 2: Real world deployments of IPv6 transition  

mechanisms illustrating practical applications and infrastructure 

implications. 
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Impact on Internet Infrastructure 

The transition to IPv6 is influencing several core areas of the 

Internet’s infrastructure. Key components such as network 

hardware, data centers, cloud platforms, ISP backbone 

networks, peering arrangements, and security systems are all 

being affected in different ways. In this section, relevant 

adoption statistics are presented alongside practical insights into 

how these changes are playing out in real world operations. 

Where applicable, claims are supported by evidence, and five of 

the most important data points from credible online sources are 

clearly identified and cited. 

1. Network Hardware 

1.1 Routing and Forwarding:   

IPv6 introduces a much larger address space and a more 

structured allocation model compared to IPv4.[5] This changes 

how routers handle traffic. Although IPv6 can reduce the 

number of visible routing prefixes globally through better 

aggregation, individual routers still need to manage and search 

through much larger address entries—128 bits instead of 32. 

This puts extra pressure on the hardware, especially in how it 

performs lookups and manages memory. In many cases, existing 

equipment may need firmware updates, hardware upgrades, or 

more advanced lookup systems (like larger TCAMs or new 

algorithms) to maintain performance.[28] Both network vendors 

and researchers have acknowledged these challenges and are 

developing improvements to make IPv6 routing more 

efficient [13]. 

1.2 Middleboxes and Network Appliances: 

Devices like firewalls, NATs, load balancers, and deep packet 

inspection tools also need to be IPv6ready. Since many older 

appliances were built with IPv4 in mind, they often assume fixed 

header sizes or rely on specific address formats. Supporting IPv6 

means updating these systems to correctly read IPv6 headers, 

handle extension headers, and apply security and traffic policies 

based on IPv6 rules. In many cases, upgrades—or complete 

replacements—are needed to avoid performance issues or 

missing features. Vendor documentation (such as Cisco’s IPv6 

deployment guides) emphasizes the need to validate both 

performance and feature support before turning on IPv6 in live 

environments [11]. 

1.3 Operational Visibility and Telemetry:   

Monitoring tools must also adapt. Systems that handle logging, 

traffic monitoring, and security events need to recognize and 

work with IPv6 addresses and protocols like DHCPv6 and 

SLAAC. Tools such as flow analysers, intrusion detection 

systems, and SIEM platforms must be updated to capture the 

right data and maintain visibility across both IPv4 and IPv6 

networks. Features like Neighbour Discovery (ND) caches and 

DHCPv6 logs become critical for troubleshooting and security 

monitoring. Operator best practices and industry standards now 

recommend updating toolchains to fully support IPv6 

telemetry [14]. 

Implications:   

Making a network IPv6capable isn't as simple as flipping a 

switch. It usually involves significant investment in both 

hardware and software. Organizations—especially ISPs and 

large enterprises—need to plan for higher capital expenditures 

and longer upgrade timelines. It’s not just about routers and 

switches, but also middleboxes, monitoring systems, and the 

tools operators use every day to manage and secure the network. 

2. Data Centres and Cloud Infrastructure 

2.1 Dual stack  Support and Cloud Services:   

Leading cloud providers—including Google Cloud, AWS, and 

Microsoft Azure—have steadily added support for IPv6 across 

their platforms. Most now offer dual stack  configurations, and 

some even support IPv6only networking for specific services, 

virtual private clouds (VPCs), and load balancers. This shift is 

more than cosmetic—it requires cloud infrastructure 

components like orchestration layers (e.g., Kubernetes), virtual 

machines, containers, and networking fabrics to fully support 

IPv6 traffic. These systems must handle IPv6specific 

technologies such as SLAAC, DHCPv6, and, where needed, 

translation services like NAT64 and DNS64 [15]. 

2.2 CDNs and IPv6 at the Edge: 

Content delivery networks (CDNs) have played a major role in 

expanding IPv6 availability. By enabling IPv6 at the network 

edge, CDNs can serve content over IPv6 even if the backend 

infrastructure still runs on IPv4. This approach—often using 

dual stack  or internal translation—has helped extend IPv6 reach 

without requiring immediate changes to origin servers. 

Providers like Cloudflare report that a large share of incoming 

requests are now delivered over IPv6. However, adoption 

metrics can vary depending on how they’re measured—CDN 

logs may show different patterns than client side data collected 

by companies like Google [16]. 

2.3 Data Center Interconnects and Internal Networks:   

Within data centers, IPv6 offers benefits like simpler address 

planning and more room for tenant isolation, due to larger prefix 

space. Operators can assign dedicated /64 prefixes to internal 

systems, improving routing and segmentation. However, 

adopting IPv6 internally means updating orchestration tools—

such as IP address managers, virtual switches, SDN controllers, 

and overlay networks—to handle IPv6 routes and 

configurations. Some organizations are experimenting with 

IPv6only internal networks while maintaining IPv4 

compatibility at the edge. This hybrid approach eases IPv4 

address pressure but shifts the burden of translation and load 

balancing to ingress and egress points [17]. 
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Implications:   

Cloud and data center providers often absorb the initial cost and 

complexity of enabling IPv6 at the infrastructure level. 

However, customers and tenants are responsible for ensuring 

their applications are IPv6compatible. As major cloud platforms 

adopt IPv6 more broadly, they create an opportunity for 

largescale adoption—since enabling IPv6 at the platform level 

can instantly make many applications and services reachable 

over IPv6. 

3. ISP Backbone & Peering 

This section examines regional adoption trends and the 

operational impact of IPv6 on ISP backbone networks, routing 

policies, and peering strategies. 

3.1 Regional IPv6 Adoption Trends   

IPv6 deployment varies widely by region, influenced by local 

policy, infrastructure readiness, and address exhaustion 

pressures. Two widely referenced measurement sources—

Google’s user facing IPv6 access data and APNIC Labs’ IPv6 

capability estimates—provide a snapshot of regional adoption as 

of early to mid2025: 

Region / RIR Representative Metric 

(Approx.) 

Source 

Asia Pacific 

(APNIC) 

~50% IPv6 capable 

(regional aggregate); 

several countries (e.g. 

India, Vietnam) exceed 

60–75% 

APNIC Blog 

[18] 

North 

America 

(ARIN) 

50–52% IPv6 capable in 

leading economies; 

Google reports >50% 

IPv6 access for some 

major ISPs.   

APNIC Blog 

[18] 

Western 

Europe 

(RIPE) 

Mixed adoption; many 

countries between 40–

70%, though regional 

averages range from 28–

40%. 

APNIC Labs 

[19] 

Latin America 

(LACNIC) 

Moderate adoption 

across the region, 

typically between 20–

40%. 

APNIC Blog 

[18] 

Africa 

(AFRINIC) 

Generally low adoption; 

most countries remain 

under 10%, though 

gradual improvements 

are noted. 

APNIC Blog 

[18] 

           Table 3: IPv6 Deployment on basis of region 

3.2 Backbone Operations and Peering Implications 

1. BGP Routing and Policy Management: 

ISPs must ensure that their backbone routers, route reflectors, 

and peering infrastructure fully support IPv6 unicast routing. 

This includes configuring IPv6specific BGP sessions, enforcing 

route filtering, and maintaining parallel routing tables for IPv4 

and IPv6. Most major Internet Exchange Points (IXPs) now 

offer native IPv6 peering, but this dual stack  environment 

requires symmetrical policy enforcement across both protocols. 

Operational best practices and RFC guidelines emphasize 

consistency in route filtering and security policies to prevent 

reachability issues or asymmetric routing behavior.[21] 

2. Peering Strategies and Economic Considerations:   

The introduction of IPv6 can change traffic flows across ISP 

backbones. Many large content providers prioritize serving 

clients over IPv6 when possible, which can reduce costs related 

to NAT or carrier grade NAT (CGN) for ISPs. However, ISPs 

that lack native IPv6 support may be forced to rely on third party 

CDNs or translation services, increasing transit expenses and 

reducing control over routing. As a result, enabling IPv6 peering 

becomes strategically important. Industry reports and operator 

experiences highlight that demand from CDNs and hyperscale 

networks is a major driver behind IPv6 deployment at the last 

mile level. 

3.3 Monitoring and Operational Maturity: 

To manage IPv6 effectively, ISPs need robust measurement and 

telemetry systems. Tools must capture IPv6specific metrics such 

as latency, MTU discovery, and packet loss. Platforms like 

APNIC Labs provide detailed measurements at the AS and 

country level, helping operators assess readiness and prioritize 

IPv6 rollout. These insights are also used to negotiate peering 

agreements and plan capacity for dual stack  environments. 

Implications:   

For backbone and ISP operators, IPv6 adoption is increasingly 

becoming a competitive necessity, particularly in regions where 

user demand and content providers favour IPv6 connectivity. 

Transitioning to IPv6 requires more than address support—it 

demands upgrades across routing infrastructure, peering 

frameworks, and monitoring systems. Regions facing IPv4 

scarcity and strong policy incentives, such as India and parts of 

the Asia Pacific, are leading in IPv6 rollout. 

4. Security Architectures 

The transition to IPv6 introduces significant changes to network 

security architecture. Some of these changes offer stronger 

protections when implemented correctly, while others present 

new risks or operational challenges. 
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4.1 IPsec and Cryptographic Capabilities:   

IPv6 was originally designed with built in support for IPsec, 

with the expectation that encryption and authentication would 

become more widely adopted at the network layer. While IPsec 

support remains a core capability in IPv6 stacks, its use is no 

longer mandatory by default. In practice, end-to-end IPsec is not 

universally deployed. However, IPv6 makes it easier to 

implement IPsec where needed—whether for host-to-host, host-

to-gateway, or site-to-site protection—assuming key 

management and policy configurations are in place [22]. 

4.2  Extension Headers and Middlebox Compatibility:   

IPv6 extension headers (EHs) allow for flexible packet handling, 

such as advanced routing and fragmentation. However, these 

headers also introduce complexity for firewalls, intrusion 

prevention systems (IPS), and other middleboxes. Studies and 

RFCs have shown that many network appliances mishandle or 

drop packets containing EHs, which can lead to broken 

functionality or open the door for evasion techniques. For 

instance, attackers may use extension headers to bypass RA-

Guard or avoid inspection by poorly configured devices. On the 

other hand, blocking all EHs may disrupt legitimate traffic. 

Operational best practices—such as those outlined in RFC 

9098—emphasize a balanced, policy aware approach to 

handling EHs [23]. 

4.3 Addressing, Logging, and Attribution Challenges:   

The vast IPv6 address space significantly changes how operators 

perform logging, abuse tracking, and user attribution. Unlike 

IPv4, where NAT and limited address pools provide a tight 

mapping between users and IPs, IPv6 networks often assign 

large delegated prefixes (e.g., /56 or /48) to customers. This 

requires operators to rely more heavily on logs from DHCPv6, 

prefix delegation systems, and neighbour discovery caches. 

Security guidance from CISA and RFCs stresses the need for 

updated logging strategies and forensic tools to maintain 

accountability in an IPv6 environment [24]. 

New and Evolving Attack Surfaces: 

1. Neighbour Discovery (ND) and RA spoofing: These 

threats require controls like RA-Guard and strict edge 

filtering. 

2. IPv6 tunneling and translation mechanisms (e.g., 

Teredo, 6to4, NAT64): Misconfigured devices can become 

attack vectors or bypass inspection. 

3. Improper handling of extension headers: This can 

allow malicious traffic to evade deep packet inspection or 

intrusion detection.   

4.  Security working groups (e.g., OPSEC WG) have 

published detailed mitigation strategies for these and other 

IPv6specific issues [25]  [27]. 

Implications:   

Security teams must adopt IPv6aware practices. This includes 

updating firewall rules, IDS/IPS signatures, and middlebox 

configurations to account for IPv6 traffic patterns. Where IPsec 

is used, key management and policy enforcement need to be 

robust. Additionally, logging systems must support new 

attribution methods tied to delegated prefixes. Without these 

updates, organizations risk blind spots and increased 

vulnerability to evolving IPv6based threats. 

 5. Global Adoption & Statistics 

5.1 Measurement Variability:   

Different organizations use different methods to track IPv6 

adoption, which leads to some variation in reported figures. For 

example, as of mid2025: 

1. Google reports that roughly 45% of users 

globally access its services over IPv6, based on client 

side measurements.[36] 

2. APNIC Labs shows that about 50% of users in 

the Asia Pacific region are IPv6 capable, with this 

region contributing a large portion of global IPv6 

traffic. 

3. Cloudflare and other CDN providers report 

similar—but not identical—figures, influenced by how 

they filter bots or measure human traffic only. 

These differences stem from how each organization defines and 

measures IPv6 usage: Google focuses on access to its own 

services, APNIC tracks user capability by geography and ASN, 

while CDNs focus on traffic served. Still, all sources show a 

consistent upward trend, with clear variation across regions [20]. 

5.2 Drivers of Regional Differences:   

Regions facing IPv4 address shortages or where governments 

have actively promoted IPv6 tend to show faster adoption. For 

example, countries like India and Vietnam have seen rapid 

growth due to policy support and ISP cooperation. In contrast, 

areas where IPv4 remains plentiful—and where ISPs face fewer 

economic or regulatory pressures—have slower deployment. 

Studies by APNIC and analysts such as Roland Berger highlight 

how market structure, public policy, and content provider 

incentives affect regional IPv6 rollout [26]. 

Implications:   

IPv6 adoption is reshaping how ISPs, cloud providers, CDNs, 

and enterprises operate. The growth of IPv6 brings new 

efficiencies and scalability but also increases operational 

complexity during the coexistence phase. Dual stack  operation 

(IPv4 and IPv6 running in parallel) will remain necessary for 

years. Organizations must continue investing in IPv6capable 

https://ijsrem.com/
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hardware, visibility tools, and updated security practices to 

ensure smooth and secure transition. 

 

Deployment Challenges 

 

 The transition from IPv4 to IPv6 is essential for the future 

growth and stability of the Internet, but it hasn’t come without 

its share of difficulties. Moving from IPv4 to IPv6 is far more 

than just a technical upgrade, this shift involves a wide range of 

challenges—financial, technical, organizational, and even 

regulatory. IPv6 was created with the aim of simplifying IP 

addressing and restoring full end-to-end connectivity. However, 

putting it into practice has proven to be far more complicated 

than expected, and progress has varied significantly across 

regions and networks. This section takes a closer look at the key 

obstacles slowing down IPv6 adoption, with a particular focus 

on the technical, operational, and organizational issues most 

frequently cited in industry reports and academic research. 

 1. Financial and Economic Barriers 

One of the biggest challenges in deploying IPv6 relates to the 

costs involved. Upgrading network equipment—like routers, 

firewalls, and customer premises devices—requires significant 

capital investment. This financial burden is especially heavy for 

small and medium sized ISPs, which often operate on narrow 

profit margins. 

For instance, large ISPs such as VNPT in Vietnam reported that 

reaching approximately 89% IPv6 adoption in mobile networks 

and 75% in fiber to the home (FTTH) connections by 2025 

depended heavily on costly infrastructure upgrades and 

equipment replacement programs [18]. Smaller providers 

without the advantage of scale face disproportionately higher 

expenses. 

From an operational standpoint, running both IPv4 and IPv6 

simultaneously (dual stack ) increases the complexity and cost 

of managing the network. Both protocols need ongoing 

monitoring, maintenance, and security, pushing operational 

expenses up by 20 to 30 percent according to feedback from 

operators in APNIC forums [18]  [29]. 

Because of these factors, many ISPs and organizations see IPv6 

as a cost center rather than an investment with clear returns. This 

mindset leads to delayed adoption, with many opting for 

temporary solutions like NAT or address leasing instead [30]. 

As a result, the global rollout of IPv6 remains slow, particularly 

among smaller and mid tier providers. 

 

 

 

 2. Technical and Legacy System Challenges 

2.1 Legacy Applications and Protocols 

A major technical challenge arises from legacy applications and 

protocols that were designed exclusively for IPv4. Many 

enterprise systems—especially in sectors like finance, 

healthcare, and the Internet of Things (IoT)—are hardcoded to 

IPv4, making them difficult to adapt. Legacy DNS entries, 

outdated APIs, and proprietary technologies often lack IPv6 

compatibility [29]. 

Data from APNIC shows that although around half of Asia 

Pacific users can access IPv6 networks, less than 50% of 

enterprise applications are ready for IPv6. This forces operators 

to maintain dual stack  setups longer than desired [18].In the IoT 

domain, scans of over 530 million IPv6 addresses have 

identified significantly fewer active devices compared to IPv4, 

highlighting challenges in the integration of IPv6 with existing 

hardware and software ecosystems [31]. 

This situation causes delays in adoption within enterprises and 

leads to reliance on translation mechanisms such as NAT64 or 

DNS64, which add latency and complexity, thereby eroding 

many of IPv6’s intended performance benefits. 

2.2 Middlebox and Hardware Limitations 

Network middleboxes—like NAT devices, firewalls, and load 

balancers—also complicate IPv6 deployment. Many older 

devices either don’t support IPv6 or only do so partially, causing 

inconsistent behaviour and compatibility issues. 

For example, many customer premises devices (CPEs) provided 

by smaller ISPs lack IPv6 support, leaving end users unable to 

access IPv6 networks even when their ISP’s core supports it 

[29]. This is a significant factor in regions like Africa, where 

IPv6 adoption remains around 4%, partly due to outdated 

hardware and limited vendor support [18]. 

Consequently, despite IPv6 deployment in core networks, end 

user connectivity often remains stuck on IPv4, perpetuating 

digital divides and limiting IPv6’s security advantages such as 

end to end IPsec. 

 

2.3 Bugs and Incompatibilities 

New IPv6 implementations frequently uncover software bugs 

and interoperability problems. Studies have found that many 

IPv6enabled IoT devices use expired or selfsigned TLS 

certificates, exposing them to security risks [31]. Variations in 

how vendors implement IPv6 standards (RFCs) further 

complicate integration efforts. 

These issues increase operational risk and discourage 

organizations from fully migrating, since reliability and security 

remain top priorities. 
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Fig -1:  Technical and Legacy System Challenges 

3. Organizational and Operational Issues 

3.1 Skill Gaps and Training Needs 

A major organizational hurdle is the shortage of engineers 

trained in IPv6 technologies. Most network professionals are 

more familiar with IPv4, and retraining requires both time and 

money. 

Surveys by APNIC consistently list lack of expertise as one of 

the top barriers to IPv6 deployment [18]. Even when networks 

are IPv6capable, operational teams tend to default to IPv4 

practices simply out of habit. 

This skills gap slows deployment, as misconfigurations and poor 

planning cause delays and increase the risk of outages or 

vulnerabilities. 

3.2 Dual stack Operational Complexity 

During the transition phase, most networks run dual stack  

configurations to support both IPv4 and IPv6. While necessary 

for backward compatibility, this doubles the complexity of 

network management. Routing rules, firewall policies, and 

monitoring tools all need to be maintained separately for each 

protocol. 

For example, APNIC data from 2025 shows that although 

VNPT’s mobile network runs IPv6 at 89% capacity, IPv4 

remains active to ensure compatibility, increasing administrative 

overhead [29]. 

This dual stack  approach prolongs reliance on IPv4, delaying 

the shift toward IPv6only environments and driving up 

operational costs. 

3.3 Resistance to Change 

Beyond technical and operational factors, organizational inertia 

often slows down IPv6 adoption. Many enterprises view the 

transition as disruptive, with unclear immediate benefits. 

Surveys from IPXO highlight that many small and medium sized 

businesses prefer to lease IPv4 addresses rather than invest in 

moving to IPv6 [30]. 

This resistance results in slower adoption rates, especially in 

private networks, further hampering global progress. 

 3.4 Policy and Regulatory Factors 

Government policies and mandates significantly influence IPv6 

uptake. India, for instance, has boosted adoption to nearly 78% 

through active regulatory measures, whereas many African 

countries remain below 5% [18]. 

This uneven pace creates interoperability challenges across 

regions. Without harmonized policy frameworks, IPv6 

deployment risks staying fragmented, reducing its overall 

effectiveness for the global Internet. 

Case Studies 
 

1. Vietnam (VNPT and Viettel) 

Vietnam stands out as a leading example of how IPv6 adoption 

can significantly reshape national internet infrastructure. By 

2025, the country achieved approximately 89% IPv6 adoption in 

mobile networks and 75% in fixed broadband (FTTH), with 

major ISPs such as VNPT and Viettel driving this 

transformation [29]. 

The widespread deployment of IPv6 in Vietnam has made 

required substantial upgrades and modernization of the 

country’s internet infrastructure. Network devices—including 

routers, switches, and access points—have been systematically 

upgraded or replaced to support dual stack  and native IPv6 

operations. These efforts have resulted in improved network 

scalability, address management, and the ability to support the 

rapid growth of connected devices and services—free from the 

limitations imposed by IPv4 address exhaustion. 

Vietnam’s experience also underscores the operational impact 

of IPv6 adoption. The transition posed significant technical 

challenges, such as compatibility with legacy systems and 

ensuring seamless interoperability between IPv4 and IPv6 

networks. Addressing these challenges required comprehensive 

training programs for network engineers and investment in 

monitoring and management tools tailored for dual stack  

environments. 

A key factor in Vietnam's success has been its government led 

IPv6 action plans and regulatory mandates, which acted as 

catalysts for investment and deployment. These policy 

interventions helped overcome economic and organizational 

barriers that might have otherwise delayed IPv6 rollout. As a 

result, the country accelerated infrastructure modernization, 

building a more robust and future ready internet ecosystem 

capable of supporting next generation technologies such as IoT, 

5G, and cloud services. 
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According to an APNIC report, Vietnam has outlined a detailed 

roadmap for its IPv6 future, aiming to commemorate the 30th 

anniversary of the Internet in Vietnam (2027) by significantly 

reducing IPv4 use. The roadmap includes plans to withdraw 

IPv4 from all public facing services between 2030 and 2032, 

ultimately targeting a fully IPv6only environment beyond 2032. 

 

                        Fig -2:  Roadmap to IPv6-Only  

 

Impact Summary 

 

Vietnam’s adoption of IPv6 has had a profound impact on its 

internet infrastructure by enhancing network capacity, 

improving operational efficiency, and ensuring long term 

scalability. This case illustrates that largescale IPv6 deployment, 

when coupled with strategic planning and policy support, can act 

as a key enabler of national digital transformation, while also 

strengthening the resilience and sustainability of internet 

infrastructure in the face of growing demand and technological 

advancement. 

2. India (Reliance Jio) 

By 2025, India emerged as a global leader in IPv6 adoption, 

achieving around 78% capability. A key factor was Reliance Jio, 

one of the world’s largest mobile operators, which took a bold 

IPv6first approach rather than following the cautious dual stack  

model used by many ISPs[32]. Jio enabled IPv6 by default 

across devices, networks, and backend systems, reducing 

reliance on IPv4 and streamlining its operations. 

Impact on India’s Internet Infrastructure 

1. Address Shortage Solved: IPv6 eliminated IPv4 

limitations, allowing millions of users and IoT devices to 

connect seamlessly. 

2. Simpler, More Efficient Network: Native IPv6 reduced 

operational complexity and improved routing efficiency. 

3. MobileFirst Ready: Default IPv6 on smartphones 

ensured smooth connectivity without compatibility issues. 

4. Industry Influence: Jio’s early adoption pushed other 

Indian telecoms to accelerate IPv6 rollout. 

 

Impact Summary  

Jio’s IPv6first strategy demonstrates how largescale, well 

planned deployment can transform national internet 

infrastructure. By moving beyond IPv4, India gained a scalable, 

efficient, and future ready network capable of supporting IoT, 

5G, and emerging technologies. This case shows that emerging 

markets can leapfrog traditional paths with the right strategy and 

execution. 

3. Africa (Nigeria and South Africa) 

Africa presents a contrasting scenario in the global IPv6 

adoption landscape. Many countries, including Nigeria and 

South Africa, still report adoption rates below 5% as of 2025 

[35]. This slow progress stems from several challenges: limited 

vendor support for IPv6compatible hardware, the high costs 

associated with upgrading existing infrastructure, and a shortage 

of skilled personnel trained in IPv6 deployment and 

management. 

In both Nigeria and South Africa, numerous ISPs continue to 

rely heavily on the IPv4 address market and Network Address 

Translation (NAT) techniques to manage IPv4 scarcity. While 

these solutions offer a short term fix, they increase network 

complexity, reduce true end to end connectivity, and place limits 

on the scalability of their internet infrastructure. 

Impact on Internet Infrastructure 

The low level of IPv6 adoption in these countries has several 

direct consequences: 

1. Scalability Constraints: The ongoing dependence on 

IPv4 and NAT restricts networks’ ability to scale 

efficiently, making it difficult to support the rising number 

of connected devices and new services that demand ample 

IP addresses. 

2. Increased Network Complexity: Managing an 

IPv4centric environment with NAT adds operational 

challenges, including more complicated troubleshooting, 

higher latency, and overall reduced network performance. 

3. Resilience and Future Readiness: The absence of 

widespread IPv6 integration limits the ability of internet 

infrastructure to adapt to modern technologies like IoT, 5G, 

and cloud computing. This gap risks leaving these regions 

at a disadvantage when it comes to global connectivity and 

innovation. 

Impact Summary 

Africa’s IPv6 adoption experience highlights a significant 

digital divide, drawing attention to the risks developing regions 

face without targeted investments and supportive policy 

measures. Continued reliance on IPv4 and NAT slows 

scalability, hampers performance, and undermines the resilience 

https://ijsrem.com/
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of internet infrastructure, potentially widening connectivity gaps 

both regionally and globally. 

To overcome these challenges and meet the growing demands 

of emerging technologies, accelerating IPv6 deployment is 

critical. This will require stronger vendor engagement, focused 

capacity building, and regulatory incentives to ensure 

sustainable internet growth and long term connectivity across 

the continent. 

 4. Enterprise Networks (Google) 

While the focus of IPv6 adoption often falls on Internet Service 

Providers (ISPs), major enterprise networks—especially global 

content giants like Google—have played a crucial role in driving 

the transition forward. By 2025, around 48% of global users 

accessed Google services over IPv6, up from 42% the previous 

year [36]. This steady increase reflects Google’s longstanding 

commitment to an IPv6first approach, which prioritizes IPv6 

traffic across its most widely used services, including Google 

Search, Gmail, YouTube, and Google Cloud. 

     
                       Fig -3:  Google’s IPv6 Adoption  

Unlike many operators that have relied on dual stack models to 

maintain compatibility with IPv4, Google has been proactive in 

encouraging native IPv6 adoption. Its infrastructure is fully 

capable of serving IPv6 traffic end-to-end, and the company has 

used its influence to push device manufacturers, content delivery 

networks (CDNs), and access providers to adapt their own 

systems to keep up. 

Impact on Internet Infrastructure 

Google’s leadership in IPv6 has produced both direct and ripple 

effects across the internet ecosystem: 

1. Pushing ISPs to Modernize: As one of the largest 

sources of internet traffic globally, Google has become an 

unavoidable part of any ISP’s service offering. To ensure 

optimal speed and performance for customers accessing 

Google content, many ISPs have had to upgrade their 

networks to support IPv6. This pressure has accelerated 

IPv6 deployment across a wide range of access providers. 

2. Upgrading the Backbone and CDN Layer: Google's 

global data centers, backbone infrastructure, and CDN 

network are all IPv6native. This move has raised the bar 

for how largescale infrastructure should handle IPv6, 

encouraging other tech companies and cloud providers to 

follow suit. 

3. Enabling True End-to-end Connectivity: With IPv6, 

Google is able to eliminate the need for NAT (Network 

Address Translation), offering genuine end-to-end 

connections. This has a direct impact on services like 

online gaming, VoIP, peer-to-peer apps, and video 

conferencing—improving both performance and 

reliability. 

4. Influence on the Cloud and Developer Ecosystem: 

Google Cloud’s full support for IPv6 has helped bring 

enterprise systems and developers into the IPv6 fold. By 

making it easier to build and deploy IPv6compatible 

applications, Google is extending adoption beyond end 

user access into backend systems and enterprise 

environments. 

Impact Summary 

Google’s IPv6 first strategy is a clear example of how large 

enterprises can accelerate global internet transitions through 

sheer network effect. When a dominant content and cloud 

provider like Google adopts IPv6 as the default, others in the 

ecosystem—ISPs, infrastructure vendors, app developers—are 

naturally pushed to keep up. 

By setting a high bar for IPv6 performance, availability, and 

scalability, Google hasn’t just contributed to IPv6 growth—it 

has helped modernize significant portions of the internet’s 

infrastructure. The result is a more efficient, scalable, and future 

ready digital ecosystem that can better support the next 

generation of applications, devices, and users. 

Summary 

These case studies reveal that IPv6 adoption is not uniform but 

shaped by policy, market structure, financial capability, and 

industry leadership. Countries like Vietnam and India showcase 

rapid progress through government support and market 

disruptors, while Africa illustrates ongoing barriers. Enterprises 

like Google show that content side adoption is as critical as ISP 

side deployment. Together, these lessons provide actionable 

insights for global IPv6 strategies. 

Future Trends and Recommendations 
 

The shift to IPv6 marks a critical evolution in the architecture of 
the global internet. It not only addresses IPv4’s limitations—such 
as address exhaustion and the complexities of NAT—but also 
enables the scale, flexibility, and efficiency required by modern 
and emerging technologies. While momentum has picked up in 
certain regions and sectors, IPv6 adoption remains uneven, and 
the global transition is far from complete. 
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This section outlines key trends shaping the future of IPv6 
deployment and presents tailored recommendations for 
stakeholders aiming to ensure a smooth, coordinated, and 
futureproof transition. 

 

1. Emerging Trends 

 

1.1 Moving Toward IPv6Only and IPv6Preferred Networks 

An increasing number of ISPs and enterprises are beginning to 
phase out dual stack  models in favour of IPv6only or 
IPv6preferred networks. Operators like Reliance Jio in India have 
already deployed IPv6only configurations across large parts of 
their infrastructure [19]. At the same time, major cloud 
providers—including Google Cloud and AWS—are prioritizing 
IPv6 in their services, helping reduce the reliance on IPv4 and 
simplify network architectures [37]. This trend suggests a future 
where IPv6 serves as the default, with IPv4 retained primarily for 
legacy compatibility. 

 

1.2 Tighter Integration with 5G, IoT, and Edge Computing 

IPv6 is increasingly becoming a prerequisite for technologies that 
demand high scalability and low latency connectivity. The 5G 
standard (as per 3GPP specifications) mandates native IPv6 
support for core functions, enabling efficient mobility, simplified 
routing, and expansive device connectivity [38]. Likewise, IoT 
ecosystems—expected to connect tens of billions of devices—
depend heavily on IPv6 features like Stateless Address 
Autoconfiguration (SLAAC) and multicast capabilities [31]. 
Edge computing, too, benefits from IPv6’s end-to-end 
addressability and support for decentralized architectures. 

 

 

 

1.3 Cloud and Hyperscaler   Driven Adoption 

Tech giants like Google, Amazon, and Microsoft are playing a 
major role in normalizing IPv6 through their cloud platforms and 
infrastructure services. These companies now offer IPv6enabled 
versions of key services—ranging from load balancers to DNS 
resolvers and firewalls—pressuring downstream players to 
follow suit [37]. As of 2025, nearly half of Google’s global user 
traffic was served over IPv6 [36], illustrating the outsized 
influence hyperscalers have in shaping adoption trends and 
expectations across the ecosystem. 

 

1.4 Evolution of IPv6 Security Practices 

Although IPv6 includes support for IPsec by design, the actual 
security posture of many IPv6 networks remains 
underdeveloped. Looking ahead, IPv6 is poised to play a central 
role in Zero Trust Architectures (ZTA), where secure, 
authenticated, and encrypted communication is a baseline 
requirement [39]. However, its vast address space introduces 
challenges for monitoring and intrusion detection. Future 
network security will rely more heavily on behavioural analytics, 
flow based anomaly detection, and IDS systems specifically 
optimized for IPv6 environments. 

 

 

 

1.5 Regional Disparities in Adoption 

IPv6 deployment continues to vary widely by geography. Asia 
Pacific is expected to exceed 55% IPv6 capability by 2026, with 
countries like India, Vietnam, and Japan leading the charge [18]. 
Europe also remains strong, with Belgium and Germany above 
60% [34]. In contrast, Africa lags significantly—Nigeria and 
South Africa remain below 5% adoption [35]. These gaps are 
largely due to infrastructural bottlenecks, regulatory inertia, and 
a shortage of skilled personnel. Bridging them will require 
targeted regional strategies involving policy reform, training, and 
financial support. 

 

2. Key Recommendations 

A successful transition to IPv6 demands a coordinated effort 
across the internet ecosystem. The following recommendations 
are designed for stakeholders involved in various aspects of the 
transition. 

2.1 For Internet Service Providers (ISPs) 

• Develop clear, phased IPv6 rollout plans 
beginning with backbone and metro networks. 

• Promote IPv6only deployments at the 
customer edge, supported by modern, IPv6capable 
CPE. 

• Shift toward IPv6preferred routing and 
gradually reduce dual stack  dependencies. 

• Collaborate with hyperscalers and CDNs to 
ensure optimized performance and end-to-end IPv6 
connectivity. 

 

2.2 For Enterprises 

• Conduct full audits to identify IPv4 
dependencies across applications and systems. 

• Begin with dual stack  where necessary, but 
plan for eventual IPv6only environments—especially in 
internal networks and cloud deployments. 

• Invest in IPv6aware security infrastructure 
(firewalls, IDS/IPS, SIEM tools) to ensure 
comprehensive protection. 

• Upskill IT and DevOps teams with 
IPv6specific training and hands on deployment 
experience. 

 

2.3 For Governments and Regulatory Authorities 

• Develop and enforce national IPv6 transition 
strategies with clear milestones, accountability 
mechanisms, and sectoral targets—modeled on 
countries like Vietnam [29]. 

• Offer financial support, such as tax incentives 
or grants, to ISPs and small to medium enterprises 
(SMEs) adopting IPv6. 

• Mandate IPv6 compatibility in public 
procurement policies and digital government platforms. 

• Establish IPv6 testbeds and pilot projects in 
key sectors like health, education, and transportation. 
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2.4 For Academia and Training Institutions 

• Integrate IPv6 topics into computer 
networking and IT degree programs. 

• Launch certification courses and short term 
workshops targeting working professionals and 
network engineers [18]. 

• Promote research on IPv6related challenges, 
such as transition mechanisms, mobile IPv6, security 
optimization, and performance benchmarking. 

• Collaborate with industry partners and 
government bodies to offer practical training, labs, and 
internships focused on real world IPv6 deployments. 

 

3. Strategic Outlook 

IPv6 is no longer just a technical upgrade—it is now a 
fundamental requirement for building the future of the Internet. 
As the global demand for connected devices, cloud services, and 
realtime applications grows, the limitations of IPv4 become 
increasingly unsustainable. 

Moving forward, the success of IPv6 depends on proactive 
collaboration across sectors. Unlike the fragmented and reactive 
approach that defined much of IPv4’s evolution, IPv6 requires a 
more deliberate and coordinated path. With the convergence of 
5G, IoT, cloudnative architectures, and edge computing, IPv6 
offers the robust foundation necessary to support scalable, 
secure, and futureproof digital ecosystems. 

If approached with foresight, the IPv6 transition can be more than 
a technological necessity—it can be a strategic advantage for 
countries, companies, and communities seeking to lead in the 
digital age. 

 

3. CONCLUSIONS 
 

The shift from IPv4 to IPv6 is one of the most important steps in 
how the Internet is evolving. This paper looked at why this 
change is happening—mainly because we are running out of 
IPv4 addresses. It also explained the benefits of IPv6, such as 
having many more addresses, easier routing, and better support 
for direct communication between devices. However, moving to 
IPv6 isn’t simple. There are costs, technical challenges, and 
organizational issues that slow down its deployment. 

Looking at data and examples from around the world, we see that 
some regions, especially developed countries and places with 
many mobile users, have started using IPv6 widely. But many 
others still rely mostly on IPv4, which could cause problems if 
networks don’t keep up. Also, current solutions like running both 
IPv4 and IPv6 at the same time or using tunnels are necessary for 
now but add extra complexity and costs. 

IPv6 adoption matters not just for technical reasons. It’s essential 
for supporting new technologies like the Internet of Things (IoT), 
5G networks, and edge computing. It also helps improve security 
and makes the Internet more accessible globally. In short, IPv6 is 
not just a technical upgrade—it’s crucial for keeping the Internet 
scalable, fast, and reliable in the future. To make this happen 
smoothly and fairly, policymakers, industry leaders, and 
researchers need to work together. 
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