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Abstract—Quantum algorithms that surpass the performance
of classical methods are of increasing practical and scientific
importance, with Shor’s algorithm remaining a landmark result
for integer factorization and cryptanalysis. This work presents
a full-stack, reproducible implementation of Shor’s algorithm
using Qiskit, incorporating exact permutation-based modular
multiplication unitaries, a scalable Quantum Phase Estimation
(QPE) pipeline, and hybrid classical post-processing based on
continued fractions and number-theoretic verification. The ar-
chitecture is designed with modular components that explicitly
separate quantum execution, classical analysis, and visualization,
enabling detailed introspection of the order-finding procedure.
Experimental results show successful factorization of multiple
semiprimes using both local Aer simulations and IBM Quantum
cloud backends. The cloud-based experiments expose practical
constraints such as device noise, circuit-depth limits, and shot
availability, while demonstrating portability of the framework to
real hardware. The implementation further provides automated
circuit-diagram generation, histogram-based phase diagnostics,
and optional classical reference routines for comparison. Overall,
this work delivers a transparent, educationally oriented, and
cloud-deployable platform for studying Shor’s algorithm and
benchmarking hybrid quantum-—classical computing workflows.

Index Terms—Quantum computing, Shor’s algorithm, Quan-
tum Phase Estimation (QPE), Qiskit, modular unitaries, IBM
Quantum, hybrid algorithms.

1. INTRODUCTION

Integer factorization is a fundamental pillar of modern
public—key cryptography, most notably the RSA scheme,
whose security depends on the classical difficulty of de-
composing large semiprimes into their prime factors [1].
Shor’s quantum algorithm disrupts this security premise by
enabling polynomial-time factorization through quantum order
finding [2]. Although its theoretical impact is well established,
practical exploration of Shor’s algorithm remains challenging
due to the substantial circuit depth required for modular
exponentiation, Quantum Phase Estimation (QPE), and con-
trolled unitary operations on current noisy intermediate-scale
quantum (NISQ) devices [3], [4].

This work addresses these challenges by presenting a modu-
lar, transparent, and reproducible implementation of Shor’s al-
gorithm using Qiskit. The design leverages exact permutation-
based modular multiplication unitaries, allowing reversible
arithmetic without approximation errors and supporting reli-
able QPE behavior in simulation [5]. The framework integrates
robust classical post-processing—including continued frac-
tions, candidate-order verification, and arithmetic consistency
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checks [6]—along with visualization tools that generate circuit
diagrams, measurement histograms, and diagnostic plots.

A key contribution of this system is its portability across
execution environments. The same circuits can be executed
locally using the Aer simulator or deployed on IBM Quantum
cloud hardware [7], [8]. This dual workflow enables empirical
analysis of device noise, circuit-depth limitations, and shot
constraints, while verifying that the architecture maintains
correctness on real quantum processors [9]. These experiments
provide practical insights into implementing quantum algo-
rithms on near-term hardware.

Through both simulations and cloud-based runs, the imple-
mentation successfully factors several small semiprimes and
offers detailed visibility into the hybrid quantum-—classical
workflow underlying Shor’s algorithm. Beyond demonstrating
correctness, this work provides an extensible and educational
framework for studying quantum order finding, benchmarking
hybrid schemes, and supporting future research in quantum
cryptanalysis [10]-[12].

II. BACKGROUND AND THEORY

Quantum algorithms capable of solving classically in-
tractable problems have attracted significant attention in recent
years, with integer factorization standing as one of the most
influential examples [1], [2]. Shor’s algorithm reduces the
problem of factoring a composite integer N to the task of
determining the order of an integer @ modulo N [8]. This
section reviews the mathematical and algorithmic foundations
required to understand the architecture and implementation
presented in this work.

A. Integer Factorization and RSA Security

Let N = pg, where p and g are large primes. Recovering
(b, g) from N is believed to be computationally expensive on
classical hardware. The fastest classical factoring algorithms,
such as the General Number Field Sieve (GNFS), run in
sub-exponential time, making RSA cryptography secure for
sufficiently large key sizes [3], [4].

In this project, smaller values of N (typically less than
50) are used purely for demonstration. Although such integers
are trivially factorable classically, the structure and workflow
of Shor’s algorithm remain representative of its large-scale
counterpart.
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B. Overview of Shor’s Algorithm

Shor’s algorithm consists of a quantum procedure for order
finding and a classical routine for extracting the prime factors.
The hybrid nature of the algorithm makes it particularly
suitable for modern noisy intermediate-scale quantum (NISQ)
systems [11], [12].

1) Quantum Order Finding: For an integer a such that
gcd(a, N ) = 1, the order r is defined as the smallest positive
integer satisfying

a = (mod N). €8

The quantum computer efficiently determines this order using
Quantum Phase Estimation (QPE) [8], [9].

2) Classical Post-Processing: Once r is obtained, the fac-
tors of N can be recovered using

gcd a7 -1, N , gcd a”2+1, N . 2)

Valid solutions require r to be even and

a2 = -1 (mod N). 3)

Additional number-theoretic checks are used to ensure that the
recovered r is correct [5], [6].

3) Quantum Phase Estimation (OPE): QPE is a fundamen-
tal quantum subroutine used to estimate the eigenphase of a
unitary operator. In Shor’s algorithm, the unitary is defined as

Us @ |x) "= |ax mod N),

which is a reversible permutation over the integers.
If |¢) is an eigenstate of Us with eigenvalue e QPE
estimates ¢ using two registers:
- a counting register prepared in a uniform superposition,
- a work register holding the eigenvector state.

The procedure applies controlled powers of Uazk followed
by an inverse Quantum Fourier Transform (QFT). Measuring
the counting register yields a bitstring approximating

k
g=-,
r

for some integer k. Continued fractions are then used to
recover the value of r [7].

In this work, the number of counting qubits is chosen
adaptively based on the magnitude of N , ensuring sufficient
phase precision for reliable extraction of r.

4) Classical Post-Processing and Order Extraction: After
measurement, the bitstring b provides an approximation to

b
d= —,
2t
where t is the number of counting qubits. Continued fractions
are applied to obtain a rational approximation k/r consistent
with ¢. Candidate orders are validated using:
- parity checks,
- modular exponentiation (a" mod N = 1),
- non-triviality tests such as

a”? #+1 (mod N).
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This hybrid process usually recovers a valid order r within
a few iterations, enabling efficient classical extraction of the
prime factors.

5) Execution Environments: Aer Simulator and IBM Quan-
tum Cloud: The implementation is designed to run identically
on two execution platforms:

1) Local Aer Simulator

- noise-free execution,

- large shot counts,

- ideal for observing clean QPE behavior.
2) IBM Quantum Cloud Devices

- real hardware with decoherence, gate noise, and
queuing delays,

- requires reduced circuit depth,

- demonstrates the algorithm under practical con-
straints.

Supporting both backends highlights the portability of the
implementation and enables empirical comparison between
ideal and noisy quantum executions [11], [12].

III. SYSTEM ARCHITECTURE

Fig. 1 illustrates the overall architecture of the proposed
hybrid quantum-—classical system used to implement Shor’s
algorithm. The design follows a modular structure to support
transparency, reproducibility, and consistent execution on both
local simulators and IBM Quantum cloud hardware [7], [8],
[11]. The system consists of four main components:

1) Quantum Engine
Responsible for generating the full Quantum Phase
Estimation (QPE) circuit, applying permutation-based
modular multiplication unitaries, executing controlled
powers of Uq, performing the inverse Quantum Fourier
Transform (QFT), and managing backend execution.
The engine supports both the Aer simulator and IBM
Quantum devices through a unified interface.

2) Unitary Construction Layer
Constructs exact permutation unitaries for modular mul-
tiplication. These transformations satisfy

upever |xy = |(aP*V*'x) mod N,

ensuring full reversibility and precise QPE behavior.
Generated matrices are cached to accelerate repeated
trials of the factorization loop.

3) Classical Post-Processing
Extracts the order r using continued fractions, validates
candidate values, and computes the factors (p, g) using
gcd-based recovery. This module includes arithmetic
utilities such as perfect-power detection and Miller—
Rabin primality checks [5], [6].

4) Experiment Orchestrator
Coordinates QPE runs, manages retries with new choices
of a, stores circuit diagrams and measurement his-
tograms, and logs experimental metadata. It also pro-
vides an optional interface for offloading circuits to IBM
Quantum cloud hardware.
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Fig. 1. Overall system architecture.

Execution proceeds in three stages:

1) circuit construction using exact unitaries,

2) backend execution (Aer or IBM Cloud),

3) classical extraction of r and factor recovery.

This clear separation ensures that the same workflow sup-
ports both ideal noise-free simulation and hardware-based
execution under realistic quantum noise conditions.

IV. QUANTUM IMPLEMENTATION

The core quantum component of the system is the QPE-
based order-finding algorithm. Its correctness hinges on the
construction of exact modular multiplication unitaries and
faithful implementation of controlled powers U azk . This section
summarizes the primary circuit-level design choices [8], [9],

[11].
A. Permutation-Based Modular Unitaries

Instead of synthesizing modular multiplication using se-
quences of adders and controlled arithmetic gates, the imple-
mentation employs exact permutation matrices:

upower|xy = [(aP¥er - x) mod N).

The mapping is generated classically using:
- vectorized basis-state transformations,
- guaranteed bijections on the domain {0,1,..., N - 1},
- identity extension on out-of-range states to maintain
reversibility.
The resulting matrix is wrapped in Qiskit’s UnitaryGate,
enabling automatic construction of:
- controlled versions,
- inverse unitaries,
- low-level decompositions compatible with target hard-
ware.
Caching via 1ru_cache reduces recomputation overhead
during multiple factorization attempts.

B. QPE Circuit Construction

The QPE circuit comprises two registers:
- Counting register: t = 3[log> N| + 1 qubits,
- Work register: [log, N| qubits.
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This allocation provides sufficient resolution for accurate
extraction of the phase corresponding to k/r, where r is the
order of a mod N.

C. QPE Circuit Structure

The circuit follows the standard QPE template used in Shor-
type implementations [8], [11]:
1) Initialization
- Apply Hadamard gates to the counting register,
creating a uniform superposition.
- Initialize the work register to |1).
- Optionally apply mixing steps (Us, U 2, U 2) to
enhance phase distinguishability.
2) Controlled Powers of Us
For each counting qubit i, apply a controlled unitary im-
plementing U 0,21 . These controlled blocks mimic modular
exponentiation and embed the order information into the
phase of the quantum state.
3) Inverse Quantum Fourier Transform
The inverse QFT converts accumulated phase infor-
mation into measurable bitstrings, enabling classical
extraction of & = k/r.
4) Measurement
All counting qubits are measured. The resulting dis-
tribution is aggregated into histograms and used for
continued-fraction-based reconstruction of the order r.

D. Execution on Aer and IBM Cloud Backends

Before execution, circuits are transpiled to match the con-
straints of the target backend:

- Aer Simulator

— Supports large unitaries and deep circuits,
— Enables noise-free verification and analysis.

- IBM Quantum Cloud Devices

— Execute the same circuits under realistic noise and
connectivity constraints,

— Require shallower decompositions and reduced shot
counts,

— Provide empirical comparison between ideal and
physical performance.

Backend results are processed identically, ensuring seamless
switching between simulation and hardware and allowing
consistent evaluation of algorithmic behavior under different
execution conditions.

V. CLASSICAL POST-PROCESSING

Shor’s quantum subroutine returns measurement histograms
from the counting register; recovering meaningful factors from
those histograms is purely classical. This section describes the
post-processing pipeline, validation checks, failure modes, and
provides an activity diagram
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Fig. 2. High-level structure of the QPE circuit used for order finding,
including initialization, controlled modular multiplication, inverse QFT, and
measurement.

A. Pipeline (text)

1) Aggregate counts — Combine measurement shots into
a histogram of bitstrings.

2) Select candidates — Identify top outcomes (highest
counts). For each candidate bitstring b:

- Reverse bit order (because the QFT wiring is little-
endian in our implementation).

- Convert to integer m and compute estimated phase
& = m/2!, with t the number of counting qubits.

3) Rational approximation — Use continued fractions to
approximate 8 = k/r. From the sequence of convergents
produce candidate denominators r.

4) Candidate validation — For each candidate r:

- Check r >0 and r not trivially 1.
- Check " mod N = 1. If not, reject.
- Ensure r is even and a2 = +1 (mod N).

5) Factor extraction — If valid, compute p = gcd(a”? -
1, N)and g = gcd(@”® + 1, N). If 1 < p < N or
1<qg<N, success.

6) Fallback / retry — If no r passes validation, se-
lect a new random a and retry (this loop is in
shor factor()).

B. Failure modes and mitigations

- Bad peaks / noise: On real hardware the histogram peaks
are broadened and shifted; increase shot counts or use
error mitigation if possible.

- Insufficient precision: If t is too small, continued
fractions produce wrong denominators — use heuristic
t=3[log. N]+ 1.

- Trivial r (odd or gives *1): Retry with a different a
(the algorithm is probabilistic).

C. Activity Diagram

The classical post-processing stage is responsible for con-
verting quantum measurement data into usable mathematical
structure. Once QPE executes and returns a histogram of
measurement outcomes, the system first identifies the most
probable bitstrings and reverses their endianness to match the
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Fig. 3. Activity diagram of the classical post-processing pipeline used to
extract the order r and compute the factors of N from QPE measurement
outcomes.

internal QFT qubit ordering. Each selected bitstring is inter-
preted as an integer m, yielding a phase estimate ¢ = m/2',
where t is the number of counting qubits. The continued-
fraction expansion of ¢ generates a list of rational approxi-
mations whose denominators serve as candidate orders r.

Each candidate is validated using modular arithmetic con-
straints — specifically checking thata” = 1 (mod N ) and
that a”? = +1 (mod N ). Upon successful validation, the
algorithm derives the factors using the classical relations
ged(a”? — 1, N) and ged(a”? + 1, N).

If all candidates fail, the system treats the attempt as
inconclusive, samples a new random base a, and repeats the
QPE stage, ensuring the probabilistic completeness of the
factorization process.

VI. EXPERIMENTS AND RESULTS

This section presents the experimental evaluation of the im-
plemented Shor system, covering (i) QPE measurement results,
(i1) factorization success rates across several composite values
of N , and (iii) timing comparisons between classical and
quantum components. All experiments were executed using
the Qiskit Aer Simulator, with selected circuits additionally
deployed on the IBM Quantum cloud backend for validation.

A. OPE Measurement Histograms

For each tested pair (N, a), QPE produces a histogram of
bitstring measurement outcomes. Representative results are
shown in Fig. 4. For small semiprimes such as N = 15,
the expected periodic structure is clearly visible, with peaks
occurring near bitstrings corresponding to the fractions k/r,
where r is the order of @ modulo N . The inverse QFT
successfully maps the phase information into distinguishable
clusters even with moderate shot counts (1026 shots in all
experiments).

On real IBM hardware, the distributions exhibit broader
peaks and increased noise due to decoherence and gate er-
rors. Nevertheless, for shallow QPE instances, the continued-
fractions routine still recovers the correct order for a majority
of runs.
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Fig. 4. Measured QPE bitstring distribution for N=15,a=2,showing the
characteristic four-peak periodic structure od order r=4.

TABLE 1
REPRESENTATIVE FACTORIZATION RESULTS FOR THE TESTED COMPOSITE
VALUES OF N .

N | Example Base a | Extracted Order r | Retrieved Factors (p, q)
15 2 4 3, 5)

21 5 6 3,7

33 10 10 3, 11)

35 3 4 5,7

B. Factorization Success Rates

The Shor pipeline was tested on the composite values
N ={15, 21, 33, 35}.

For each target N , the algorithm performed repeated QPE
attempts with randomly selected coprime bases a. While
formal statistical success rates were not measured, each tested
value of N was successfully factored at least once within
the configured number of attempts. This demonstrates the end-
to-end correctness of the system, including:

1) Construction of modular-multiplication unitaries,

2) Phase estimation via controlled unitaries and inverse

QFT,

3) Order extraction through continued fractions, and

4) Final factor retrieval using gcd(a”? + 1, N).

A summary of representative successful runs is shown in
Table 1.

C. Timing Analysis

A comparison between classical and quantum components
is presented in Fig. 5. Classical Pollard—Rho consistently
outperforms the simulated quantum pipeline for small N , as
expected. The quantum runtime is dominated not by QPE
itself but by the overhead of synthesizing and transpiling the
permutation-based modular multiplication unitaries. For IBM
Quantum hardware runs, the total wall-clock time is further
influenced by queue delays and job scheduling, although
circuit execution time remains low due to small circuit depth.

Overall, the results confirm functional correctness of the
implementation and provide insight into the cost structure of
QPE-based factorization on current quantum simulators and
cloud hardware.
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Fig. 5. Wall-clock time comparison for classical Pollard—Rho factoring and
the simulated QPE-based quantum pipeline across selected composite values
of N, classical runtimes remain consistently small due to the size of the inputs.
At the same time, quantum simulation times vary significantly, dominated by
the permutation-unitary construction and Qiskit transpilation overhead rather
than by the QPE circuit execution itself.

DISCUSSION

The experimental results highlight both the promise and the
limitations of Shor’s algorithm in its current realizable form.
The permutation-matrix approach enables exact modular mul-
tiplication on small registers, yielding clear and interpretable
QPE outputs on the Aer Simulator. However, constructing
large unitaries quickly becomes a bottleneck, emphasizing the
need for optimized arithmetic circuits for scalable implemen-
tations.

The IBM Quantum cloud experiments provide practical evi-
dence of hardware-induced distortions in the QPE distribution.
Even so, the classical post-processing pipeline remained robust
for small instances, indicating that modest improvements in
device fidelity could enable reliable order finding for slightly
larger values of N

These observations reinforce a well-documented trend:
Shor’s algorithm becomes advantageous only when large,
error-corrected quantum hardware is available. Nevertheless,
the presented system demonstrates a fully functional end-
to-end workflow—from circuit synthesis to QPE, cloud ex-
ecution, and classical factor extraction—providing a clear
foundation for future scaling.

CONCLUSION

This work presented the design and implementation of an
end-to-end Shor’s factoring demonstrator integrating Qiskit,
Aer simulation, continued-fraction post-processing, and op-
tional execution on IBM Quantum cloud hardware. The system
successfully factors several semiprimes and provides detailed
visual diagnostics, including QPE circuit diagrams, measure-
ment histograms, and performance comparisons.

Although current hardware and unitary-construction over-
heads limit scalability, the implementation accurately repro-
duces the functional structure of Shor’s algorithm and yields
correct factors for all test cases. The framework is modular,
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extendable, and suitable for educational, research, and bench-
marking contexts. Future work includes replacing permutation-
based unitaries with arithmetic-based modular multiplication,
incorporating noise-aware phase estimation techniques, and
evaluating performance on larger quantum devices as they
become available.

VII. FUTURE WORK

Although the present implementation successfully demon-
strates an end-to-end execution of Shor’s algorithm using
Qiskit Aer and optional IBM Quantum cloud hardware, several
directions for enhancement remain. First, the current modular-
unitary construction relies on explicit permutation matrices,
which scale exponentially with the number of work qubits.
Future work may employ more efficient arithmetic-based
modular exponentiation circuits to reduce unitary size and
transpilation cost. Second, noise-aware execution on real quan-
tum hardware could be enabled by incorporating dynamical
decoupling, error-suppression techniques, or Qiskit’s advanced
mapping and routing strategies.

Another promising extension involves collecting statistically
meaningful success-rate data over large batches of random-
ized inputs, allowing for quantitative assessment of accuracy,
stability, and noise sensitivity. The platform could also be ex-
tended to support larger RSA-style semiprimes by using hybrid
classical-quantum decomposition techniques or by distributing
circuit components across multiple backends.

Finally, the existing web-based interface could be ex-
panded to include real-time circuit visualization, device-status
awareness, and automated selection between Aer simulation,
hardware execution, and noise-model simulation. Such im-
provements would transform the system from a demonstration
environment into a more robust educational and research
tool for exploring quantum algorithms and quantum-classical
workflows.
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